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Dear Citthank Customer,

We recently noticed cne or more attempts to log i to your Citbanl
account from a foreign IP address and we have reasons to believe that
there was atternpts to comprotnise it with brute forcing vour PIN number,
Mo successfil login was detected and you have full protection by now.

I you recently accessed your account while traveling, the unusual login
attermnpts may have been mitiated by you

The login atiempt was made from.
IP address: 173.20.107.24
I5FP Host: cacke-0082 proxyserver.cis.com

By now, we used many techriques to venfy the accuracy of the
information our users provide us when they register on the Site.
However, because user venfication on the Internet 15 difficult, Cittbanl:
catmiot and does not confinm each user's purported identity. Thus, we
hawve established an offine venfication system to help you evaluate with
whom you are dealing with. The system iz called CiiSafe and it's

the most secure Citibank wallet so far,

I you are the rightfill holder of the account, click the link bellow, £l

the form and then submit as we will venfy yvour identity and register you

to CiiZafe free of charge. This way you are fully protected from fraudulent
activity on all the accounts that you have with us.

Click to protect vourself from frandulent activity!

To make Cittbank. com the most secure site, every user will be
registered to CiiZafe.

WOTE! If you choose to tonore our request, vou leave us no cheice but to
temporally suspend vour account.

* Pleaze do not respond to this e-maill, as vour reply will not be recerved.

Eegards, Citibank Customer Support
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Find a product
Meeting your needs is our business — [Chsose one |
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Please update your ATM/Debit Card number
customer service ettilocator
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SMTP —
Sender's Email server Hecipient's Email Recipient
sender@mydomain.com Gateway
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— Certificate Verification Infrastructure
B The digital signature on the message
—] claiming to be from mydomain.com
202 45 78 67 is still valid

mydomain.com
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