
Name of Post. Number of post. Classification. Level in pay matrix. Whether selection or 

non-selection post. 

(1) (2) (3) (4) (5) 

Director (National 

Cyber Coordination 

Centre). 

01 Not applicable.   Level-14 in the 

pay matrix 
(Rs.144200-

218200). 

Selection post. 

Age-limit for 

direct  recruits. 

Educational and other 

qualifications for direct 

recruits. 

Whether age 

and 

educational 

qualifications 

prescribed for 

direct recruits 

will apply in 

case of 

promotees. 

Period of probation, 

if  any. 

Methods of 

recruitment, 

whether by direct 

recruitment or by 

promotion or by 

deputation or 

absorption and 

percentage of 

vacancies to be 

filled by various 

methods. 

(6) (7) (8) (9) (10) 

50 years. 

 
 Note 1: There shall be 

age relaxation in 

respect of the officers 

of the Central 

Government or State 

Government or Public 

Sector Undertakings, 

Autonomous Bodies or 

Statutory bodies 

already working on 

regular basis as per the 

extant rules in vogue 

from time to time in the 

Central Government 

 

Note 2: The upper age 

limit in respect of the 

Schedule Castes, the 

Schedule Tribes, ex-

servicemen,  Other 

Backward Classes, 

Orthopedically 

Handicapped and other 

special categories of 

persons shall be 

relaxable   in   

accordance   with   the 

orders     issued     by     

the     Central 

Government from time 

to time in this regard. 

 

 

(1) Educational 

qualifications: 

 

A. Essential: 

Bachelor's Degree in 

Engineering or Technology 

(minimum four year degree 

course) or equivalent from a 

recognised University or 

Institute. 

OR 

Master's Degree or equivalent 

from a recognised 

University/Institute. 

 

In the field of : 

Electronics, Electronics Science, 

Computer Science, Computer 

Engg.,Computer Applications,, 

Software Systems, Information 

Technology, Software 

Technology, Electronics & 

Communication, Electronics & 

Telecommunication, Electronics 

& Electrical Communication, 

Electrical & Electronics,  

Telecommunication and 

Information technology, 

Electronics & Instrumentation, 

Electronics & Computer 

Engineering, Instrumentation & 

Control, Electronics & Control, 

Control Systems,  Power 

Electronics, Telecommunication, 

Telematics, Industrial 

Not Applicable. One year for direct  

recruits. 

The recruitment shall 

be made by direct 

recruitment only. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Note 3: The competent 

authority may relax the 

upper age limit for the 

post in case of highly 

experienced candidates 

in specialised scientific 

areas. 

 
Note 4: The crucial date 
for determining the age-
limit shall be the closing 
date for receipt of 
applications from 
candidates in India (and 
not the closing date 
prescribed for those in 
Assam, Meghalaya, 
Arunachal Pradesh, 
Mizoram, Manipur, 
Nagaland, Tripura, 
Sikkim, UT of Ladakh, 
UT of J&K, Lahaul and 
Spiti District and Pangi 
Sub- division of Chamba 
District of Himachal 
Pradesh, Andaman and 
Nicobar Islands or 
Lakshadweep). 

Electronics, VLSI Design, 

Artificial Intelligence, Data 

Science, Big Data Analytics, 

Semiconductor, Information 

Security, Cyber Security, Digital 

Forensics, Microelectronics, 

Mechatronics, Nano Materials 

and Data Sciences, Internet of 

Things (IoT), Embedded 

Systems, Robotics and 

Automation, Quantum 

Computing, Blockchain 

Technology, Bioinformatics, 

Drone Technology, Autonomous 

Systems, Machine Learning, 

Cloud Security, Cryptography. 

Any other relevant discipline 

with qualifying degree which 

mentions any of the above as the 

main discipline. 

 

B. Desirable: 

(i) Doctorate degree from a 

recognized University or 

Institute in Computer Science, 

Cyber Security, AI/ML, BigData 

 

(ii)Professional Certifications: 

Certified Information Systems 

Security Professional (CISSP) / 

Certified Information Security 

Manager (CISM) / Certified 

Chief Information Security 

Officer (CCISO) / Certified 

Information Systems Auditor 

(CISA) 

 

 

(2) Essential and relevant 

experience: 
 

Minimum twenty-three years of 

relevant work experience in 

Ministries or Departments or 

Attached and Subordinate 

Offices of the Central 

Government or Statutory 

Bodies or Autonomous Bodies 

or Public Sector Undertakings 

or Private Sectors in any or 

combination of the following 

fields, namely: - 

 

 

(i) Implementation of 

large scale network 

infrastructure projects. 

(ii) Setting up to Data 

Centre, its operations 

and maintenance. 

(iii) SOC Operations & 

Management 

(iv) Thorough 



understanding of 

network security and 

network security 

anomalies. 

(v) Identification & 

management of Cyber 

security risks at 

National Level 

(vi) Cyber Crisis 

Management 

(vii) Understanding of 

Indian Cyber Law and 

Information 

Technology Act 

 

Leadership Skills 

(i) Overall implementation 

and operationalization of 

project and management of 

administrative and technical 

processes. 

(ii) Direction & control of 

activities, installation & 

implementation, infrastructure 

and systems. 

(iii) Infusing innovation and 

creativity to strategic plans 

and operationalisation 

procedures. 

(iv) Coordinating & 

maintaining strong 

relationship among all groups 

and stakeholders. 

(v) Research and 

Development in the area of 

Cyber Security 

(vi) Strong Presentation and 

analytical skills 

 
 

Note: Any previous experience 
below the Pay Level-10 as per 
7th CPC or equivalent will not 
be considered. 

 
The period spent on obtaining 

minimum essential qualification 

shall not count towards 

experience.     

Period spent on obtaining 

doctorate degree (in the field of 

educational qualification) from a 

recognized University or 

Institute, as evidenced by 

certification by such University 

or Institute, subject to completion 

of the doctorate degree and 

subject a maximum of two years 

shall count towards experience.  

The period spent on pursuing 

doctorate degree shall not count 

towards experience for any 

purpose, if the doctorate has not 

been awarded.  However, in cases 



of full-time employment (regular 

or contractual) or more than two 

years during the same period 

spent on obtaining doctorate 

degree (degree awarded), 

experience shall be counted only 

for the employment period and 

not for the doctorate degree.  

In case of 

recruitment by 

promotion or 

deputation or 

absorption, grades 

from which 

promotion or 

deputation or 

absorption to be 

made. 

If a Departmental Screening/Selection Committee exists,   what is its 

composition? 

Circumstances in 

which Union 

Public Service 

Commission is to be 

consulted in 

making 

recruitment. 

(11) (12) (13) 

Not applicable. 

 
Screening Committee consisting of: 

 

i) Director General, ICERT                                                -Chairman  

ii) An officer of the pay level (L-14) from  MeitY  

& its  Organisations                                                        -Member 

iii) An officer of the pay level (L-14) from  

Scientific Departments /Academic Institute/PSUs  

in relevant field.                                                              -Member  

 

Departmental Selection Committee consisting of: 

 

i) Secretary, MeitY                                                             -Chairman 

ii) Director General, ICERT                                                -Member 

iii) Additional Secretary outside MeitY &  

its Organisations                                                              -Member 

iv) An officer of the pay level (L-15) from  

Scientific Departments outside  

MeitY & its organisations                                                -Member 

v) An officer of the pay level (L-15) from  

IITs, IISc, NIT/Govt. Academic Institutes                      -Member 
 

Not applicable. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


