EMPANELLED INFORMATION SECURITY AUDITING ORGANISATIONS by CERT-In

The List of IT Security Auditing Orgnisations, as given below, is up-to-date valid list of CERT-In Empanelled
Information Security Auditing Orgnisations. This list is updated by us as soon as there is any change in it.

1. M/s AAA Technologies Ltd

278-280, F-Wing, Solaris-1,
Saki Vihar Road, Opp. L&T Gate No. 6,
Powai, Andheri (East),

Mumbai - 400072.

Website URL : http://www.aaatechnologies.co.in

Ph : 022-28573815 / 16

Fax: 022-40152501

Contact Person : Mr. Anjay Agarwal, Chairman & Managing Director
Mobile : +91 09322265876, 9821087283

E-mail : anjay[at]aaatechnologies.co.in

2. M/s AKS Information Technology Services Pvt Ltd

B-21, Sector-59, Noida - 201309 (Uttar Pradesh)

Website URL: https://www.aksitservices.co.in/

Ph: 0120-4545911

TeleFax : 0120-4243669

Contact Person : Mr. Ashish Kumar Saxena, Managing Director
Mobile : +91-7290058951

E-mail : enquiry[at]aksitservices.co.in

3. M/s AQM Technologies Pvt Ltd.

A 401, Raheja Plaza, LBS Road, Nityanand Nagar, Ghatkopar West,
Mumbai, Maharashtra 400086.
INDIA
Phone number :022 4050 8200
Fax: -
Contact Person: Mr. Mahendra Soni
E-mail: mahendra.soni[at]agmtechnologies.com
Contact No : +91 -8291858027 / 022-40508262

4. M/s Allied Boston Consultants India Pvt. Ltd.

2205, Express Trade Towers-2, B-36, Sector 132,
Noida Expressway, Noida 201301 (U.P.)

Ph : 9891555625, 0120-4113529

Fax: 0120-4113528

Contact Person : Mr. T. Ganguly

Mobile: 9899589111

E-mail : itsec[at]alliedboston.com


callto:9899589111

M/s A3S Tech & Company

A/95, Kamla Nagar, Delhi-110007
Ph : 9810899624

Fax: 23933429

Contact Person : Sagar Gupta
E-mail :sagar[at]a3stech.co.in

M/s Andhra Pradesh Technology Services Ltd
(Govt. of AP Undertaking)

3rd Floor, R&B Building, MG Road, Labbipet,
Vijayawada, Andhra Pradesh 520010

URL: https://www.apts.gov.in/

Land line Phone: 0866-2468121

Mobile phone : 9440469194

Fax : N/A

Contact Person : K Raju, Principal Systems Analyst

E-mail : mgr-apcsp-apts[at]ap[dot]gov[dot]in
Alternate Email ID : raju[dot]kollabathina[at]ap[dot]gov[dot]in

M/s ANB Solutions Private Limited

901,Kamla Executive Park, Off Andheri-Kurla Road,
J. B. Nagar, Andheri East, Mumbai 400 059

Ph :+91 (22) 4221 5300

Fax:+91 (22) 4221 5303

Contact Person :Preeti Raut

E-mail :preeti.kothari[at]anbglobal.com

M/s Accenture Solutions Pvt. Ltd.

Accenture BDC7C, Piritech Park (SEZ), Phase 1,

RMZ Ecospace Internal Rd, Adarsh Palm Retreat, Bellandur,
Bengaluru, Karnataka 560047, India

Ph : +91- 9972556569

Fax:

Primary Contact Person : Dheeraj Bhatia

Primary Email Id: dheeraj.a.bhatia [at]Accenture.com
Alternate Contact: Shravan Joshi

Alternate Email Id: shravan.josh[at]accenture.com

M/s ANZEN TECHNOLOGIES PVT. LTD.

A-429, Second Floor, A-Wing, Vashi Plaza, Sector 17,
Vashi, Navi Mumbai, 400703

Ph : 09821775814

Fax: NA

Contact Person : Ramesh Tendulkar

E-mail :rtendulkar[at]anzentech.com



10. M/s Aujas Cybersecurity Limited

#595, 4th Floor, 15th Cross, 24th Main Rd, 1st Phase,
J. P. Nagar, Bengaluru, Karnataka 560078

Ph: +91 9980238005

Fax: NA

Contact Person: Jaykishan Nirmal

E-mail: Jaykishan.Nirmal[at]aujas.com

11. M/s AURISEG CONSULTING PRIVATE LIMITED

No 17/22 Valliammai Street , Vijayalakshmi Nagar, Chrompet,

Chennai - 600 044

Ph :+91 99408 64275

landline Phone Number : +91 44 42017437

Contact Person : M.S SRINIVASAN - DIRECTOR -CONSULTING PRACTICE
E-mail : SRINI.MANI[at]AURISEG.COM

12. Army Cyber Group

New Delhi

Ph No - 011 26151531

Mob No: 09958866453

E-Mail: tandelab22 [at] gmail.com

13. M/s Audix Techno Consulting Solutions Private Limited

B-451, Orchid Corporate Park, Opp. TOPS Security Bldg., Royal Palms, Aarey Road, Gorgeaon East,
Mumbai - 400065, Maharashtra, India.

Ph: +91 9702249709

Fax:

Contact Person: Mr. Vivek Devendra Tiwari

E-mail: vivek[at]audixindia.in

14.M/s AVASURE TECHNOLOGIES PVT. LTD.

4-Chandra Jyoti, Bhimani Street, Matunga, Mumbai 400019.
Ph : 9820058628

Fax: NA

Contact Person: Mr. JAIVEEN MEHTA

E-mail: jaiveen.mehta[at]avasuretechnologies.com

15. M/s Acquisory Consulting LLP

1116, World Trade Tower, Sector 16, Noida-201301
Ph : 9911395751

Fax: 0120-6143033

Contact Person : Sujeet Singh

E-mail : saleshead[at]acquisory.com



16.

17.

18.

19.

20.

21.

M/s ANA Cyber Forensic Private Limited

Office No. 3.1, 3.2, Dr. Herekar Park, Rajyog, 2nd Floor,

C wing, Near Kamla Nehru Park, Pune, Maharashtra 411004
Ph : +91-9011046490

Fax: NA

Contact Person : Mrs. Kailash Nevagi

E-mail : kailash[at]anacyber.com

M/s Ankura Consulting India Private Limited

20th Floor, Oberoi Commerz 11, 1 Mohan Gokhale Road,
Off Western Express Highway,

Goregaon (East), Mumbai 400 063

Maharashtra, India

Ph : +91 9820073695

Fax: NA

Contact Person : Amit Jaju

E-mail : Amit.Jaju[at]ankura.com

M/s Arridae Infosec Private Limited

C/0 Regus World Trade Center Unit No 2201A,

22nd Floor WTC Bangalore, Brigade Gateway Rajajinagar Extension,
Malleswaram Bangalore - 560055 Karnataka, India

Ph:9686361842

Fax:N/A

Contact Person : Pranab Jyoti Roy

E-mail :pranab.roy[at]arridae.com

M/s Ameya Cyber Risk Solutions Pvt. Ltd.

4th Floor, WoCo Spaces, No. 74, V Block, 5th Avenue,

Anna Nagar, Chennai 600040

Ph : +91 9500022813/ +91 9791004895

Fax: NA

Contact Person : Gopalakrishnan Ganesan/ Rajan TV, Co-founder & Principal Consultant
E-mail : gopal[atlameyacrs.com/ rajan[at]lameyacrs.com

M/s Associated IT Consultants Private Limited

Regd. address: Plot No. 32, Vasant Vishwas Park, Near Tapowan, Kolhapur. 416007.

Office Address: CS No. 1592, E Ward, Flat No. 101, Sai Guru apartment, 5th Lane, Rajarampuri,
Kolhapur. 416008.

Ph : +91 9881191441, +91 9422581553

Fax: NA

Contact Person : Mr. Sujit Joshi

E-mail : sujit[at]aitcpl.in, sujitaitcpl[at]outlook.com

M/s Astra Security (Czar Securities Pvt. Ltd.)

SCO No. 830 NAC, Manimajra, Chandigarh - 160101, India
Ph : +91 7737371307

Fax: n/a

Contact Person : Ananda Krishna

E-mail : vapt[at]getastra.com



22. M/s Alten Calsoft Labs(India) Private Limited

7th floor, Tower D, IBC Knowledge Park, 4/1,

Bannerghatta Main Road, Bengaluru, Karnataka, India 560029
Ph :9765560346

Fax:08040343111

Contact Person : Mr. Swapnil Naik

E-mail :swapnil.naik[at]acldigital.com

23.M/s ASA & Associates LLP

18th Floor, G - 1801, Lotus Corporate Park, CTS No. 185/A, Graham Firth Complex.
Western Express Highway, Goregaon East, Mumbai, Maharashtra, India

Ph :+91 22 4921 4000

Fax:NA

Contact Person : Mr. Bhushan Sharma

E-mail : bhushan.sharma[at]asa.in

24.M/s ASPL Info Services Private Limited

No. 903/1/1, 19th Main Road, 4th Sector, H.S.R. Layout,
Bangalore 560102, Karnataka, India

Ph : +91-9901490796

Fax: NA

Contact Person : Ajay Badrinath

E-mail : ajay.b[at]asplinfo.com

25. M/s BHARAT ELECTRONICS LIMITED

Office of GM/NWCS

Network and Cyber Security

Bharat Electronics Limited,

Jalahalli Post, Bengaluru-560013

Karnataka.

FAX No : 080-28381407

Contact Person : Mr. Antony Benedict Raja G , Manager , NWCS
email : itsecurityauditteam[at]bel.co.in

Mobile : +91 9986344397

26. M/s Bharti Airtel Service Limited

Plot# 16, Udyog Vihar-Phase-1V

Sector 18, Gurgaon-122016

Ph : +91-9987891999

Fax:

Contact Person : Amit Chaudhary

E-mail : amit.chaudhary[at]airtel[dot]com



27.M/s BDO India LLP

The Ruby, Level 9, North West Wing, 29, Senapati Bapat Marg,
Dadar West, Mumbai, 400028.

Ph : +91 022 62771600

Fax:+91 022 62771600

Contact Person : Mr. Ashish Gangrade / Mr. Virendra Singhi
E-mail : AshishGangrade[at]bdo.in / VirendraSinghi [at]bdo.in

28. M/s Beagle Cyber Innovations Private Limited

ACE, 4th Floor, CDAC Building, Technopark Campus,
Trivandrum - 695581, Kerala, India

Ph : 8893330006

Fax: Nil

Contact Person : Rejah Rehim

E-mail : rejah[at]beaglesecurity.com

29. M/s BSCIC Certifications Private Limited

1st Floor, &work Offices, 5B/Sector 15A, Crown Plaza Mall,

Faridabad - 121 007, Haryana, INDIA

Ph : +91 95992 95224

Fax: NA

Contact Person :Mr Sanjay Seth,Mr. Avinash Kaur, Mr. Sidharth

E-mail :sanjay.seth[at]bsc-icc.com, compliance[at]bsc-icc.com, sidharth[at]bsc-icc.co

30. M/s BSE Technologies Private Limited

25th Floor, P J Tower, Fort, Mumbai, Maharashtra , 400001
Ph : 022-22725885

Fax: NA

Contact Person : Hiten Sinha

E-mail : MSOC[at]bseindia.com

31. M/s Black Box Limited

501, Gigaplex Building No.9, 5th Floor, Mindspace, Patni Road,
Navi-Mumbai,Airoli West, Thane, Maharashtra, 40070

Ph : 022 66617272

Fax:

Contact Person : Mr Anant Bhat

E-mail : anant.bhat[at]blackbox.com

32. M/s Briskinfosec Technology and Consulting Pvt Ltd

No:21, 2nd Floor, Krishnama Road, Nungambakkam, Chennai - 600034
Ph :8608634123

Fax:-

Contact Person : Arulselvar Thomas

E-mail :arul[at]briskinfosec.com



33. M/s Centre for Development of Advanced Computing (C - DAC)

Plot No. 6 & 7, Hardware Park,
Sy No. 1/1, Srisailam Highway,
Pahadi Shareef Via Keshavagiri (Post), Hyderabad - 501510
Ph : 9100034448 (Ext.310)
Contact Person : Ch A S Murty, 9441233972

Mr. Rakesh Katakam, 8332001999
E-mail : cswan[at]cdac.in, chasmurty[at]cdac.in

34.M/s Crossbow Labs LLP

Unit 406, Brigade IRV Center, Nallurhalli,
Whitefield, Bangalore

Karnataka 560066, India

Ph : +91 80 470 91427 , +917259385008
Contact Person : Mr. Deepak Umapathy

E-mail : deepak.umapathy[at]crossbowlabs.com

35. M/s CyRAAC Services Private Limited

2nd Floor, Napa Prime, 7/24, 11th Main Road,
4th Block East, Jayanagar,

Bengaluru - 560011

Ph : +919886210050

Fax:

Contact Person : Mr. Murari Shanker

E-mail : ms[at]cyraacs.com

36. M/s Codec Networks Pvt. Ltd.

507, New Delhi House, Barakhamba Road, New Delhi - 110001

Ph : +91 9971676124, +91 9911738718

Fax: N.A

Contact Person : Mr. Piyush Mittal

E-mail : amittal[at]codecnetworks[dot]com; piyush[at]codecnhetworks[dot]com

37.M/s Cyber Security Works Pvt. Ltd.

No.6, 3rd Floor, A-Block, IITM Research Park
Taramani, Chennai — 600 113

Ph : +91-44-42089337

Fax: NA

Contact Person : Mr. Ram Swaroop M

E-mail : ram[at]cybersecurityworks.com

38. M/s CEREIV Advisory LLP

Chembakam Building, Koratty Infopark, Thrissur Dt, Kerala - 680 308
Ph : 9745767949

Fax: -

Contact Person : Mridul Menon

E-mail : mridul[at]cereiv.com


callto:1%20-%209100034448
callto:3-%209441233972
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callto:+917259385008

39.

40.

41.

42.

43.

44.

M/s ControlCase International Pvt. Ltd.

Corporate Center, Level 3, Andheri-Kurla Road, Marol,
Andheri (East), Mumbai 400059, Maharashtra.

Ph :+91 22 6647 1800

Fax: +91 22 6647 1810

Contact Person : Mr. Satya Rane

E-mail : infosecaudit[at]controlcase.com

M/s CyberSRC Consultancy Private Limited

Unit no 605, 6th floor, World Trade Tower,

Sector 16 Noida - Uttar Pradesh 201301

Ph :+91 8800377255, +91 120 4160448

Fax: NA

Contact Person : Vikram Taneja, CEO

E-mail :vikram[at]cybersrcc.com , info[at]cybersrcc.com

M/s Cloud4C Services Private Limited

Pioneer Towers, 7th Floor, Plot no.16, Software Units Layout,
Madhapur,Hyderabad Telangana, India 500081 IN

Ph :040-42030799

Fax:Not available

Contact Person : Marella Venkata Pavan Kumar

E-mail :pavan.marella[at]cloud4c.com

M/s CMS IT Services Pvt. Ltd.

2nd Floor,Venkatadari, 8,8A, Garebhavi Palya,
Hosur Main Road, Bengaluru 560068 (Karnataka)
Ph: 91 80 4550 0300/400,

Fax: 91 80 4550 0488

Contact Person: Amit Saxena

Email: amit.saxena[at]cmsitservices.com

M/s Code Decode Labs

A-302-402, ‘Runwal Sanket’, Beside Zudio Store,

Ganaraj Chowk, Baner, Pune - 411045 (MAH), India.

Phone: +91-9039038004 / +91-78873801188

Alternate Phone Number: - +91-9975682646

Contact Person: Alisha / Yogita

Alternate Contact Details: Mr. Suhas Kulkarni

E-mail : audits[at]codedecodelabs.com / vivaan[at]codedecodelabs.com
/ alisha[at]codedecodelabs.com

M/s CYBERNERDS SOLUTIONS PRIVATE LIMITED

No.40, Keelavaikolkara Street, Woraiyur,
Tiruchirappalli, Tamilnadu, India, 620003.
Ph : +91 8807258558

Fax:

Contact Person : Sathya

E-mail : security[at]cybernerds.in



45. M/s CorelT Services Pvt Ltd

1st Floor, Badheka Chambers 31, Manohardas Street,

Near Pancham Puriwala, Fort, Mumbai - 400001 INDIA

Ph : 022 40065252

Mobile No.: +91 9821123389, 9920561969

Contact Person : Mr. Parag Nandimath

E-mail :pnandimath[at]coreitx.com, sgaikwad[at]coreitx.com

46. M/s Dr CBS Cyber Security Services LLP

113, Suraj Nagar East, Civil Lines, Jaipur, Rajasthan-302006
Ph : 0141-2229475, +91- 9414035622, 9828877777

Fax:

Contact Person : Dr C B Sharma IPS Retd.

E-mail : contact[at]drcbscyber.com

47.M/s cyberSecurist Technologies Pvt. Ltd

Office Address:- Vasant Vihar, Plot 59, off, Senapati Bapat Road

Shivaji Co. Operative Housing Society. Pune,Maharashtra, India 411016
Registered Office Address:-

Regd. Office: #20 Cinderella Bungalows,

S.No. 39/3,Nr Peony Apartment, Baner, Pune - 411045.Maharashtra, INDIA.
Ph : 9595816884

Alternate Phone Number :- 9545836784

Contact Person : Mr. Mahesh Saptarshi

Alternet contact details Mr. Suhas Kulkarni

E-mail : mahesh[at]cybersecurist.com / Suhas[at]cybersecurist.com

48. M/s Cybertryzub Infosec Pvt Ltd

Registered Office

Plot No 76d Udyog Vihar 4 Sector 18,Gurgaon - 122001 Haryana, India
Corporate Office:

F-300, Sector 63, Noida-201301 Uttar Pradesh, India

Ph :9810618108

Contact Person : Mr.Kush Kaushik

E-mail :kush.kaushik[at]cybertryzub.com

49. M/s CyberNX Technologies Pvt Ltd

Unit # 43, 2nd Floor, Sumatinath Industrial Estate,

Chincholi Bunder Road, Mind Space, Malad (W) 400064 Mumbai, MH, India
Ph : 022-40231687 | 022-40231363

Fax: N/A

Contact Person : Bhowmik Shah, CTO and Co-Founder

E-mail : bhowmik.shah[at]cybernx.com

Contact No: +91-9987870222


callto:+91-9987870222

50. M/s Crowe Advisory Services (India) LLP,

1105 Embassy Centre, Nariman Point, Mumbai 400021,
India, Maharashtra.

Ph :+91 98450 40000

Fax: NA

Contact Person : Abhijeet Nath

E-mail : abhijeet.nath[at]crowe.in

51. M/s CyberCube Services Pvt. Ltd.

Plot No - 190, Second Floor, Udyog Vihar Phase - 1V,
Sector 18, Gurugram, Haryana - 122015

Ph : +91-9891675123, +91-9996022274

Fax: NA

Contact Person : Anil Kumar

E-mail : anil[at]cybercube.co.in

52. M/s Certcube Labs Pvt Ltd

3500, 1st floor, Raja Park, New Delhi-110034

Ph : 9999508202, 7727874562

Fax:

Contact Person : Naresh Singh, Richa Aggarwal

E-mail : Naresh.singh[at]certcube.com, Consulting[at]certcube.com

53. M/s Cybersigma Consulting Services LLP

E-1403, Wallrock Aishwaryam, Gaur City-2, Gautam Budha Nagar, Ghaziabad, U.P. - 201016
Corporate Office Location in India: C-320 Tower C, KLJ Noida One, Noida, 201309.

Ph : +91 8076949229

Fax: NA

Contact Person : Neha Abbad ( +91 9975301963 )

E-mail : neha[at]cybersigmacs.com

54.M/s CYBERSMITH SECURE PRIVATE LIMITED

House No.1107, Niwant, Visrodi, Agashi, Thane MH 401301
Maharashtra INDIA 401301.

Ph : +91 95032 59778

Fax: NA

Contact Person : Smith Gonsalves

E-mail : smith.gonsalves[at]cybersmithsecure.com

55. M/s CyberXchange Private Limited

A 12, S/F, West Patel Nagar, New Delhi 110008
Ph : +919871144626 / +919873264886

Fax: NA

Contact Person : Rajinder Singh

E-mail : rajinder.singh[at]cyberxchange.in

56. M/s Cynox Security LLP

332,3rd Floor, Ashiana Trade Centre,
Adityapur, Jamshedpur, Jharkhand 831013
Ph :7303347098, +91-6577964531
Fax:NA

Contact Person : Rishu Kumar

E-mail : rishu.kumar[at]cynoxsecurity.com



57.M/s 9USRcraft

8th Floor, Niharika Mirage, Plot No 274 Sector 10, Kharghar,
Navi Mumbai, Maharashtra 410210

Ph :+919222200009

Fax:

Contact Person : Parikshit Kathale

E-mail :parikshit.k[at]Qusrcraft.com

58. M/s Deloitte Touche Tohmatsu India LLP

7th Floor, Building 10, Tower B, DLF Cyber City Complex,
DLF City Phase Il, Gurgaon, Haryana, India

Ph : +91 9810618871

Fax: 0124-6792012

Contact Person : Mr. Digvijaysinh Chudasama

E-mail : dchudasama[at]deloitte.com

59. M/s DigitalTrack Solution Pvt Ltd.

No: 9, Vinayakar Koil Street, Venkatapuram,
Little Mount, Saidapet,

Chennai - 600015

Ph : 044-66292222

Fax:

Contact Person : Vijay lyer

E-mail : vijay[at]digitaltrack.in

60. M/s DREAMWORKS INFOTECH PRIVATE LIMITED

277K-5, Dam Side Road, Near Vodafone Tower Pajhra Toli, Kanke Ranchi Ranchi JH 834006 INDIA
Ph :9534042175

Fax: N/A

Contact Person : DEONANDAN ORAON

E-mail :support[at]dwinfotech.in, dir[at]dreamworksinfotech.com

61. M/s Digital Age Strategies Pvt. Ltd

28, Om Arcade, 2nd & 3rd Floors, Thimmapa Reddy Layout, Hulimavu,
Bannerghatta Road Bangalore - 560076

Ph : 9448088666, 8095488666, 9448055711

Contact Person: Mr. Dinesh S Shastri

E-mail : audit[at]digitalage.co.in / dinesh.shastri[at]digitalage.co.in

62. M/s DigiFortex Technologies Private Limited

A207, Sterling Shalom, ITPL Main Road, Brookefields,
Kundalahalli Colony, Bangalore - 560037, Karnataka
Ph : 9448353194

Fax: NA

Contact Person : Vijay Kumar

E-mail : vijay[at]digifortex.com

63. M/s Deccan Infotech (P) Ltd.

13, Jakkasandra block. 7th cross.
Koramangala. Bengaluru - 560034
Ph : 080 - 2553 0819

Fax: ---

Contact Person : Mr. Dilip Hariharan
E-mail : dilip[at]deccaninfotech.in



64. M/s DARKNEXT LLP

RIIDL, K.J.Somaiya Institute of Technology, Eastern Express Highway,

Near Everard Nagar, Sion East, Mumbai 400022

Registered Office Address: 15 A, Fairlawn, Diamond Garden, Chembur, Mumbai 400071.
Ph : 9820380225

Fax:

Contact Person : Lalit Vazirani

E-mail : Lalit.vazirani[at]darknext.com

65. M/s eSec Forte Technologies Pvt. Ltd.

Plot No. 888, Phase V, Udyog Vihar, Sector 20,
Gurugram, Haryana 122008

Ph : +91 9871699555

Fax: +91 0124 4264666

Contact Person : Kunal Bajaj

E-mail : kunal[at]esecforte.com

66. M/s Ernst & Young LLP

601, 6th Floor World Mark 1

Asset 11 Hospitality District

Aerocity, Delhi - 110037

Phone: 0124-4431652

Mobile: 9971496366

Fax: NA

Contact Person: Mr. Navin Kaul, Partner — Consulting
E-mail : Navin.kaul[at]in.ey.com

67.M/s ESF LABS LIMITED

D.No:1-624/2,Bank Colony, Chilakaluripet, Guntur District, Andhra Pradesh, India. PIN-522616
Ph :9930369920 / 9963971531

Fax:

Contact Person : Mr. Anil

E-mail :anil[at]esflabs.com

68. M/s Eventus TechSol Private Limited

Cyber One Level- 1403, Sector 30A, Vashi, Navi Mumbai, Maharashtra 400703
Ph : +91 8655785625

Fax: NA

Contact Person: Manish Chasta

E-mail : manish.chasta[at]eventustechsol.com

69. M/s Entersoft Information Systems Private Limited

2nd Floor, Skyview 10, The Skyview, SY No. 83/1,
Raidurgam, Hitech City Main Road,

Hyderabad 500081, Telangana, India

Ph : +91-9573777145

Fax:

Contact Person : Sri Chakradhar Kurmapu

E-mail : chakri[at]entersoftsecurity.com


callto:9971496366
mailto:Navin.kaul@in.ey.com

70. M/s Expleo Solutions Limited

6A, Sixth Floor, Prince InfoCity Il, No. 283/3 & 283/4,

Rajiv Gandhi Salai (OMR), Kandanchavadi, Chennai

Tamil Nadu India, Pincode : 600096.

Phone : +91 9884070922 Fax: 044-43923258

Contact Person :Mr. Aravind Gnanabaskaran, Associate General Manager — Cybersecurity Services
E-mail : aravind.gnanabaskaran[at]expleogroup.com

71. M/s eSecurify Technologies LLP

G-110, Titanium City Center, Near Sachin Tower,

Anand Nagar Road, Ahmedabad - 380015

Ph : 4919033443715 / +917016810295

Fax:

Contact Person : Smit Shah

E-mail : smit[at]esecurify.com, smitbshah92[at]gmail.com

72. M/s Fortune4 Expert Advisors,

A 2404 - C, Marathon Futurex, NM Joshi Marg,

Lower Parel East, Mumbai - 400013

Ph : +91 9833097663/ +91 7689925734

Contact Person : Rohit Date/ Virendra Singh

E-mail : rohit[at]astracybertech.com/ virendra[at]astracybertech.com

73.M/s GRM Technologies Private Limited

Postal address: Corporate address:No-9, 2nd floor Shoba Homes, West Tambaram, Chennai-

600045, India.

Registered office address: 2/127,Mani Sethupattu, Sriperumbudur Taluk, Kancheepuram District, Tamil
Nadu-601 301, India.

Ph :+91-9042000525, +91-44-22261489, +91-94873 88551

Fax:NA

Contact Person : Mr. Babu G / Mr. Ashok Kumar

E-mail : babug[at]grmtechnologies.com/ashok[at]grmtechnologies.com

74.M/s Grant Thornton Bharat LLP

L 41, Connaught Circus, Outer Circle,

New Delhi. PIN - 110 001

Ph : 0124-4628000 (Ext. 277)

Fax: +91 124 462 8001

Contact Person : Mr. Akshay Garkel, Partner Cyber

Mobile: +91 9820208515

E-mail : Akshay.Garkel[at]IN.GT.COM and cyber[at]IN.GT.COM

75. M/s G-Info Technology Solutions Pvt. Ltd.

Plot no. 144, 3rd Floor, Pocket -11, Sector-24, Rohini, Delhi-110085
Ph : 9810956838

Toll Free No. 1800-212-676767

Fax: Not Available

Contact Person: Naveen Dham

E-mail : naveen.dham[at]gisconsulting.in / Info[at]gisconsulting.in


callto:+91%209833097663
callto:+91%207689925734

76.M/s G. D. Apte & Company (Subject to background verification)

Head Office: D -509, Neelkanth Business Park, Nathani Road, Vidyavihar West, Mumbai - 400 086
Branch Office: GDA House, Plot No. 85, Right Bhusari Colony, Paud Road, Pune 411 038.

Ph : +9122 3512 3184

Contact Person : CA Saurabh S. Peshwe,Partner

E-mail : saurabh.peshwe[at]gdaca.com

77.M/s GlobalTech & Infosec Pvt Ltd.

SCO0-63, Sector 23A, Palam Vihar, Gurugram-122017 (Haryana)
Ph :+91 9818398494

Fax:

Contact Person : Nishikant Singh

E-mail :nishikant[at]gtisec.com

78. M/s Happiest Minds Technologies Limited

SMILES 1,

SJR Equinox, Sy.No0.47/8, Doddathogur Village, Begur Hobli,

Electronics City Phase 1, Hosur Road, Bengaluru — 560 100

Ph : +91 80 61960300, +91 80 61960400

Fax: +91 80 6196 0700

Contact Person : Vijay Bharti, SVP & CISO

E-mail :vijay.bharti[at]happiestminds.com
infosec.rfx[at]happiestminds.com

79.M/s HONEYWELL AUTOMATION INDIA LIMITED

56 57, Hadapsar Industrial Estate, Hadapsar,
Pune, Maharashtra, 411013

Ph : +91-9689911631

Contact Person : Shailesh Garbhe- (Sales Director)
E-mail : shailesh.garbhe[at]honeywell.com

80. M/s HackIT Technology And Advisory Services

64/2453, 2nd Floor,

JVC Tower, Kaloor-Kadavanthara Road
Kaloor PO, Cochin, Kerala, India

PIN - 682 017

Ph : (+91) 484 4044 234

Fax: NA

Contact Person: Akash Joseph Thomas
E-mail: akash[at]hackit.co

81. M/s Hitachi Systems India Private Limited

Plot No-126-A, Kh.no - 1183 and 1177, Pkt-5, B-Block,
Rangpuri, New Delhi, Delhi, 110037.

Ph : +91-98716 90901

Fax: NA

Contact Person : Vivek Gupta

E-mail : vivek.gupta.ac@hitachi-systems.com



82.M/s ITORIZIN TECHNOLOGY SOLUTIONS PVT. LTD.

8/14, SHAHID NAGAR, GROUND FLOOR. WING “A”.

KOLKATA - 700078. West Bengal, India

Ph : 9883019472

Fax: NIL

Contact Person : Sangeeta Ganguly

E-mail : g.sangeeta[at]itorizin[dot]in / connect[at]itorizin[dot]in

83. M/s Innovador Infotech Private Limited

4th Floor, New Janpath Complex, Ashok Marg,

Lucknow - 226001, (Uttar Pradesh)

Ph : +91-8896605755, 7080259900, 7080239900

Fax: NA

Contact Person : Rahul Mishra

E-mail : rahul[at]innovadorinfotech.com, contact[at]innovadorinfotech.com, cybercoprahul[at]Jgmail.com

84. M/s ISECURION Technology & Consulting PVT LTD

2nd floor, #670, 6th Main Road, RBI Layout, J.P. Nagar 7th Phase, opp. Elita Promenade, Bengaluru,
Karnataka 560078

Ph : 8861201570

Fax:

Contact Person : Manjunath NG

E-mail : manjunath[at]isecurion.com

85. M/s IHUB NTIHAC Foundation (C3iHub)

C3iHub, 2nd Floor, Technopark Phase I, 11T Kanpur

Kanpur - 208016 , Uttar Pradesh, India

Ph : 9416212814

Office Phone: 0512-259-2532

Contact Person : Ras Dwivedi, Sr. Vice President (Blockchain)
E-mail : ras[at]c3ihub.iitk.ac.in

86. M/s Imperium Solutions

401 Maruti Bhavan Ram Maruti Road Naupada Thane(W) 400602

Ph : 9870484240 / 9324210232

Fax: NA

Contact Person : Ms Tasneam P / Mr Murtuza Laheri

E-mail : tasneam[at]imperiumsolution.com / murtuza[at]imperiumsolution.com

87.M/s Indusface Pvt. Ltd.

A-2/3, 3rd Floor, Status Plaza,

Opp. Relish Resort, Atladara Old Padra Road,
Vadodara - 390020, Gujarat, India.

Ph : +91 265 6133021

Fax:

Contact Person : Mr. Jayesh Kumar Warier, VP of Sales
E-mail : Sales[at]Indusface.com

88. M/s Infopercept Consulting Private Limited

3rd floor, Optionz Complex Opp. Hotel Regenta, CG Road,
Navrangpura, Ahmedabad - 380 009, Gujarat

Ph :

Fax:

Contact Person : Mr Jaydeep Ruparelia

E-mail : jaydeepr[at]infopercept.com

Mobile Number: +91 9033955155


callto:+91%20265%206133021

89. M/s Innowave IT Infrastructures Limited

210, 2nd floor, Dalamal Towers,

Free press Journal Road, Nariman point
Mumbai-400 021

Ph :

Fax:

Contact Person : Swaminathan Nagarajan

E-mail : swaminathan.nagarajan[at]innowaveit.com
Mobile Number: +91 9820099437

90. M/s Inspira enterprise India Ltd

23 & 31, Kalpataru Square, Kondivita Lane, Andheri East,

Mumbai - 400 059

Ph :

Fax:

Contact Person : Phani Mudigonda, Vice President and Chief Information Officer (ClO)
E-mail : Phani.mudigonda[at]inspiraenterprise.com

91. M/s iSec Services Pvt. Ltd.

607 - 608 Reliable Business Center, Anand Nagar,
Jogeshwari (W) , Mumbai - 400102

Ph :022-26391838

Fax:022-26391838

Contact Person : Mr. Pravin Dhumal

E-mail : contactus[at]isec.co.in

92. M/s ISOAH Data Securities Private Limited.

SDF Building, Room 335, 2nd floor, Electronics Complex,
Sector-5, Saltlake, Kolkata 700091

Ph : +91 9830310550, +91 (033) 40630748

Fax:

Contact Person : Sandeep Sengupta

E-mail : sandeep[at]isoeh.com

93. M/s Intelliroot Technologies (OPC) Private Limited

27th Main Road, Sector 2, HSR Layout 2nd and 5th Floor,
1685, Bengaluru, Karnataka 560102

Ph : +91 99453 35857 and +91 89290 42052

Fax: NA

Contact Person : Priyabrata Mohanty

E-mail : mohanty[at]intelliroot.com

94. M/s IBM India Pvt. Ltd.

No.12, Subramanya Arcade , Bannerghatta Main Road,

Bengaluru, India - 560029

Ph : 080 26788015

Fax:080 40684225

Contact Person : Harsh Pant - IBM Security X-Force Red ( VAPT ) Leader - India & South Asia
E-mail :harsh.pant[at]ibm.com



95. M/s IITM Pravartak Technologies Foundation

B5 - 01, B - Block, 5th Floor, IIT Madras Research Park,
Kanagam Road, Taramani,

Chennai - 600113

Ph : +91 9840882964

Contact Person : Dr.M.J.Shankar Raman

E-mail : ceo[at] iitmpravartak.net

96. M/s IEMA Research & Development Private Limited

Unit - 601, Godrej Genesis Building, Block EP & GP, Sector V, Kolkata - 700091
Ph : +91 98319 78317

Fax:NA

Contact Person : Mr. Sovik Sinha

E-mail : coo[at]iemlabs.com

97.M/s INFOCUS IT CONSULTING PRIVATE LIMITED

A-19 Yadav Park , Behind Bank of Baroda , Rohtak Road ,
West Delhi Behind: Bank of Baorda,Delhi -110041

Ph : 8800827932 , 9266047050
Fax: -

Contact Person : Jagbir Singh

E-mail : Jagbir[at]infocus-it.com

98. M/s InventOnUs Tech Pvt Ltd

1018, Sushma Apartment, Ground Floor, Shukrawar Peth,
Tilak Road, Swargate, Pune 411002.

Ph : +91 7588245200 / +91 7975612277

Fax: NA

Contact Person : Keataan Shah

E-mail : iou[at]inventonus.com

99. M/s INNSPARK SOLUTIONS PRIVATE LIMITED

CP / XI1 / 482, Clappana P.O, Kollam, Kerala, India, 690525
Ph :+91 6238609449, 0476 2805497

Fax:

Contact Person : Govindamrit G

E-mail : govindamrit[at]innspark.com

100.M/s Jio Platforms Limited

10th Floor, TC 23, Block A, Reliance Corporate Park,

MIDC Industrial Area, Ghansoli, Navi Mumbai, Maharashtra 400701
Ph :+919082961964

Fax:

Contact Person : Mr. Ravi Burlagadda

E-mail : ravi.burlagadda[at]ril.com

101.M/s KPMG Assurance and Consulting Services LLP

DLF Building No. 10, 8th Floor, Tower C,

DLF Cyber City, Phase 2,

Gurgaon, Haryana-122002

Ph : +91 9810081050

Fax: +91 124 254 9101

Contact Person : Mr. Atul Gupta (Partner, Cyber Security)
E-mail : atulgupta[at]lkpmg.com



102.M/s Kochar Consultants Private Limited

Office no : 302, Swapna Bhoomi Building, A Wing, S.K. Bole Road,

Near Portuguese Church, Dadar West, Mumbai: 400028.

Phone : 022 24379537/ 24378212

Mobile No: 9819845198

Contact Person: Mr. Piyush Kochar

Email ID: info[at]kocharconsultants.com / piyush[at]kocharconsultants.com

103.M/s KRATIKAL TECH PRIVATE LIMITED

B-70, Second Floor, Sector 67, NOIDA, Uttar Pradesh — 201301
Ph : 7042292081, 9651506036

Fax: N/A

Contact Person : Pavan Kumar / Paratosh Kumar

E-mail: pavan[at]kratikal.com / paratosh[at]kratikal.com

104.M/s KERALA STATE ELECTRONICS DEVELOPMENT CORPORATON LIMITED

Information Technology Business Group
Keltron House, Vellayambalam
Thiruvananthapuram 695 033

Ph : 0471- 4094444 Extn:724 , 760
Fax: 0471 -2724545

Contact Person: Aswathi Mohanan
E-mail : cybersecurity[at]keltron.org

105.M/s Kirtane & Pandit LLP

601, 6th Floor, Earth Vintage Building, Senapati Bapat Marg,
Dadar West, Mumbai, 400028

Ph : 7777080848

Fax: -

Contact Person : Bhakti Dalbhide

E-mail :bhakti.d@kirtanepandit.com

106.M/s Mahindra Special Services Group
(Division of Mahindra Defence Systems Limited)

Mahindra Towers, P.K Kurne Chowk,

Dr. G.M Bhosale Marg, Worli,

Mumbai - 400018, India

Ph: +91 8652848222

Fax: NA

Contact Person: Mr. Chandrasekhar Konangi
E-mail : Konangi.chandrasekhar[at]lmahindra.com

107.M/s Maverick Quality Advisory Services Private Limited

123 RADHEY SHYAM PARK P.O SAHIBABAD
Ghaziabad, U.P, INDIA - 201005

Ph :9871991928

Contact Person : Mr. Ashok Vardhan,Director
E-mail :ashok[at]mgasglobal.com


callto:0471-4094444

108.Madhya Pradesh State Electronics Development Corporation (MPSEDC)

(A Regt. Society of Department of Science & Technology, Government of Madhya Pradesh)

47-A , State IT Center, Arera Hills,

Bhopal, Madhya Pradesh- 462011

Ph: 0755 2518534, 0755 2518531, 0755 2518546
Fax: 0755-2579824

Contact person : Mr. Vinay Pandey

Email: vinay[dot]pandey[atimp[dot]gov[dot] in

109.M/s Mirox Cyber Security & Technology Pvt Ltd

4th Floor Nila Technopark Kariyavttom PO 695581

Trivandrum, Kerala

Phone +91 471 4016888 / +91 471 4000545

Mobile + 91 9995199499 / 9995799499

Contact Person : Mr. Rajesh Babu

Mobile: 9995799499

Email- rb[at]miroxindia.com / rbmirox2050[at]Jgmail.com / enquiry[at]miroxindia.com /
info[at]miroxindia.com

110.M/s Mazars Business Advisors Private Limited

2nd Floor, Esplanade House,

29, Hazarimal Somani Marg,

Fort, Mumbai, Maharashtra 400001
Ph: +91-9320194396

Fax: 022-61586257

Contact Person : Rahul Patil

E-mail : rahul.patil[atlmazars.in

111.M/s Marven Data Systems Private Limited

201, Sai Vaishnavi Enclave, Puppalaguda,
Manikonda, 500089, Telangana, India

Ph : +91-8886533448

Fax:

Contact Person : Praveen Choudary Muppaneni
E-mail : mpc[atlmdsinc.in/mpc.ingenl[at]gmail.com

112.M/s Macksofy Technologies Pvt Ltd

Office no 308, 3rd floor, SRA Commercial Tower,

Motilal Nehru Nagar, Bandra Kurla Complex, Bandra East,
Mumbai: 400051

Ph : +91 9930824239

Fax:

Contact Person : Dhwani Vakhariya

E-mail : Dhwani[at]macksofy.com

113.M/s MITKAT ADVISORY SERVICES PRIVATE LIMITED

511, ASCOT CENTRE, ADJACENT TO HILTON,

NEAR INTERNATIONAL AIRPORT, OFF SAHAR ROAD, ANDHERI (EAST), MUMBAI
Ph : 01141236710

Fax:NA

Contact Person : PAWAN DESAI

E-mail :pawan.desai[at]mitkatadvisory.com


callto:0755%202518534,%200755
callto:2518531,%200755%202518546

114.M/s Net Square Solutions Private Limited

1, SanjivBaug baug, Near Parimal Crossing, Paldi,
Ahmedabad - 380007, Gujarat

Fax : +91 7926651051

Contact Person: Ms. Aashi Chaturvedi

Email: aashi[at]net-square.com, bizdev[at]net-square.com
Mobile: +9i 9011813358

Contact Person: Mr. Haresh Vanju

Email: haresh[at]net-square.com

Mobile:+9199309 50045

115.M/s Network Intelligence Pvt. Ltd.

2nd Floor, 204, Ecospace IT Park,

Off Old Nagardas Road, Andheri-E, Mumbai-400069.
Ph :+919820049549

Fax: NA

Contact Person : Mr. Kanwal Kumar Mookhey
E-mail :kkmookhey[at]niiconsulting.com

116.M/s Nangia & Co LLP

A-109, Sector 136, Noida (Delhi-NCR) - 201304
Ph : +91 98203 65305
Fax: +91 120 259 8010
Contact Person : 1. Mr. Pushpendra Bharambe (Executive Director)
9892950303
pushpendra.bharambe[at]nangia.com
2. Mr. Chirag Nangia - Partner
9811832845
chirag.nangia[at]nangia.com

117.M/s Netrika Consulting India Pvt. Ltd.

Plot no.2, Industrial Estate, Udyog Vihar, Phase-1V,
Gurugram, Haryana, India. PIN: 122015

Ph : +91-124-4883000

Fax: N/A

Contact Person : Sanjay Kaushik & Salil Kapoor

E-mail : sanjay[at]netrika.com; Salil.kapoor[at]netrika.com

118.M/s Netsentries Infosec Solutions Private Limited

No.5, 4th Floor, Wing Il

Jyothirmaya Building, Infopark SEZ Phase-lII,
Brahmapuram P.O. Cochin 682303

Ph :+91 8884909578

Fax: NA

Contact Person : Sudheer Elayadath

E-mail : Sudheer[at]netsentries.com

119.M/s NG TECHASSURANCE PRIVATE LIMITED

Shop No. S-06 and S-07 (206 & 207), 2nd Floor,
Atlanta Shopping Mall, Althan Bhimrad Road,
Surat, Gujarat - 395017

Ph : +91 99795-80410

Fax: NA

Contact Person : Mr. Niraj Goyal

E-mail : admin[at]ngtech.co.in



120.M/s NET ACCESS INDIA LIMITED

No.43, Moore Street, Parry House, 6th Floor, Chennai - 600 001

Ph : +91 73583 00888 / +91 75500 75881

Fax: NIL

Contact Person : Gunalan V

E-mail : info[at]netaccess-india.com / gunalanV[at]netaccess-india.com

121.M/s NTT INDIA PRIVATE LIMITED

Unit No. FOF-B-08-10 &10A, Fourth Floor, B Wing,
Art Guild House, Phoenix Market City, LBS Marg,
Kurla West, Mumbai 400070. India.

Ph :9980166992

Fax: 02262190010

Contact Person : Surendranath Wuntakal

E-mail : surendranath.wuntakal[at]global.ntt

122.M/s OwnZap Infosec Pvt. Ltd.

1st floor, 15, Savina Main Rd, above jodhpur sweets

and bakery, New Colony, Savina, Udaipur, Gordhan Vilas Rural,
Rajasthan 313002.

Ph : +91 9875770345

Fax:

Contact Person : Puneet Matta

E-mail : puneet@ownzapinfosec.co.in

123.M/s Panacea InfoSec Pvt. Ltd.

226, Pocket A2, Sector 17, Dwarka, New Delhi - 110075

Ph : +91 11 49403170

Fax: NA

Primary Contact Person : Apurva K Malviya, Global Business Head
E-mail : apurva[at]panaceainfosec.com

Mobile: +91-9650028323/ +91 9205786094

Secondary Contact Person : Chandani Mishra, AVP IT Security
E-mail : cg[at]panaceainfosec.com

Mobile: +91-8929768061

124.M/s Peneto Labs Pvt Ltd

Level 8 & 9, Olympia Teknos, No - 28, SIDCO Industrial Estate, Guindy, Chennai 600032
Ph :+91 8861913615 / +91 44 4065 2770

Fax:NA

Contact Person : Parthiban J

E-mail :Parthiban[at]penetolabs.com

125.M/s Paladion Networks Pvt. Ltd.

Shilpa Vidya, 49 1st Main, 3rd Phase

JP Nagar, Bangalore - 560078

Ph : +91-80-42543444

Fax: +91-80-41208929

Contact Person : Mr. Balaji Venkatasubramanian
E-mail : balaji.vs[at]eviden.com



126.M/s Payatu Security Consulting Private Limited

Office No. 308, Lunkad Sky Vista, Near Dorabjee Mall,
Viman Nagar, Pune, Maharashtra

Ph : 8264144797 / 020-47248026

Fax: N/A

Contact Person : Mr. Mihir Doshi

E-mail : security[at]payatu.io

127.M/s Price water house Coopers Pvt. Ltd.

7th & 8th Floor, Tower B, Building 8,

DLF Cyber City, Gurgaon, Haryana -122002
Ph : [91] 9811299662

Fax: [91] (124) 462 0620

Contact Person : Mr.Rahul Aggarwal

E-mail : rahul2.aggarwal[at]pwc.com

128.M/s Protiviti India Member Private Limited

GTB Nagar, Lalbaug, Everard Nagar,

Sion, Mumbai, Maharashtra 400022

Ph :022 6626 3333

Contact Person : Mr. Sandeep Gupta (Managing Director)
E-mail :Sandeep.Gupta[at]protivitiglobal.in

Phone: +91-9702730000

129. M/s Persistent Systems Ltd

Bhageerath, 402 Senapati Bapat Road, Pune 411016

Ph : 020 67033000

Fax: 020 67030000

Contact Person : Mr. Devender Kumar

E-mail : devender_kumarl[at]persistent.com, psl_csg[at]persistent.com

130.M/s Phoenix TechnoCyber

411, B Wing, Shivam-1, Amba Business Park, Adalaj, Ahmedabad. Gujarat 382421
Ph : 9898054244 / 9016076035

Fax:

Contact Person : Bhinang Tejani

E-mail : bhinang[at]p-technocyber.com

131. M/s PKF Consulting Services LLP

406, 4th Floor, Madhava Building,

Bandra Kurla Complex, Bandra (East)
Mumbai 400051, Maharashtra, India

Ph : +91 22 49749812

Contact Person : Venkatesh Krishnamoorthy
E-mail : venkatesh.k[at]pkf.co.in

132. M/s Precise Testing Solution Pvt. Ltd.

B-5 ,Second Floor ,Sector 64 Noida (U.P)
Ph :+91-8447088848,0120-4123596
Fax:NA

Contact Person : Vikash Kumar

E-mail :info[at]precisetestingsolution.com


mailto:cert@payatu.io
callto:020%2067033000

133. M/s ProTechmanize Solutions Pvt. Ltd.

209, Srishti Square, LBS Marg, Bhandup West, Mumbai-400078

New Postal Address (From 1st May 2022): 110, 1st Floor, Plot A, 315, Rd Number 34, Wagle Estate, Jai
Bhavani Nagar, MIDC Industrial Area, Thane West, Maharashtra 400604

Ph : 9769915281

Fax : Not Applicable.

Contact Person : Hakimuddin Wadlawala

E-mail : hakim[at]protechmanize.com

134. M/s PARALOK INFORMATION SECURITY PRIVATE LIMITED

SY NO: 14, FLAT NO 330, BLOCK 1,

MANSAROVAR HEIGHTS 3, HASMATHPET, SECUNDERABAD
Andhra Pradesh, INDIA

Pin code: 500015

Ph : +91 7349676555/+91 6295690922

Fax: No

Contact Person : Nisha Lisa G

E-mail : nisha[at]paralok.com

135.M/s Primefort Private Limited

Alpha Wing, Unit-812, Raheja Towers, NO.177, Annasalai, Chennai,
Tamil Nadu, 600002

Ph : +91 90471 40793

Fax:

Contact Person : Sriram (Director - Technical)

E-mail : sriram@primefort.net

136.M/s Pristine InfoSolutions Pvt. Ltd.

305-B, Town Centre Il, Marol, Andheri-Kurla Road, Andheri (east),
Mumbai - 400 059, India.

Ph : 022-28501116 | +91-9029029632

Fax: N/A

Contact Person : Kushal Hadkar

E-mail : kushal@pristineinfo.com

137.M/s PSY9 Security Consulting Private Limited

A block, 103(C), Ganesh Meridian, near, Sarkhej - Gandhinagar Hwy, opp. Kargil Petrol Pump,
near Gujarat High Court, Vishwas City 1, Sola, Ahmedabad, Gujarat 380061

Ph : +918160281166 and +919825826568

Fax: NA

Contact Person : Khush N. Bhatt

E-mail :khush@psy9.in

138.M/s Qseap Infotech Pvt. Ltd.

Unit No.105, Building No.03, Sector No.03,
Millennium Business Park, Mahape (MIDC),
Maharashtra- 400710, India

Ph: 9987655544

Fax: NA

Contact Person: Mr. Abhijit Doke

E-mail: infosec[at]gseap.com



139. M/s QRC Assurance and Solutions Private Limited

Office No 508, Plot No 8, Ellora Fiesta, Sector -11,

Sanpada, Navi Mumbai, Maharashtra, India, 400705

Contact Person : Dr. Deepti Somayajula
Email Id - deepti.maramganti[at]grcsolutionz[dot]com
Mobile - 9321179225
Mr. Vamsi Krishna Maramganti
Email Id - vamsikrishna[dot]m[at]grcsolutionz[dot]Jcom
Mobile - 9324813180

E-mail : audit[at]qrcsolutionz[dot]com

140. M/s Qadit Systems and Solutions Pvt Ltd

2nd Floor, Old No. 10, New No. 7

VOC 2nd Main Road

VOC Colony,Kodambakkam,Chennai 600 024
Ph : +91 44 4279 1150

Fax: Not Available

Contact Person : Mr. Mahesh Balan

E-mail : mahesh[at]qadit.com

141. M/s Quess Corp Ltd

1/9, Krimson Square, 3rd Floor, Above Vishal Mega Mart,Muneswara Nagar,
HSR Layout, Hosur Road,Bengaluru, Karnataka 560068

Ph : 9035518352

Fax:

Contact Person : Saroj Patro

E-mail : saroj.patro[at]quesscorp.com

142. M/s QOS Technology Private Limited

#48, 2nd Floor, R.V. Road, Basavanagudi, Bengaluru, Karnataka - 560004
Ph : +91 9810091550; +91 80 41312419

Fax: NA

Contact Person : Ramandeep Singh Walia

E-mail : ramandeep[at]qostechnology.in

143. M/s Risk Quotient Consultancy Private Limited

6TH FLOOR, Building No./Flat No.: 601, KAMDHENU 23 WEST
TTC INDUSTRIAL AREA MIDC Plot Number : A-10/2 and A-11,
Nearby Landmark: NEXT TO WHITE HOUSE

Kopar Khairane Navi Mumbai,Thane, Maharashtra: 400709
Ph : 9987400746

Contact Person : Mr. Shakti Prasad Mohanty

E-mail : shakti.mohanty[at]rgsolutions.com

144. M/s RSM Astute Consulting Pvt. Ltd.

301-307, A Wing, Technopolis Knowledge Park,
Mahakali Caves Road, Andheri (East),
Mumbai - 400093
Tel: 91-22- 6108 5555
Contact Person :Mr. Anup Nair
E-mail : anup.nair[at]rsmindia.in
Mobile No. +91 8828428080
Website : www.rsmindia.in


callto:9321179225
callto:9324813180
mailto:saroj.patro@quesscorp.com
callto:9987400746

145. M/s RNR Consulting Private Limited

E-16/169, Sector-8, Rohini, Delhi 110085

Ph : +91 9999132873, +91 9971214199

Fax: N/A

Contact Person : Nitish Goyal , Practice Head - Information and Cyber Security
E-mail : nitish[at]consultrnr[dot]Jcom

Contact Person : Simanchala Sahu

E-mail : simanchala.sahu [at]consultrnr[dot]com

Mobile N0.9999767838

146. M/s RiskBerg Consulting Pvt Ltd

423-424, 4th Floor, Tower — B3, Spaze | Tech Park,

Sohna Road, Sector-49, Gurugram, Haryana-122018, India
Ph : +91 124 4284087; +91 995 314 4939

Fax: NA

Contact Person : Rohit Agrawal

E-mail : rohit.agrawal[at]riskberg.com

147. M/s Reserve Bank Information Technology Pvt Ltd. (ReBIT).

502, Building No 1, Mindspace Juinagar, Nerul, Navi Mumbai - 400706
Ph : +91-22-5023 3100

Fax: NA

Contact Person : Mahesh Gharat

E-mail : Empanelled.Team[at]rebit.org.in

148. M/s REVERSE ENGINEERING INFOSEC PRIVATE LIMITED

149.

150.

DOOR NO 808, 1ST FLOOR, A BLOCK, SAHAKARNAGAR, BENGALURU - 560092
Ph :9740028096

Fax:

Contact Person : SAMARTH BHASKAR BHAT

E-mail :samarth@reinfosec.com

M/s SecurEyes Techno Services Pvt. Ltd.

4th Floor, Delta Block, Sigma Soft Tech Park,
Whitefield Main Road, Varathur, Bangalore - 560066
Phone Number: +91 9449035102/ 080-41264078
Contact Person : Ms. Uma Pendyala

E-mail :umap[at]secureyes.net

M/s Security Brigade InfoSec Pvt. Ltd.

3rd Floor, Kohinoor Estate, Lower Parel,
Mumbai - 400013

Ph : +919004041456

Contact Person : Ms. Jamila Pittalwala
E-mail : sales[at]securitybrigade.com


callto:9999767838
mailto:Empanelled.Team@ReBIT.org.in

151. M/s Suma Soft Private Limited

Suma Center, 2nd Floor, Opp. Himali Society, Erandawane,

Pune, Maharashtra — 411 004.

Tel: +91.20.4013 0700, +91.20.4013 0400

Fax: +91.20.2543 8108

Contact Person : Mr. Milind Dharmadhikari,

Practice Head - IT Risk & Security Management Services

E-mail :milind.dharmadhikari[at]sumasoft.net / infosec[at]sumasoft.net
Mobile - +91-98700 06480

152. M/s SISA Information Security Private Limited

No. 79, Road Number 9, KIADB IT PARK,
Arebinnamangala Village, Jala Hobli
Bengaluru, Karnataka, India - 562149
Ph : +91-7042027487

Contact Person : Mr. Bharat Malik
E-mail : warlabs[at]sisainfosec.com

153. M/s Sequretek IT Solutions Pvt. Ltd.

304, Satellite Silver, Andheri Kurla Road, Marol,
Andheri East, Mumbai, INDIA - 400 097

Ph: 022-40227034

Fax: 022-40227034

Mobile: 7710822620

Contact Person: Mr. Manoj Kalekar, Project Manager
E-mail: Manoj.Kalekar[at]sequretek.com

154. M/s Siemens Limited

Birla Aurora Towers, Level 21, Plot 1080, Dr. Annie Basant Road,
Worli, Mumbai - 400030

Ph : +91 22 39677640

Contact Person : Mr. Amitava Mukherjee

E-mail :Amitava.Mukherjee[at]siemens.com

155. M/s Software Technology Parks Of India

1st Floor, Plate B, Office Block-1,

East Kidwai Nagar, New Delhi-110023

Website URL: http://www.stpi.in

Ph :+91-11-24628081

Fax:+91-11-20815076

Contact Person-1 : Shri Srivenkata Laxminarasimharao Gulimi, Director
E-mail : venkat[at]stpi[dot]in

Contact Person-2: Shri Diwakar Jaiswal, Joint Director
E-mail : diwakar[at]stpi[dot]in


callto:7710822620
mailto:Manoj.Kalekar@sequretek.com

156. M/s SUMERU TECHNOLOGY SOLUTIONS PVT LTD

“"SAMVIT”, 1st Floor, Near Art of Living Ashram, Udayapura,
21KM Kanakapura Main Road, Bangalore,560082

Karnataka India

Ph : +91 6364357139

Fax: +91 80-4121 1434

Contact Person : Asish Kumar Behera

E-mail : secure[at]sumerusolutions.com

157. M/s SWADESH SYSTEM PVT.LTD.

504,5th Floor, 58, Sahyog Building, Nehru Place, New Delhi-110019
Ph :011-45621761

Fax:011-45621761

Contact Person : Mr. Rohit Jain

Contact No.: 9911117635

E-mail :rohit[at]swadeshsystem.in

158. M/s Secure Loopholes Solutions LLP

Registered Address - 306 — Anushri Complex, Nr. Bank of Baroda, Ashram Road, Usmanpura,
Ahmedabad, Gujarat - 380013

Ph : 8746004198/040-40267862

Fax:

Contact Person : Raghunatha Reddy

E-mail : raghunatha.reddy[at]secureloopholes.com

159. M/s Securelnteli Technologies Pvt Ltd (Formerly BizCarta Technologies India Pvt Ltd)

3rd Floor, Nandi Infotech | Plot No 8, 1st Cross, KIADB, Sadaramangala Industrial Area
Mahadevpura, Bangalore 560 048, INDIA

Ph :+91 90358 33818

Contact Person : Pradeep Kumar

Primary E-mail : contactus[at]secureinteli.com

160. M/s SECURIUM SOLUTIONS PRIVATE LIMITED

B28, FIRST FLOOR, SECTOR 1, NOIDA - 201301.
Ph : +91 99906 02449

Contact Person : NEHA SINGH

E-mail : neha.singh[at]securiumsolutions.com


mailto:pradeep@secureinteli.com

161. M/s Sectrio-Subex Digital LLP

Subex Digital LLP, Pritech Park — SEZ Block -09,

4th Floor B Wing Survey No. 51 to 64/4 Outer

Ring Road, Bellandur Village Varthur, Hobli, Bengaluru, Karnataka 560103

Phone : 08066598700

Fax: +91 80 6696 3333

Contact Person-1: Mr.Pankaj Lande
pankaj.lande[at]subex.com
+91 77579 90095

Contact Person-2: Mr. Sumit Agarwal
sumit.agarwal[at]subex.com
+91 99005 91554

162. M/s SOC ANALYST PRIVATE LIMITED

10-11, Central Cahambers, 1017, Tilak Road, Swargate Corer, Pune- 411002
Ph : 020-24444090

Contact Person : i) RAJENDRA PONKSHE
rajendra[at]socanalyst.in
i) Ajay Nikumb

ajay[at]socanalyst.in

163.M/s Shieldbyte Infosec Private Limited

1301/1302, 13th Floor, H Wing,

Aaradhya Four Point by MICL, Naidu Colony,

Pant Nagar, Ghatkopar East, Mumbai - 400075 Maharashtra
Ph : +91-8779784050

Fax: NA

Contact Person :Vaishali Mutalik

E-mail : vaishali[at]shieldbyteinfosec.com

164.M/s SYNOPSYS SOFTWARE INTERGRITY SOLUTIONS (INDIA) PVT LTD.

Prestige Blue Chip Tech Park, No. 9, Hosur Main Road,
3rd Block, 4th Floor, Bangalore, Karnataka — 560029.
Ph : +91.80.6742.6946; +91.80.6772.0200

Fax:

Contact Person : Amarnadh Kolli, Director — Operations
E-mail : akolli[at]synopsys.com

165.M/s SCHNEIDER ELECTRIC SYSTEMS INDIA PRIVATE LIMITED

Tamarai Tech Park, SP Plot 16-19 , 20A, Thiru Vi Ka
Industrial Estate Inner Ring Road, Guindy, Chennai
Tamilnadu India- PIN 600032.

Contact: Mr. Abhay Thodge (General Manager- Engineering)
Mobile: +91- 9324447895

E-mail :abhay.thodge[at]se.com



166.M/s Staqo World Private Ltd

Sleepwell Tower #14, Sector 135, Noida, Uttar Pradesh 201301
Ph :0120 468 6440

Fax:NA

Contact Person : Neelesh Gaur

E-mail :neelesh.gaur[at]staqo.com

167.M/s Secnic Consultancy Services Pvt. Ltd.

Corporate Office: First Floor, F-342, Kamla Nagar, Agra — 282004
Phone: +919811779128, +91-7906588456

Ph : +919811779128, +91-7906588456

Fax: --

Contact Person : Sandhya Sharma

E-mail : info[at]secnic.in, sandhya.s[at]secnic.in

168.M/s Secnuo Consulting (OPC) Private Limited

Office No. 202, Leela Grandeur, Solapur-Pune Highway,
Pune, Maharashtra, India, 412307
Website URL : https://www.secnuo.com
Ph : (+91) 832-931-1869
Contact Person :1. Ms. Anupama Srivastava, Director
Mobile : (+91) 721-967-7576
E-mail : anupama.srivastava[at]secnuo.com
2. Mr. Abhinav Kumar, Manager - Business Development
Mobile : (+91) 832-931-1869
E-mail : sales[at]secnuo.com

169.M/s SecurityBoat Cybersecurity Solutions Private Limited

4th Floor M- Arch Center, Pashan-Sus Road, Baner, Pune 411021

Contact Person 1: Shantanu Kulkarni

E-mail : cert[at]securityboat.in / shantanu.kulkarni[at]securityboat.net
Mobile Number: +91-9175154300

Contact Person 2: Hatim Qutbi

Email I1D: sales[at]securityboat.net / hatim.qutbi[at]securityboat.net
Mobile Number: +91-9175154943

170.M/s Softcell Technologies Global Private Limited

303 B-Wing, Commercial-1, Kirol Road, Kohinoor City Phase 1 Rd,

Kurla, Mumbai, Maharashtra 400070

Phone : 022 6600 6700

Fax: NA

Contact Person : - 1. Name - Deepak Fernandes
E-mail : deepak[at]softcell.com
Phone Number : +91 92235 86746
Office Number - 022 6600 6700, Ext - 6779

2. Name - Hrithik Lall

E-mail : hrithikl[at]softcell.com
Phone Number : +91 97487 36485



171.M/s Synclature Consultancy Private Limited

1306, Hubtown Solaris, Professor N. S. Phadke Road, Andheri East,
Mumbai, Maharashtra 400069.

Ph : +919011054960

Fax: Not Applicable

Contact Person : Nitish Sabnis

E-mail : consultancy[at]synclature.com

172. M/s Security Innovation India

516 WORLD TRADE CENTER - TOWER 2
PUNE, MAHARASHTRA - 411014

Ph : 9049484027

Fax: N/A

Contact Person : Satish Surapuraju

E-mail : satishs[at]securityinnovation.com

173.M/s Securityium (OPC) Pvt. Ltd.

C/285, 1st Floor, Dreams The Mall, LBS Marg,
Bhandup West Mumbai City MH 400078 IN
Ph : +91 7506439669

Fax:

Contact Person : Mayank Sahu

E-mail : bd[at]securityium.com

174. M/s Sify Digital Services Ltd

Regd Office — 2nd Floor, Tidel Park, No 4, Rajiv Gandhi Salai,

Taramani, Chennai — 600 113.

Ph :044 - 22540770

Fax:044 - 22540771

Contact Person : S Shankara Narayanan, Head, Sify Security Delivery Practice
Primary E-mail: mss.fortknox[at]sifycorp.com (Sify GRC - Mailbox)
Secondary E-mail : shankara.narayanan[at]sifycorp.com

Mobile : 90032 77877

175.M/s TAC InfoSec Limited

C203, 4th Floor, World Tech Tower

Phase-8B, Mohali-160055

Ph: 9876200821, 9988850821

Contact Person: Mr. Trishneet Arora, Founder and CEO

E-mail: india[at]tacsecurity.com

176. M/s Tata Communications Ltd

5th Next Gen Tower New IDC Building, Ho Chi Minh Marg,

opp. Savitri Cinema, Greater Kailash, New Delhi -110048

Ph : +91 11 66512760

Contact Person : Mr.Ratnajit Bhattacharjee - DGM-GRC Product/Services
Mr. Amit Rathi - Product Manager GRC Product/Services

E-mail : Ratnajit.Bhattacharjee[at]Jtatacommunications.com,

Amit.Rathi [at]tatacommunications.com
Mobile : 9810093811, 9594950749


callto:7506439669

177. M/s Talakunchi Networks Pvt Ltd

Postal address: 505, Topiwala Centre,

Off S.V. Road, Goregaon West, Mumbai 400104
Phone: +91-9920099782

Contact Person : Vishal Shah

E-mail: infosec[at]talakunchi.com

178. M/s Tata Advanced Systems Ltd.

Cyber & Physical Security Division

Postal address: C-27, Sector 58, Noida 201309, Uttar Pradesh, India
Ph : 0120-4015500

Fax: 0120-4015599

Contact Person : Mr. Rajiv Khandelwal

Email: cybersec[at]tataadvancedsystems[dot]com

179. M/s TUV-SUD south Asia Pvt. Itd

Solitaire, 4th Floor, ITI Road,

Aundh, Pune - 411007 Maharashtra

Ph : +91 20 6684 1212

Contact Person : Atul Srivastava
E-mail : atul.srivastava[at]Jtuvsud.com  Phone:+91 9819955909
Mr. Vaibhav.Pulekar
E-mail :Vaibhav.Pulekar[at]Jtuvsud.com Phone: + 91-9819955909

180. M/s Tata Power Delhi Distribution Ltd

Tata Power Delhi Distribution Ltd, NDPL House,
Hudson Lane, New Delhi - 110009

Ph :01166112222

Fax:01127468042

Contact Person :Aamir Hussain Khan

E-mail :aamir.hussain[at]tatapower-ddl.com

181. M/s Tech Mahindra Ltd.

Sharda Centre, Off Karve Road

Pune - 411004 (Maharashtra) India

Ph : +91 20 66018100

Contact Person : Mohammad Akhtar Raza
E-mail : MR0O0619954[at]TechMahindra.com

182. M/s Techdefence Labs Solutions Private Limited

901-904 & 908, 9th Floor Abhishree Adroit, Near Mansi Circle, Judges Bungalow Road,
Vastrapur, Ahmedabad - 380015

Ph : 9924822224/ 7567867776

Fax:

Contact Person : Sunny Vaghela

E-mail : sunny[at]techdefencelabs.com


mailto:atul.srivastava@tuvsud.com
callto:+91%209819955909

183. M/s Tek Cube Pvt. Ltd. (WeSecureApp)

6th Floor, 91 Springboard, LVS Arcade, Madhapur, 71, Jubilee Enclave, HITECH City,
Hyderabad, Telangana- 500081

Ph : +91- 7842283183

Fax:None

Contact Person : Anurag Giri

E-mail : anurag[at]Jwesecureapp.com

184. M/s Third I Information Security Pvt Ltd.

MU Chamber, Station road, Opp to Anupam Annapolis, Goregaon East
Ph : +91-7738528400

Fax: Not Applicable

Contact Person : Mr. Niyaj Khan

E-mail : niyaj.khan[at]thirdeyeinfosec.com

185. M/s Trinay Cyber Technologies Pvt Ltd

5-9, Near Bank Bazar / Opp Union Bank, Tsundur, Guntur, Andhra Pradesh - 522318
Ph :+91 89196 74695

Fax:

Contact Person : Lavanya Bhavanam

E-mail :lavanyalat]trinaytechnologies.com

186. M/s Tuxcentrix Consultancy Pvt. Ltd

TuxZone Near AIR , Mythripuram Road, Thrikkakara
Cochin Kerala 682021 India

Ph :7356335511

Contact Person : Sobin Joseph

E-mail :sobin[at]tuxcentrix.in

187. M/s TCG Digital Solutions Pvt. Ltd.

BIPPL, Building- Omega, 16th Floor, Block EP & GP, Sector- V,
Salt Lake Electronics Complex, Kolkata- 700091, WB

Ph : 91 33 4051 7300 / +91 33 4051 7000

Mobile No.: +91 9434243285, +91 9874285577

Contact Person : Abir Ranjan Atarthy

E-mail : abir.atarthy[at]tcgdigital.com

188.M/s TATA CONSULTANCY SERVICES LIMITED

TCS HOUSE, RAVELINE STREET, 21, D.S. Marg, Fort,

Mumbai- 400001, INDIA

Ph : 022 67789595

Fax:

Contact Person : SRIMANT ACHARYA ( Senior Consultant/ Chief Architect)
E-mail : Srimant.acharya[at]tcs.com


callto:+91%209434243285
callto:+91%209874285577

189.M/s The Intect (M/s Hion Security Private Limited)

Ground Floor, FIEE Complex, A-19, Block A, Okhla Phase 11,
Okhla Industrial Estate, New Delhi, Delhi 110020

Ph : +91-8800299792

Fax: NA

Contact Person : Sahil Pahwa

E-mail : sahil[at]theintect.com

190.M/s Terasoft Technologies Pvt. Ltd.

191.

192,

Shivanand, Vedantnagar, Savedi Road, Ahmednagar,
Maharashtra 414003

Ph : 0241-2431115, +91 7709991117

Contact Person: Rashmi Rajendra Jalindre

E-mail : rashmi[at]terasoft.in

M/s US Technology International Private Limited

UST Campus, Innovation Drive, Technopark Phase II,
Kulathur P O, Thiruvananthapuram-695583

Fax: 04712527276

Contact Person: Adarsh Nair

E-mail : Adarsh.Nair[at]ust.com

Ph : 4917994317222

M/s VISTA InfoSec

001, Neoshine House, New Link Road,
Andheri West, Mumbai - 400053

Ph : +91-9029236292

Contact Person : Supriya Deshpande
E-mail : Sales[at]vistainfosec.com

193. M/s Vault Infosec

No. 47, Vaidhyanathan Street, Shenoy Nagar,
Aminijkarai, Chennai - 600030

Ph :+91 89398 91041

Fax:

Contact Person : Sudhakar Kathirvel

E-mail : sudhakar[at]vaultinfosec.com

194.M/s Virtual Caim Private Limited

604, 3rd EYE THREE, BEHIND GIRISH COLD DRINK,
C. G. ROAD, AHMEDABAD. 380006.

Ph : NA

Fax: NA

Contact Person : Vatsal Raichura

E-mail : vatsal[at]virtualcaim.com

Mobile no. : +91-8320295470 / +91-8485918837



195.M/s Wipro Limited

Unit no 2, Serene Properties,

Building No 7, Mindspace(SEZ), Plot no 3,

TTC industrial Area, Opp. Airoli Railway Station,
Thane Belapur Road,Navi Mumbai - 400708

Ph :+91 22 39300003

Fax:+91 22 39300123

Contact Person :Arun Bijani

E-mail :saket.labh5[at]wipro.com

Mobile: +91 9819055879

196.M/s WEST BENGAL ELECTRONICS INDUSTRY DEVELOPMENT CORPORATION LIMITED
[WEBEL]

WEBEL BHAVAN, BLOCK EP & GP SECTOR-V,

SALT LAKE CITY, KOLKATA-700091, WEST BENGAL
Ph :033-2239-2387

Mobile:- +91 98319 61152

Contact Person : Kausik Halder

E-mail : halder.kausik[at]webel-india.com

197.M/s Wings2i IT Solutions Private Limited

No. 18, 3RD E Cross, 18th Main, BTM 2nd Stage,
Bengaluru, Karnataka, INDIA - 560076

Ph :+918050271700

Fax:

Contact Person : Reena Ramachandran

E-mail :infosec[at]Wings2i.com, reenar[at]wings2i.com
Mobile : 9341223631 / 9740030215

198.M/s Xiarch Solutions Private Limited

352, 2nd Floor, Tarun Enclave,

Pitampura, New Delhi-110034, India

Ph :011-45510033

Fax:011-66173033

Contact Person : Mr. Utsav Mittal, Principal Consultant
E-mail : utsav[at]xiarch.com, info[at]xiarch.com

199. M/s x-Biz Techventures Private Limited

118-120, IIMIMA Complex, Near Goregaon Sports Complex,
Off Link Road, Malad - West, Mumbai - 400064

Ph :+91 9892108663 / 1800-266-8575

Fax: -

Contact Person : Sunil Yadav

E-mail : sunil.yadav[at]xbizventures.com


callto:+918050271700
callto:9341223631
callto:9740030215

200. M/s Yoganandh & Ram LLP

G-1, Shree Vishnu Apartments, 12, Twelfth Cross Street,
Dhandeeswaram Nagar, Velachery, Chennai - 600042
Ph : 044-22432030

Fax: Nil

Contact Person : Mr. Manoj Kumar Jain

E-mail : manoj[at]yandr.in / isaudit[at]yandr.in

Mobile : 9940156515 / 98415 82933



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s AAA Technologies Ltd

1. Name & location of the empanelled Information Security Auditing Organization :

AAA Technologies Limited,
Mumbai, Delhi, Bangalore, Lucknow, Chennai, Pune

2. Carrying out Information Security Audits since : 2000

3. Capability to audit , category wise (add more if required)

. Network security audit (Y/N) Yes
. Web-application security audit (Y/N) Yes
. Wireless security audit (Y/N) Yes
. Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) Yes
. Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) Yes
. ICS/OT Audits (Y/N) Yes
. Cloud security Audits (Y/N) Yes
. Mobile App Security Testing (Y/N) Yes
o ERP Audit (Y/N) Yes
. Payment Gateway Audit (Y/N) Yes
. Compliance Audit as per Government of India Guidelines (Y/N) Yes
. Source Code Review (Y/N) Yes
. Cyber Security and CSOC Audit (Y/N) Yes
. Swift Audit (Y/N) Yes
. Concurrent / Continuous Audit (Y/N) Yes
. Data Centre Audit (Y/N) Yes
. Vulnerability Assessment and Penetration Testing (Y/N) Yes
. Hardening / Configuration Review (Y/N) Yes
. Formation of IS Policies and Procedures (Y/N) Yes
o Data Migration Audit (Y/N) Yes
. UIDAI AUA/ KUA Audit (Y/N) Yes
. Red Team Assessment (Y/N) Yes
. DDos Assessment (Y/N) Yes
. Social Engineering (Y/N) Yes
. Data Localization Audit (Y/N) Yes

o

4. Information Security Audits carried out in last 12 Months :

Govt. : 825+
PSU : 350+
Private : 125+
Total Nos. of Information Security Audits done : 1300+

5. Number of audits in last 12 months , category-wise (Organization can add categories based on
project handled by them)

Network security audit : 200+
Web-application security audit : 1000+
Wireless security audit : 40+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): 250+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.): 50+
ICS/OT Audits : 5+
Cloud security Audits : 10+

6. Technical manpower deployed for informationsecurity audits :

CISSPs : 5+
BS7799 / 1SO27001 LAs : 30+



CISAs : 20+

DISAs / ISAs : 3+
Any other information security qualification (CEH etc) : 75+
Total Nos. of Technical Personnel : 110+

Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Employee Duration with Experience in Qualifications related
No. <AAA Information to Information
Technologies Security security
Ltd>
1) Anjay Agarwal 24+ Years 29+ Years ISMS LA, CISA, ISA,
CEH, ECSA, LPT,
COBIT Certified
Assessor
2) Venugopal M. Dhoot 23+ Years 21+ Years ISMS LA, ISA, CEH
3) Ruchi Agarwal 20+ Years 19+ Years ISMS LA
4) D.K.Agarwal 21+ Years 21+ Years CISA
5) Venkatasubramonia S 8+ Years 22+ Years ISMS LA, CISSP,
lyer CISA, CEH
6) Ravi Naidu 13+ Years 16+ Years ISMS LA, CEH
7) Bharati Vane 11+ Years 11+ Years CISA, CEH
8) Rahul Verma 11+ Years 11+ Years ISMS LA, CISA, CEH
9) Hiren Shah 6+ Years 19+ Years ISMS LA, CISA
10) Priyanka Awari 7+ Years 9+ Years CEH
11) Ashvini Anand Yendhe 6+ Years 9+ Years CEH
12) Sankalp Kelsekar 2+ Years 5+ Years CEH
13) Ajay Sonawane 2+ Years 5+ Years CEH
14) Ankit 5+ Years 5+ Years CEH
15) Ravi Singh 4+ Years 5+ Years ISMS LA
16) Abhimanyu Sharma 3+ Years 5+ Years CEH
17) Mayank Kumar 3+ Years 3+ Years CEH
18) Garima Yadav 3+ Years 3+ Years CEH
19) Shweta Negi 3+ Years 3+ Years CEH
20) Soni Tiwari 3+ Years 3+ Years CEH
21) Sachin Kadyan 3+ Years 3+ Years CEH
22) Raviraj Shedage 3+ Years 6+ Years ISMS LA
23) Shashank Jain 3+ Years 5+ Years CEH
24) Goresh Khanna 3+ Years 3+ Years CEH
25) Sachin Bisht 3+ Years 3+ Years CEH
26) Manvi Biswas 3+ Years 6+ Years CEH
27) Dharmendra Singh 2+ Years 8+ Years CEH
28) Sapana Yadav 2+ Years 3+ Years CEH
29) Vikas Sharma 2+ Years 7+ Years CEH
30) Yatin Ahlawat 2+ Years 3+ Years CEH
31) Anushree Paresh 2+ Years 7+ Years CEH
Jamdar
32) Ajit Kumar Singh 2+ Years 8+ Years CEH
33) Vinit 2+ Years 7+ Years CEH
34) Pinki Verma 2+ Years 6+ Years CEH
35) Prashant Singh 2+ Years 5+ Years CEH
36) Arjun Singh 2+ Years 3+ Years CEH
37) Parmeet Singh 2+ Years 3+ Years CEH
Chaudhary
38) Mayank Chaudhary 2+ Years 2+ Years CEH
39) Gurdeep Singh 2+ Years 3+ Years CEH
40) Sachin Bidhuri 2+ Years 4+ Years CEH
41) Mayank Saini 2+ Years 4+ Years CEH




42) Rajesh Kumar Gautam 2+ Years 15+ Years 1ISO 27001 LA
43) Oshin 1+ Years 4+ Years CEH
44) Neha 1+ Years 2+ Years CEH
45) Radha Awasthi 1+ Years 2+ Years CEH
46) Jitendra Singh 1+ Years 2+ Years CEH
47) Sushil singh 1+ Years 2+ Years CEH
48) Saumya Singh 1+ Years 6+ Years CEH
49) Sonali Savita 1+ Years 2+ Years CEH
50) Neha Thakur 1+ Years 2+ Years CEH
51) Chandan Kumar 1+ Years 6+ Years CEH
52) Rahul Bisht 1+ Years 3+ Years CEH
53) Ambrish Bhushan 1+ Years 2+ Years CEH
Mouar
54) Vipin Kumar Tiwari 1+ Years 14+ Years 1ISO 27001 LA
55) Mohit Singh 1+ Years 13+ Years CEH
56) Vibhor Pandey 1+ Years 2+ Years CEH
57) Minaketan Nag 1+ Years 2+ Years CEH
58) Chandra Prakash 1+ Years 5+ Years CEH
59) Abhijeet Biswas 1+ Years 2+ Years CEH
60) Saloni 1+ Years 3+ Years CEH
61) Saurabh Pratap <1 Year 8+ Years CEH
Chauhan
62) Sunyam Sharma <1 Year 3+ Years CEH
63) Sachin Bisht 2 <1 Year 2+ Years CEH
64) Anushka Singh <1 Year 1+ Years CEH
65) Prathmesh Lonari <1 Year 1+ Years CEH
66) Prathmesh Chinchkar <1 Year 1+ Years CEH
67) Amit Kumar <1 Year 2+ Years 1ISO 27001 LA
68) Shagun Beniwal <1 Year 2+ Years CEH
69) Vikas Kumar <1 Year 5+ Years CEH
70) Amit Kumar 2 <1 Year 2+ Years CEH
71) Ankush <1 Year 7+ Years CEH
72) Sneha BB <1 Year 1+ Years CEH
73) Aditya <1 Year 1+ Years CEH
74) Mitesh Verma <1 Year 3+ Years CEH
75) Aditya Sharma <1 Year 6+ Years 1ISO 27001 LA
76) Vignesh Selvam 2+ Years 4+ Years CEH
Chettiyar
77) Yathartha Bhardwaj 1+ Years 1+ Years B.Tech
78) Vaibhav Bhosale 1+ Years 3+ Years CEH
79) Vidhya Sagar.R 1+ Years 3+ Years CEH
80) Monika Siriya <1 Year 2+ Years 1ISO 27001 LA
81) Sanjay Sampat Sarode | <1 Year 2+ Years 1ISO 27001 LA
82) Tejas Awari <1 Year 3+ Years CISA, ISO 27001 LA
83) Atish Balaso Jadha <1 Year 2+ Years 1ISO 27001 LA
84) Nikhil Pawar <1 Year 3+ Years CISA, ISO 27001 LA
85) Saurav Laxman <1 Year 2+ Years 1ISO 27001 LA
Palshetkar
86) Charuhas Sanjay Raut <1 Year 2+ Years ISO 27001 LA
87) Henav Rakesh Doshi <1 Year 2+ Years 1ISO 27001 LA
88) Tapish Dixit <1 Year 2+ Years 1ISO 27001 LA

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along
with project value.

Audit for a Government Organisation above Rs. 5 Crores
Information Security Audit including SAP Audit for a Municipal Corporation for above Rs. 4.5 Crore



Consultancy for Implementing ISO 27001 for 17 Data Centers across India including Vulnerability
Assessment and Penetration Testing for Rs. 54.57 Lakhs

9. List of Information Security Audit Tools used( commercial/ freeware/proprietary):

Commercial

i NetSparker
ii. Core Impact
iii. Nessus Pro
iv. Nipper
V. Burp Suite
Vi. Idea
Freeware
i Nmap

ii. DOMTOOLS - DNS-interrogation tools
iii. Nikto - This tool scans for web-application vulnerabilities

iv. Firewalk - Traceroute-like ACL & network inspection/mapping
V. Hping — TCP ping utilitiy
Vi. Dsniff - Passively monitor a network for interesting data (passwords, e-mail, files, etc.). facilitate
the interception of network traffic normally unavailable to an attacker
Vii. HTTrack - Website Copier
Viii. Tools from FoundStone - Variety of free security-tools

iX. SQL Tools - MS SQL related tools
X. John - John The Ripper, Password-cracking utility

Xi. Paros - Web proxy for web application testing
Xii. Wikto - Web server vulnerability assessment tool
Xiii. Back Track
Xiv. Meta Sploit
XV. Ethereal - GUI for packet sniffing. Can analysetcpdump-compatible logs
XVi. NetCat - Swiss Army-knife, very useful
XVii. Hping2 - TCP/IP packet analyzer/assembler, packet forgery, useful for ACL inspection
XViii. Brutus - password cracking for web applications, telnet, etc.
XiX. WebSleuth - web-app auditing tool
XX. HTTPrint — detect web server and version
XXi. OpenVas
XXii. W3af
XXiii. Owasp Mantra
XXiV. Wire Shark
XXV. Ettercap
XXVi. Social Engineering Tool Kit
XXVi. Exploit database
XXViii. Aircrack-Ng
XXiX. Hydra
XXX. Directory Buster
XXXI. SQL Map
XXXii. SSL Strip
XXXiil. Hamster
XXXIV. Grimwepa
XXXV. CAIN & Able
XXXVi. Rips
XXXVii. Iron Wasp
XXXViii. Fiddler
XXXiX. Tamper Data
Proprietary

i AAA - Used for Finger Printing and identifying open ports, services and misconfiguration
ii. Own developed scripts for Operating System
iii. Own developed scripts for Database Audit

10. Outsourcing of Project to External Information Security Auditors / Experts : No
( If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : No



12. Whether organization is a subsidiary of any foreign based organization? : No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by <AAA Technologies Limited> on <15-11-2024>
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s BHARAT ELECTRONICS LIMITED

1. Name & location of the empanelled Information Security Auditing Organization :

Office of GM/NWCS

Network and Cyber Security

Bharat Electronics Limited,

Jalahalli Post, Bengaluru-560013 Karnataka.

Representing all its 9 units at Bangalore, Ghaziabad, Pune, Machlipatnam, Chennai,

Panchkula, Navi Mumbai, Kotdwara, Hyderabad and 2 Central Research Laboratories at
Bangalore and Ghaziabad.

2. Carrying out Information Security Audits since : August 2015

3. Capability to audit, category wise (add more if required)

¢ Network security audit (Y/N) : Yes
e Web-application security audit (Y/N) : Yes
e Web-server security audit(Y/N) : Yes
o Wireless security audit (Y/N) : No
e Mobile application security audit(Y/N) : Yes
e Stand-Alone application security audit(Y/N) : Yes
e Device security audit (Y/N) : Yes
e Compliance audits (ISO 27001, PCI, etc.) (Y/N) : Yes; Gap
analysis w.r.t ISO 27001

e Secure SDLC Review (Y/N) : Yes
e Secure Code Review (Y/N) : Yes

4. Information Security Audits carried out in last 12 Months:
(Reporting period: Oct 2019 to Sep 2020)

Govt. : -8-

PSU : -17-
Private : -Nil-
Total Nos. of Information Security Audits done : -25-

5. Number of audits in last 12 months , category-wise (Organization can add categories based on
project handled by them)
(Reporting period: Oct 2019 to Sep 2020)

Network security audit : -Nil-
Web-application security audit : -17-
Web-server security audit : -4-
Wireless security audit : Nil-
Stand-Alone application security audit : -1-
Device security audit : -1-
Mobile application security audit : -2-
Compliance audits (ISO 27001, PCI, etc.) : -Nil-

6. Technical manpower deployed for information security audits :

CISSPs : -1-

BS7799 / 1SO27001 LAs : -11-
CISAs : -Nil-
DISAs / ISAs : -Nil-
Any other information security qualification : -15-

M.Tech (Information Security) : <number of> : -2-



M.Tech (Cyber Security) : <number of> : -3-
M.Tech (Cyber Law & Information Security) : <number of>: -1-
NPT :<number of> H -2-
CEH :<number of> : -9-
CCNSP :<number of> H -2~
CHFI :<number of> : -1-
CSA :<number of> H -1-
ACE :<number of> : -1-
Total Nos. of Technical Personnel : -27-

7. Details of technical manpower deployed for information security audits in Government and Critical sector

organizations (attach Annexure if required)

S. Technical Personnel’s Working with | Information Security related Total
No | Name the qualifications (CISSP/ISMS LA / | experience in
organization CISM/ CISA/ ISA etc., state as information
since (month | applicable) security
& year) related
activities
(years)
. PMP, ISMS LA, CCNSP, Trained on
1. Ms. Shylaja K Sep, 1999 CCISO & CISSP 17+
. M.Tech (Software Systems), PMP,
2. Ms. Bhagya Lakshmi A N Oct, 2004 ISMS LA, NPT, Trained on CISSP 6+
3. Ms. Poornima M Nov, 2009 M.Tech (Cyber Security), CEH 4+
4. Ms. Swathi M D Sep, 2010 CEH 5+
5. Ms. Akshatha S Dec, 2018 Advanqed Certification in Cyber o4
Forensics
6. Mr. Deepak D Nov, 2012 NPT, CEH 5+
7. Mr. Kunal Mohan Sadalkar Aug, 2011 M.Tech (Information Security) 9+
8. Mr. Neeraj Kumar Dec, 2014 M.Tech (Information Security), CHFI o+
V8, ACE
9. Mr. Jagan Mohan Rao B Apr, 1999 PMP, Trained on CISSP 9+
10. | Mr. Antony Benedict Raja G | Jun, 2010 CEH 6+
11. | Mr. Tarun Jain Oct, 2010 CISSP 6+
M.Tech (Cyber Security), ISMS LA,
12. | Mr. SandeepGadhvi Jan, 2019 CEH, DIAT Certified Information 2+
Assurance Professional(DIAT CIAP)
13. | Mr. Viplav Feb, 2019 M.Tec_h (Cyber Law & Information ot
Security)
14 Mr. ManojTyagi Dec, 2010 M.S. (Software Systems), ISMS 4+
i Internal Auditor, ISMS LA, PMP
15. | Mr. GauravKataria July 2007 M.Tech (Cyber Security), 11+
ISMS LA, CEH v10
16. | Ms. KarunaShri Dec 2010 ISMS Internal Auditor 4+
17. | Mr. Neeraj Kumar Singh Dec 2010 CEH v10, ISMS Internal Auditor 4+
18. | Ms. Reshu Rani Sep 2017 CEH v10 3.5+
19. | Mr. SagarVerma Oct 2017 CEH v10, ISMS Internal Auditor 3+
20. | Mr. Akshit Singh Oct 2018 CEH v10 2.5+
21. | Mr. Rajesh Kumar Udumu Jun, 2006 CEH, CNDA 5+
22. | Mr. Vaman A Naik Mar, 1986 ISMS LA 7+
23. | Mr. Praveen Kumar H T Jun, 2001 ISMS LA, CCNSP 15+
24. | Ms. Madhavi M Jan, 2005 PMP, ISMS LA 4+
25. | Mr. Mrityunjaya P Hegde Feb, 2010 PMP, ISMS LA 5+
26. | Mr. Srinivas T Dec, 1993 ISMS LA o+
27. | Mr. DeeprajShukla Jun, 2009 ISMS LA 5+
28. | Ms. Padmapriya T Sep, 2011 PMP, ISMS LA 3+




8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along
with project value.

Security Audit of NC3I Application - comprising of web application and standalone applications to
acquire, store, process, integrate, correlate and display the tactical data in real time. The audit was
conducted remotely through Team Viewer.This a high value project for the Indian Defence Customer.

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Freeware Commercial Proprietary
Wireshark/ TCPDump | Ettercap Dsniff Nessus Pro NSAT
Kali Linux Ferret Lynis Nexpose Scripts
Nmap/ Zenmap Hamster NSLookup Metasploit Pro
Sglmap IP scanner Netcat Burpsuite
Nikto Yersinia OmegaDB Acunetix
Hydra Ethereal OpenZap HP Weblnspect
John the Ripper Echo Mirage OpenVAS HP Fortify
Putty WebScarab Hping IBM Appscan
Whois Tor's Hammer Fiddler Maxpatrol
Scapy W3af SSLTest Codenomicon
Pyloris Sparta HTTPMaster beSTORM
LOIC Directory Buster Curl IDAPro
CSRF Tester SMTP Ping WireEdit NetSparker
Ollydbg Hash-ldentifier Process Hacker
MBSA Cisco Auditor Armitage
TestSSLServer Syslinternals Open SSL
Suite
Python / Powershell Santoku Linux Browser Plugins
Scripts
Qualys SSL Genymotion MobSF
10. Outsourcing of Project to External Information Security Auditors / Experts No
(If yes, kindly provide oversight arrangement (MoU, contract etc.))
11. Whether organization has any Foreign Tie-Ups? If yes, give details No
12. Whether organization is a subsidiary of any foreign based organization? No
If yes, give details
13. Locations of Overseas Headquarters/Offices, if any Yes

New York

Singapore

Srilanka

Bharat Electronics Limited
53, Hilton Avenue

Garden City

New York — 11530, USA

Bharat Electronics Limited

06-01, PSL Industrial Building

156, Maopherson Road
Singapore - 348 528

Bharat Electronics Limited
No. 385, 1st Floor
Landmark Building, Galle
Road

Colombo - 03, Srilanka

Oman

Bharat Electronics Limited
No. 04027214, 2nd Floor
Building No.4

Knowledge Oasis Muscat
(KOM)

PO Box 200, Postal Code 123,
Al Rusayl, Sultanate of Oman

Myanmar

Bharat Electronics Limited
No. 53, The Strand Square
Level 2, Unit #. 209,
Strand Road, PabedanTsp,
Yangaon, Myanmar

Vietnam

Bharat Electronics Limited
10th Floor, TNR Power
Hanoi

Vietnam

*Information as provided by Bharat Electronics Limited on 23-10-2020
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Snapshot of skills and competence of CERT-In empanelled

Information Security Auditing Organisation

M/s CyRAAC Services Private Limited

1. Name & location of the empanelled Information Security Auditing Organization: CYRAAC Services
Private Limited, 3rd Floor, Gopalan Innovation Mall, Bannerghatta Main Rd, 3rdPhase, JP Nagar,

Bengaluru, Karnataka

2. Carrying out Information Security Audits since

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N)

e Web-application security audit (Y/N)

e Wireless security audit (Y/N)

¢ Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N)
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)
e ICS/OT Audits (Y/N)

e Cloud security Audits (Y/N)

e Third Party Risk Management (TPRM)

e Configuration Review

e Secure Code Review

e Phishing Assessment

4. Information Security Audits carried out in last 12 Months:

Govt.
PSU

Private
Total Nos. of Information Security Audits done

: 2017

-Y
-Y
-Y
-Y
-Y
-N
-Y

-Y
-Y

1
: 0
: 200+
: 200+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on

project handled by them)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.)
ICS/OT Audits

Cloud security Audits

6. Technical manpower deployed for information security audits:

CISSPs

BS7799 / 1SO27001 Las

CISAs

DISAs / ISAs

Any other information security qualification:

OSCP (1), CEH (4), CISM (2), CCSP (1), PNPT (2),
eJPT (2), eMPAT (2), CRTP (1), eWPT (2)

Total Nos. of Technical Personnel

: 50+
: 250+
2

: 50+
10+
:0

14

: 10+

. NA

: 50+



7. Details of technical manpower deployed for information security audits in Government andCritical

sector organizations (attach Annexure if required)

: : Qualifications
S. Name of Employee Duration with Experlen(_:e n related to
No. <organization| nformation _
> Security Information
security
1. Bh.arat 7 years 12 Years + CCSP, CBCP,
Srinivasaraghavan CISM
2. | Anamika 6 years 5 Years + OSCP, CEH
PrakashPatil
3. Venkateshwaran P 5 years 13 Years+ CISA
4. Deepti Bhatia 6 years 10 Years + CISSP,
CISA,CIPM
5. Anil CJ 3 years 23 Years + CISM
6. Ashutosh Nath 4 years 3+ Years CEH,
Rimal CRTP,
eWPTX
7. varun Y'thal 5 years 4+ Years CEH
Mokashi
8. Akash Krishna 1 year 1 Year CompTIA
Network
+
9 Saurabh Bharadwaj 1 year 1 Year CAP, ISC2 CC,
CEH
10. | Deepu Sugathappan |, & 1 Year CEH
11. | Madhusudhanan S, o 1 Year CEH
hP
12, | Sures 6 years 23+ Years TOGAF 9
Raghavendr
13. | aVasista L 2 years 2 Years CEH, eMAPT
14, | Hritik Godara 2 years 2 Years CEH, PNPT
Priya R h
15, | PrivaRanganathan | o oo 9 Years CISSP, CISM
16. Manikanta D 2 years 2 years PNPT
17. Sankarushana R 1 year 1 Year ISC2 CC,
1SO27001
18. Shreyas E 1 year 1 Year ISC2 CC, ISO
27001
19. Sagar D 1 year 1 Year eJPT
20. Shreya SNS 1 year 1 year eJPT

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.)

along with project value.

‘Client

Service




9.

Large Insurance
Player in South
India

Technical Assessments for all applications, APIs, IT Infrastructure, Red
Team Assessments and Cyber-drill helping to improve vulnerability
management process and overall security posture.

Client

Service

Emerging High-
growth Fintech
Player

Technical Assessments for all applications, APIs, IT Infrastructure, Red
Team Assessments helping to improve vulnerability management
process. Information Security Audits for key regulatory requirements
ensuring regulatory compliance.

Large Private
Bank in South
India

Responsible for Information System Audits against requirements of RBI,
SEBI, UIDAI etc. and identify key risks and audit issues. Technical
Assessments for all Applications and related IT Infrastructure to identify
vulnerabilities and improve security posture.

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Tool

Usage

Nessus Professional

Infrastructure Scanning

Burp Suite Penetration Testing / Web Application Scanning
Metasploit Penetration Testing

Nipper Configuration Review

Charles Infrastructure Scanning

Nikto Penetration Testing

SQLmap Penetration Testing / DB Scanner
W3AF Web Application Scanning
AirCrack-ng Infrastructure Scanning

Netcat Multipurpose Tool

TCPDUMP Infrastructure Scanning / Sniffer
Wireshark Infrastructure Scanning / Sniffer
Kismet Infrastructure Scanning
WebScarab Web Application Scanning

OpenSSL Toolkit

Infrastructure scanning

Fiddler / Firebug

Web Application Scanning

SQLNinja

Penetration Testing / DB Scanner

Nirsoft Suite

Multipurpose Toolset

Sysinternals Suite

Multipurpose Toolset

Frida Mobile Application Penetration testing
Drozer Mobile Application Penetration testing
QARK Mobile Application Penetration testing
MobSF Mobile Application Penetration testing

SuperAndroidAnalyzer |Mobile Application Scanning

Postman AP1 Penetration Testing
FuzzAPI APl Scanning

Astra APl Penetration Testing
Fortify SCA Secure Code Review
PMD Secure Code Review
Checkstyle Secure Code Review

FingBugs

Secure Code Review




Source meter Secure Code Review

Tool Usage

SonarQube Secure Code Review

VCG Secure Code Review
Prowler Cloud Configuration Review
Scout Suite Cloud Configuration Review
Custom Scripts Multipurpose

10. Outsourcing of Project to External Information Security Auditors / Experts:

(If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details:

12. Whether organization is a subsidiary of any foreign based organization?
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any:

Oversees Office:

No

No

No

Yes

CyRAACS FZCO - IFZA Business Park - Dubai Silicon Oasis - Dubai - United Arab Emirates

*Information as provided by CYRAAC Services Private Limited on 18th November 2024
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

Madhya Pradesh State Electronics Development Corporation (MPSEDC)

1. Name & location of the empanelled Information Security Auditing Organization :

MadhyaPradesh State Electronics Development Corporation

2. Carrying out Information Security Audits since : 2013

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N)

e Web-application security audit (Y/N)

e Wireless security audit (Y/N)

e Compliance audits (ISO 27001) (Y/N)

e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)
e ICS/OT Audits (Y/N)

e Cloud security Audits (Y/N)

e Mobile Application Security Audit

4. Information Security Audits carried out in last 12 Months :

Govt.
PSU

Private
Total Nos. of Information Security Audits done

< zZzzZzzZz2<zZ2<Z

113
4
12
: 119

5. Number of audits in last 12 months , category-wise (Organization can add categories

based on project handled by them)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.)
ICS/OT Audits

Cloud security Audits

6. Technical manpower deployed for information security audits :

CISSPs

BS7799 / 1SO27001 LAs

CISAs

DISAs / ISAs

Any other information security qualification:
CEH

ISMS-LA (1SO 27001

CISM

Total Nos. of Technical Personnel

[-)} W o 5

: NA
: 115
: NA
: NA

: NA

ok O



7. Details of technical manpower deployed for information security audits in Government and
Critical sector organizations (attach Annexure if required)

S. Name of Duration with Experience in Qualifications
No. Employee <organization> [Information related to
Security Information security

1 Ambar Pande 10 Years 05 Years CISM, ISO 27KLA, PMP

2 Vineet Tiwari 07 Years 05 Years CISM, ISO 27KLA

3 Priyank Soni 10 Years 15+ Years PMP, CEH, 1SO27001 LA,
CEH, CMC, GCSP

4 Sourabh Singh 11 Months 14+ Years IAWS Sol Arch,

Rathore 1ISO27001:LA, CPISI,

CeH-V8 & ECIH, JNCIA
& CCNA

5 Abhishek Shroti 2 Years 11+ Years CISA, PMP, CASP+,
CPSA,

ECSA, AZ-500, Fortinet
NSE1, Fortinet NSE2,
ICSI CNSS, ISMS-
LA(ISO

27001), CEH

6 Vishal Shukla 1 Year 6+ Years CISM, CASP+, CPSA,
ISMS-LA(ISO
27001),ECSA, ICSI
CNSS,

CEH

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations
etc.) along with project value.

Directorate of Town & Country Planning TDRWEB: This TDR system is a large-scale
application featuring numerous dynamic components and supporting multiple user roles, each
with specific access and functionality. The system handles highly sensitive information,
including Personally Identifiable Information (PIl) and Critical Infrastructure Information (CII),
making data protection and system security paramount. Given its extensive use by thepublic
and its critical role in urban planning, the application’s scale and data sensitivity underscore
the need for robust security measures and reliable performance.

With its complex structure and broad user base, the TDR application serves as a crucial
platform for efficient, secure, and scalable urban development management.

Application URL:

https://164.100.196.159/tdrweb Complexity:

High

Volume: No. of Static pages in the application- 10 | Dynamic pages -
90Number of users: 4 users

Integrations: Yes, other department applications

Panchayat and Rural Development Department (Darpan API): In collaboration with NIC
Madhya Pradesh and Madhya Pradesh have designed and developed "Panchayat Darpan
Portal".

The initiative was aimed at creation of a common & integrated e-Governance platform for
grass root level institutions i.e. Panchayati Raj Institutions (PRISs). It aims at transforming the
functioning of Panchayats to make it more accountable, creditable & transparent using a
judicious mix of ICT interventions and process simplification / transformations.



9.

It is a Web API project which provides a number of APIs that are consumed preliminary byPanchayat
Darpan Mobile App and other state government departments.

A number of APIs have been designed to exchange the data of below modules:

¢ HR Management Data
¢ e-Payment and Expenditure related data of PRIs

e Funds/ Receipt data

¢ Vendor/ Payment Receiver data
e Development Works related data
e Tax and OSR related data

e Public Representatives data

e Meetings/ Gram Sabha data

e Master data of District, Janpad & Gram Panchayats

e Other data required for Reports and Dashboards

Application URL:

http://10.131.11.74:8041 Complexity: Yes

Volume: No. of Static pages in the application- 0 Dynamic pages -
110Number of users: 5 users

Integrations, with other application

Horticulture & Food Processing Farmer Subsidy Tracking System: This application
performs the Farmer Registration to take the benefits under the various schemes like
PMKSY, State, MIDH etc.

Complexity: Medium

Volume: No. of Static pages in the application - 25 | Dynamic pages -
170Number of users: 7 users roll

Integrations, for Information to be shared together with some department

List of Information Security Audit Tools used (commercial/ freeware/proprietary):
S. No Name of Version of the tool Open Source/Licensed
Tool/Softwa /Software used
re used

1 Nessus 10.7.2 (#29) Darwin Licensed
2 Open VAS 23.2.0 Open Source
3 Nmap 7.95 Open Source
4 Metasploit 6.4.6 Open Source
5 Hydra - GTK 9.5 Open Source
6 Vulns 0.25.2 Open Source
7 Legion 0.4.3 Open Source
8 Linux Priv Checker 1.0 Custom
9 Angry IP Scanner 3.9.1 Open Source
10 Open SSH 8.8.P1 Open Source
11 SQL Map 1.3.4 Open Source
12 Hping 3.0 Open Source
13 Nuclei 3.24 Open Source
14 Searchsploit - Open Source




15 HTTPx 0.27 Open
Source
16 AMass V4.2 Open
Source
17 DIR Search - Open
Source
18 DIR Buster - Open
Source
19 Go Buster V1.2 Open
Source
20 Ffuf V2.1.0 Open
Source
21 Burpsuite Pro V2024.4.1 Licensed
10. Outsourcing of Project to External Information Security Auditors / Experts No
( If yes, kindly provide oversight arrangement (MoU, contract etc.))
11.Whether organization has any Foreign Tie-Ups? If yes, give details No
12.Whether organization is a subsidiary of any foreign based organization? No
If yes, give details
13.Locations of Overseas Headquarters/Offices, if any No

*Information as provided by <Madhya Pradesh State Electronics Development
Corporation >on <22/11/2024>
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Maverick Quality Advisory Services Private Limited

1. Name & location of the empanelled Information Security Auditing Organization :
Maverick Quality Advisory Services Pvt Ltd at 123 Radhey Shyam Park, Sahibabad,
Ghaziabad 201005

2. Carrying out Information Security Audits since : 2005

3. Capability to audit , category wise (add more if required)

e Network security audit : Yes
e Web-application security audit : Yes
e Wireless security audit : Yes

e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : Yes
¢ Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : No

e ICS/OT Audits : Yes
e Cloud security Audits : Yes
e Thick Client Application Audit : Yes
e Policy Review : Yes
e Mobile Security Audit : Yes
e Secure Code Review : Yes
e Physical Access Controls & Security testing : Yes
¢ Information Security Testing : Yes
e Business Continuity Planning / Disaster Recovery Audit : Yes
e Penetration Testing : Yes
e Software Vulnerability Assessment : Yes
e UIDAI AUA/KUA Audit : Yes
e Accessibility Testing : Yes
e |IT Risk Assessment : Yes
e Formulation of IT policies & Procedures : Yes

4. Information Security Audits carried out in last 12 Months:

Govt. 481
PSU 156
Private 122
Total Nos. of Information Security Audits done 755

5. Number of audits in last 12 months, category-wise (Organization can add categories
based on project handled by them)

Network security audit : 56+
Web-application security audit : 599+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) 143+
ICS/OT Audits : 21+
Cloud security Audits 12
Thick Client HY 4
Secure Code Review : 18

Mobile Security Audit : 46



Technical manpower deployed for information security audits:

BS7799 / 1SO27001 LAs

CISAs

Any other information security qualification
Total Nos. of Technical Personnel

: ISMS LA (12)
: CISA (2) + CISM (4)
: OSCP (1)+CPENT(1)+CEH(21)

32

Details of technical manpower deployed for information security audits in Government
and Critical sector organizations (attach Annexure if required)

. . Experience in Qualifications
S. No. Name of Employee Duratlon. W'tt] Information :ﬁ:‘i:‘?r:jat?on
<organization> Security )
security
1 Anand Sarup 12 years, 10 months | >26 Years CISA,
CISM,
ISMS LA
IAshok 19 years, 3 months >17 Years ISMS LA
3 Vinit 19 years, 3 months >20 Years ISMS LA
4 Manish Gupta 10 years, 9 months | >13 Years gll?)gocgll\\/lﬂslfp?
5 Raj 19 years, 3 months >13 Years ISMS LA, CISM
6 Neeti 10 years, 2 months > 4 Years ISMS LA
7 Ashish Kr. Bhardwaj 10 years, 0 months > 6 Years EIIESHM ISMS LA,
8 Alok Kumar Pandey 9 years, 1 months > 7 Years CEH, OSCP
9 Sanjeev Gupta 9 years, 1 months >14 Years ISMS LA
10 |Col. Sunil Yadav 9 years, 7 months >13 Years ISMS LA
11 Nirupama 5 years, 2 months > 4 Years ISMS LA
12 Prakash Rajak 3 years, 1 months =10 Year ISMS, LA
13 Aayushi Soni 5 Years, 11 months > 3 Year ISMS, LA
14  [Satyendra Pandey 3 years, 2 months > 2 Years CEH, CPENT
15 [Shivam Singh 2 years, 11 months > 2 Years CEH
16 Rahul Kumar 2 years, 11 months > 2 Years CEH
17 Mirza Fazal Baig 2 years, 10 months < 2 Years CEH
18 |Subhransu Singh 2 years, 1 months < 2 Years CEH
19 Harsh Jindal 2 years, 1 months < 2 Years CEH
20 [Saurabh Verma 1 years, 3 months > 1 Year CEH
21 [Rajat Goel 2 years, 5 months > 1 Year CEH
22 Priyanka 1years, 7 months < 1 Year CEH
23 Anchal 1 years, 3 months < 1 Year CEH
24 Rishabh 1 years, 1 months < 1 Year CEH
25 Richa 1 years, 1 months < 1 Year CEH
26 Raghvendra 0 years, 8 months <1 Year CEH
27 lYogesh 0 years, 8 months < 1 Year CEH
28 Vishakha 0 years, 8 months < 1 Year CEH
29 JAyushman 0 years, 8 months < 1 Year CEH
30 |[Sagarika 0 years, 8 months < 1 Year CEH
31 Riya 0 years, 8 months <1 Year CEH
32 Aryan 0 years, 8 months < 1 Year CEH




Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

Carrying out Web-Application Security audit for a Government Organization with value > INR 92 Lacs

Carrying out Network Security Audit for a Private Organization with value > INR 21 Lacs

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

S.No ‘ Tool Name ‘ Type Purpose
1 Burp Suite Commercial \Web Application Security Testing
2 Qualys Web Scanner Commercial \Web Application Security Testing
3 SSLProxy Open Source \Web Application Security Testing
4 STunnel Open Source \Web Application Security Testing
5 Nikto Open Source \Web Application Security Testing
6 OWASP ZAP Open Source 'Web Application Security Testing
7 Postman Open Source \Web services and API Testing Tool
8 SOAP Ul Open Source \Web services and API Testing Tool
9 MobSF Open Source Mobile Application Security Testing
10 [apktool Open Source Mobile Application Security Testing
11 Drozer Open Source Mobile Application Security Testing
12 MEMU Play Open Source Mobile Application Security Testing
13  |Geny motion Free/Paid Mobile Application Security Testing
14 Mobexler Open Source Mobile Application Security Testing
15 Frida Open Source Mobile Application Security Testing
16 Xposed Open Source Mobile Application Security Testing
17 GUI Open Source Mobile Application Security Testing
18 3uTools Freeware Mobile Application Security Testing
19 iMazing Open Source Mobile Application Security Testing
20 Nessus Expert Commercial \Vulnerability Assessment Tool
21 Nessus Professional Commercial \Vulnerability Assessment Tool
22 IAdvance IP Scanner Open Source \Vulnerability Assessment Tool
23 IAngry IP Scanner Open Source \Vulnerability Assessment Tool
24 SSH-Audit Open Source Penetration Testing Tool
25 Responder Open Source Penetration Testing Tool
26 Ettercap Open Source MITM Penetration Testing Tool
27  [xfreerdp Open Source Reconnaissance VA Tool
28 Nmap Open Source Ports/service Enumeration Tool
29 Metasploit Open Source Vulnerability Exploitation Tool
30 Netcat Open Source Network Testing
31 Ethereal Open Source \Wireless Penetration Testing
32 \Wireshark Open Source Data Packet Analyzer
33 SQLMap Freeware SQL Injection Exploitation Tool
34 Kali-Linux Open Source OS containing open source tools
35 \VisualCodeGrepper Open Source Source Code Review
36 SonarQube Open Source Source Code Review
37 JadX Freeware Code analysis
38 Jd-Gui Open Source Static Code Analysis
39 AppScan Codesweep Open Source Code analysis
40 Semgrep Open Source Code analysis




41 Snyk Open Source Code analysis
42 Procmon Open Source Process Monitor Tool
43 Echo Mirage Open Source Network Proxy
44 CFF Explorer Open Source Reverse engineering
45 dnSpy Open Source Debugging Tool
46 Hydra Open Source Penet.ratlon Testing C Password
cracking
. Penetration Testing C Password
47 John the ripper Open Source .
cracking
48 Directory Buster Open Source Directory Brute forcing Tool
49 Custom Scripts Oown Multipurpose
CMS Based Web vulnerability
50 CMSmap Open Source .
Reconnaissance tool
CMS Based Web vulnerability
51 Wpscan Open Source .
Reconnaissance tool
52  lcmseek Open Source CMS Bas.ed Web vulnerability
Reconnaissance tool
53 |Web Browser Add-ons Open Source 'Web/Mobile/API VA Tools
10. Outsourcing of Project to External Information Security Auditors / Experts: No

( If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: No

12. Whether organization is a subsidiary of any foreign based organization? : No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any :

*Information as provided by Maverick Quality Advisory Services Private Limited on Nov 21, 2024.

No
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s RSM Astute Consulting Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization :

RSM Astute Consulting Private Limited.

Mumbai Office Address: Headquarters (Mumbai): 301-307, A Wing, Technopolis Knowledge Park, 82,
Mahakali Caves Road, Andheri (East), Mumbai — 400093

Noida/Delhi Office Address: 2nd and 3rd Floor, Tower B/37, Sector-1, Noida - 201301, Uttar Pradesh

Bangalore Office Address: 3rd Floor, B Wing, Jubilee Building, Museum Road, Bengaluru- 560 025, Karnataka

2. Carrying out Information Security Audits since : January 2011
3. Capability to audit , category wise (add more if required)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PClI, etc.)

Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.)

ICS/OT Audits

Cloud security Audits

Information security policy review and assessment against best security practices
Information Security Testing

Process Security Testing

Internet Technology Security Testing

Application security testing

Physical Access Controls & Security Testing

Software Vulnerability Assessment

Red Team Assessment

Penetration Testing to assess the security posture of Information Systems and Networks.

4. Information Security Audits carried out in last 12 Months :

Govt. 1
PSU 2
Private : 60
Total Nos. of Information Security Audits done 1 63

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project

handled by them)
Network security audit 11
Web-application security audit : 15
Wireless security audit :5
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) :5
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 20
ICS/OT Audits 12
Cloud security Audits :5

6. Technical manpower deployed for information security audits :

CISSPs 1
BS7799 / 1SO27001 LAs : 18



CISAs : 6

DISAs / ISAs : 8
CEH : 10
Total Nos. of Technical Personnel ;51

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

Sr. | Technical Personnel Working with the Information Security related Total experience in
No. Name organization since qualifications (CISSP/ISMS LA / information security
(month & years) CISM/ CISA/ ISA etc., state as related activities (month
applicable) & years)
1 Anup Nair Nov,2016 CISSP, ISO 27001 LA, ECSA, CISA 20 Years
2 Suman Ganguly Feb, 2021 B.E. MBA/ CISA / 1SO270001 20 Years
3 K. Chandrasekaran Feb, 1996 1ISO 27001 LA 53 years
4 Nitin Gupta Jun, 2023 CISA, 1SO 27001 LA, CFE, CIPP(E) 18 Years
5 Mahadevi Garu Mar, 2015 CA, CISA, ISO 27001 LA 12 Years
6 Rajendar Bussa Nov, 2023 CISA, ISO 27001 LA, CEH 20 Years
7 Aniruddha Sapre Jan, 2024 1SO 27001 LA 15 Years
8 G. Satish Mar, 2004 1SO 27001 LA 26 years
9 Shailesh Rangnath May, 2023 CEH 28 years
Mahale
10 Gaurav Rajendra Oct, 2021 ISO 27001 LA, CEH 14 Years
Pawar
11 Aziz Akbar Feb, 2021 B.E. (IT), ISO 27001 LA 11 years
Changani
12 Anshuman Dubey Nov, 2022 1SO 27001 LA, CISA 13 Years
13 Akshay P Jan, 2024 B.E, CEH 3 Years
14 Anushree Dec, 2022 M.Sc (IT), I1SO 27001 LA 6 Years
Shashikant Ayare
15 Himanshu S May, 2023 BCA, OSCP 4 Years
16 Aniket Pramod Sept, 2022 BSC (IT), CEH 5 Years
Jadhav
17 Mugdha Milind Mar, 2023 CEH, 1SO 27001 LA 4 Years
Marathe
18 Abhishek Sahu Jul,2023 CEH, CHFI, ECSA 11 Years
19 Rutusha Kuldip Mar, 2022 B.E. (Computer Science), CEH 2 Years
Lanjekar
20 Sanjay Kumar Aug, 2023 B.Tech (IT), ISO 270001 LA 6 Years
Verma
21 Arjun Singh Jan, 2023 B.Tech, CEH 3.5 Years
22 Gaurav Luthra Oct, 2022 BSC (CS) 1 Years
23 Ritika Kamal Sahu Jan, 2022 1ISO 270001 LA 2 Years
24 Parab Rohit Oct, 2022 1ISO 27001 LA 3 Years
25 Swapnali Mahesh Jan, 2022 B.E. (IT), ISO 270001 LA 2 Years
Ghadigaonkar
26 Rajnish Pathak April, 2023 B.Sc. (IT), CEH 2 Years
27 Sumukh Singh May, 2022 1ISO 270001 LA 3 Years
28 Sahil Surendra Jun, 2022 1SO 270001 LA 1.5 Years
Jaiswal
29 Shanaya Rajput Jun, 2023 B.E, CEH 2 Years
30 Sherin Shaji Dec, 2020 B.Tech (Computer), ISO 270001 3 Years
Palamattam LA, CEH
31 Tanvi Ujjwal Shroff Dec, 2020 1ISO 27001 LA 3 Years
32 | Vinit Jitendra Singh Jun, 2021 1ISO 27001 LA 2.5 Years
33 Mr. Deven Varade July, 2016 1ISO 270001 LA 11 years
34 Urgen Dorjee Jan, 2022 MCA (Computer Applications), 1SO 2 Years

Lepcha

270001 LA




35 Chetan Nimbulkar Oct, 2024 B.E, OSCP 4 Years
36 Yogendra Gopal Oct, 2017 ISO 27001 LA, CISA 30 Years
Joshi
37 Rahul Bhavesh Jun, 2021 B. Tech (Computer Engg), 1SO 2.5 Years
Vasani 27001 LA, CEH
38 Rakshit Bhaskar Jun, 2022 ISO 27001 LA 2 Years
Thapliyal
39 Brettlee Phillip Jun, 2022 B.E. (Computers), ISO 27001 LA 2 Years
Correia
40 Anket Ashok Nov, 2022 ISO 27001 LA, CEH 2.5 Years
Kokam
41 Prince Dubey Jun, 2023 B.Sc. (IT), 2 Years
42 Shubham Singh Jun 2023 B.Sc. (IT) 2 Years
43 Sumit PV May, 2024 BE, CEH 3 Years
44 Akshi Bhardwaj May, 2023 1ISO 27001 LA 7 Years
45 Byju S Dec, 2022 CEH 3 Years
46 G. Swarupa Dec, 2022 ISO 27001 LA, CEH 1 Years
47 Ritik Nov, 2022 B.Tech (IT), CEH 2.5 Years
48 Jemima Treesa Jan, 2023 Master in Cyber Security, CEH 1 Year
Thomas
49 Gaurav Diwakar Sept, 2022 CEH, CRTP 4 Years
Rawool
50 Rehman Salim Beg May, 2022 CEH, OSCP 4 Years
51 M Shahnawaz Aug, 2024 BCA, CEH 1 Years

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Clients

Details

World’s leading IT & ITES Company

Information Security and Cyber Security
Services for their 3 delivery centers in

Rs. 2.63 Crores

Mumbai, Pune and UK. The Project value was

India’s leading Scheduled Bank

Review of application security, APl security

of the Bank: The scope involved:

Application Security Assessment

VAPT

Mobile Application Security Assessment
API Security Assessment

The Project value was Rs.35,04,600/-

and mobile application security assessment
for one of the largest Scheduled Banks. The
assessment coverage was for 150 applications

India’s leading Private Bank

determine
levels for the following domains

Policy

Data Protection

Security Risk Management
Access Management
Organization and Resources
Incident Response
Third-Party/Vendor Management
Security Architecture

Review of Third Party Risk Management and
Information Security maturity

e Business Objectives, Governance and




¢ Infrastructure Resiliency
e  Security Awareness and Training
The Project value was Rs.33,00,000/-

India’s leading NBFC System review of business applications and
IT Audits. The scope covered 48 audits across
Pan India.

The Project value was Rs.55,00,000/-

The scope involved conducting enterprise
Leading Indian consumer electrical equipment | Wide Cyber Security Assessment for all their
manufacturing company critical systems and assisting in establishing
Information Security Framework along with
policies and procedures.

The Project value was Rs. 12,00,000/-

9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

¢ Nessus Professional

e Kali Linux

e Nmap

¢ NetCat, NPing, HPing

e OpenSSL

e  Wireshark

e Metasploit

e SQLMap

e Appscan

e  Burp Suite Pro

e Owasp ZAP

e Nipper, Nipper-ng

e Checkmarx Static Code Analyzer.

e Python, PowerShell

e MobSF

¢ Magisk

e APKtool

e Echo Mirage

10. Outsourcing of Project to External Information Security Auditors / Experts: Yes/No (If
yes, kindly provide oversight arrangement (MoU, contract etc.)
No

11. Whether organization has any Foreign Tie-Ups? If yes, give details: Yes/No
The Organisation does not have any foreign partners, foreign equity or foreign directors. The Organisation
has a foreign tie up being the Indian member of RSM International (details of which are provided in para 12
below).. RSM International is the 6™ largest global audit, tax and consulting network with annual combined
fee income of US$ 9.4 billion across 120 countries since 19 December 1996. RSM International’s global
executive office is located at 50 Cannon Street, London, EC4N 6JJ - United Kingdom

12. Whether organization is a subsidiary of any foreign based organization? : Yes/ No

If yes, give details
The Organisation is not a subsidiary of any foreign based organisation/global organisation.

The Organisation is the Indian member of RSM International since 19 December 1996. RSM International is a
worldwide network of independent accounting and consulting firms having its registered office at 50 Cannon
Street, London, EC4N 6JJ - United Kingdom. RSM is the 6th largest network of independent accounting and
consulting networks in the world with annual combined fee income of US$ 9.4 billion across 120 countries.



The Organisation does not have any foreign partners, foreign equity or foreign directors. Further, we confirm
that RSM International does not have any shareholding or equity participation or funding in the Organization

13. Locations of Overseas Headquarters/Offices, if any : Yes/No

N/A

*Information as provided by RSM Astute Consulting Pvt. Ltd on 20th November 2024

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Mirox Cyber Security & Technology Pvt Ltd

1. Name & location of the empanelled Information Security Auditing Organization :

Name : - Mirox Cyber Security & Technology Pvt Ltd
4th Floor Nila Technopark Kariyavttom PO 695581
Trivandrum, Kerala
Phone +91 471 4016888 / +91 471 4000545
Mobile + 91 9995199499 / 9995799499
Email- rb[at]miroxindia.com / rbmirox2050[at]gmail.com / enquiry[at]miroxindia.com /
info[at]miroxindia.com

2. Carrying out Information Security Audits since : 2010

3. Capability to audit , category wise (add more if required)

¢ Network security audit (Y/N) : Yes
e Web-application security audit (Y/N) : Yes
e Wireless security audit (Y/N) : Yes
e Compliance audits (ISO 27001, PCI, etc.) (Y/N) : YES
e Application VAPT - (Vulnerability Assessment & Penetration Testlng) YES
¢ Network VAPT - (Vulnerability Assessment & Penetration Testing) : YES
e Mobile Application VAPT - (Vulnerability Assessment & Penetration Testmg) YES
e 10T Security Testing : YES
e Social Engineering Test : YES
e Secure Code Review : YES
e Host Security Assessments : YES
e Database Security Audit & Assessment : YES
e Device Security Audit & Assessment : YES
e Telecom Security Audit & Assessment : YES
e SCADA VAPT : YES
e Electronic Security Audit : YES
e Risk Assessments : YES
e ERP Security Audit & Assessment : YES
e Infrastructure Security Audit : YES
e Big Data Security Audit & Assessment : YES
e Cyber forensic Analysis : Yes
e  Security Architecture Review : Yes
e Data Center Security Audit & Assessment : Yes
e Cloud Applications VAPT : Yes
e Threat Assessment : Yes
e SOC - Security Operation Center Audit & Assessment : Yes
e Managed Security Service : Yes
e Automotive Security Audit : Yes
e Al - Artificial Intelligence Security Audit : Yes
e ML- MACHINE LOG AUDIT : Yes
e Satellite Communication Device & System Audit : Yes
. Data Localization Security Audit : Yes
e Ransomware Rescue Analysis & Forensic Investigation : YES
¢ SOAR - Security Orchestration, Automation and Response Audit & Revnew YES

4. Information Security Audits carried out in last 12 Months :

Govt. : 63
PSU : 7
Private : 90

Total Nos. of Information Security Audits done : 160



5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit : 25
Web-application security audit : 95
Wireless security audit : 25
Compliance audits (ISO 27001, PCI, etc.) : 10
Penetration Testing : 75
Mobile Applications Testing : 50
10T & Device Audit :
ERP Audit

Automotive Audit

Database Security Audit

Security Architecture Review

Threat Assessment

Social Engineering Test

Cyber forensic Analysis

Risk Assessment

Infrastructure Security Audit
Electronic Security Audit

Log analysis audit

Independent Verification & Validation
SOAR Security Orchestration, Automation and Response Audit & Review : 1

o
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6. Technical manpower deployed for information security audits :

CISSPs 1
BS7799 / 1SO27001 LAs 3
CISAs 2
DISAs / ISAs 2
Core Technical Security Experts 10
Any other information security qualification 6
Total Nos. of Technical Personnel 18

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Employee | Duration with Experience in Qualifications related to

No. <organization> | Information Security Information security

1 Rajesh Babu 10 14+ CEH/Security Expert
Certified/CISO/Risk
Assessment

2. Lalit 1 16+ Lead Auditor 1ISO

27001:2005 , - ISO
22301:2012, - 1SO
9001:2015
(Information Security
Management System)

3. Harish V 4.5 4.5 + CEH, Security Certified

4. Amal TK 2 2 + Security Certified

5. Ananthulal 1 1+ CEH, Security Certified

6 Anas SA 2 2+ M.SC Cyber Security

7 Pradeep KK 1 15 + Lead Auditor for 1ISO
27001, Lead Auditor for
1SO 9001,Qualified
Auditor for 1SO 14001,
CSQP

8 Manoj VN 1 15 + Lead auditor for Quality

Management System
(ISO 9001)Lead auditor
for EMS Qualified
auditor for OHSAS (




Safety & Security)

9 Nandu 1 2+ Electronic Security
Certified

10 Vishnu 1 1 CEH, Security Certified

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

e Done the largest Infrastructure Security Audit and Assessment more than 16000 machines plus
Enterprise UTM/IDS/IPS/SIEM/ Routers and other related IP based devices etc...for an US Based
company and Kerala State Government SECWAN network 5000 plus.

e Done The Security Testing for World's 3rd largest image and video content portal for an UK based
Enterprise. Its owned and stock more than 100 millions video and image contents.

e Done the Infrastructure SOAR Platform audit for largest Retail based network

9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

S.No. ‘ Tools Opensource/Licensed
1 Acunetix Licensed
2 Nessus Licensed
3 SE-SMSer Opensource
4 acccheck opensource
5 ace-voip opensource
6 Amap opensource
7 arp-scan opensource
8 Automater opensource
9 bing-ip2hosts opensource

10 braa opensource
11 CaseFile opensource
12 CDPSnarf opensource
13 cisco-torch opensource
14 Cookie Cadger opensource
15 copy-router-config opensource
16 DMitry opensource
17 dnmap opensource
18 dnsenum opensource
19 dnsmap opensource
20 DNSRecon opensource
21 dnstracer opensource
22 dnswalk opensource
23 DotDotPwn opensource
24 enumd4linux opensource
25 enumIAX opensource
26 EyeWitness opensource
27 Faraday opensource
28 Fierce opensource
29 Firewalk opensource




30 fragroute opensource
31 fragrouter opensource
32 Ghost Phisher opensource
33 GoLismero opensource
34 goofile opensource
35 hping3 opensource
36 ident-user-enum opensource
37 InSpy opensource
38 InTrace opensource
39 iSMTP opensource
40 Ibd opensource
41 Maltego Teeth opensource
42 masscan opensource
43 Metagoofil opensource
44 Miranda opensource
45 nbtscan-unixwiz opensource
46 Nmap opensource
47 ntop opensource
48 OSRFramework opensource
49 pOf opensource
50 Parsero opensource
51 Recon-ng opensource
52 SET opensource
53 SMBMap opensource
54 smtp-user-enum opensource
55 snmp-check opensource
56 SPARTA opensource
57 sslcaudit opensource
58 SSLsplit opensource
59 sslstrip opensource
60 SSLyze opensource
61 Sublist3r opensource
62 THC-1PV6 opensource
63 theHarvester opensource
64 TLSSLed opensource
65 twofi opensource
66 URLCrazy opensource
67 Wireshark opensource
68 WOL-E opensource
69 Xplico opensource
70 BBQSQL opensource
71 BED opensource




72 cisco-auditing-tool opensource
73 cisco-global-exploiter opensource
74 cisco-ocs opensource
75 cisco-torch opensource
76 copy-router-config opensource
77 DBPwAuUdit opensource
78 Doona opensource
79 DotDotPwn opensource
80 HexorBase opensource
81 Inguma opensource
82 JjSQL opensource
83 Lynis opensource
84 Nmap opensource
85 ohrwurm opensource
86 openvas opensource
87 Oscanner opensource
88 Powerfuzzer opensource
89 sfuzz opensource
90 SidGuesser opensource
91 SIPArmyKnife opensource
92 sglmap opensource
93 Sqglninja opensource
94 sqlsus opensource
95 tnscmd10g opensource
96 unix-privesc-check opensource
97 Yersinia opensource
98 Armitage opensource
99 Backdoor Factory opensource
100 BeEF opensource
101 Commix opensource
102 crackle opensource
103 exploitdb opensource
104 jboss-autopwn opensource
105 Linux Exploit Suggester opensource
106 Maltego Teeth opensource
107 Metasploit Framework opensource
108 MSFPC opensource
109 RouterSploit opensource
110 Airbase-ng opensource
111 Aircrack-ng opensource
112 Airdecap-ng and Airdecloak-ng opensource
113 Aireplay-ng opensource




114 Airmon-ng opensource
115 Airodump-ng opensource
116 airodump-ng-oui-update opensource
117 Airolib-ng opensource
118 Airserv-ng opensource
119 Airtun-ng opensource
120 Asleap opensource
121 Besside-ng opensource
122 Bluelog opensource
123 BlueMaho opensource
124 Bluepot opensource
125 BlueRanger opensource
126 Bluesnarfer opensource
127 Bully opensource
128 COWPALtty opensource
129 crackle opensource
130 eapmd5pass opensource
131 Easside-ng opensource
132 Fern Wifi Cracker opensource
133 FreeRADIUS-WPE opensource
134 Ghost Phisher opensource
135 GISKismet opensource
136 Gqrx opensource
137 gr-scan opensource
138 hostapd-wpe opensource
139 ivstools opensource
140 kalibrate-rtl opensource
141 KillerBee opensource
142 Kismet opensource
143 makeivs-ng opensource
144 mdk3 opensource
145 mfcuk opensource
146 mfoc opensource
147 mfterm opensource
148 Multimon-NG opensource
149 Packetforge-ng opensource
150 PixieWPS opensource
151 Pyrit opensource
152 Reaver opensource
153 redfang opensource
154 RTLSDR Scanner opensource
155 Spooftooph opensource




156 Tkiptun-ng opensource
157 Wesside-ng opensource
158 Wifi Honey opensource
159 wifiphisher opensource
160 Wifitap opensource
161 Wifite opensource
162 wpaclean opensource
163 apache-users opensource
164 Arachni opensource
165 BBQSQL opensource
166 BlindElephant opensource
167 CutyCapt opensource
168 DAVTest opensource
169 deblaze opensource
170 DIRB opensource
171 DirBuster opensource
172 fimap opensource
173 FunkLoad opensource
174 Gobuster opensource
175 Grabber opensource
176 hURL opensource
177 jboss-autopwn opensource
178 joomscan opensource
179 jSQL opensource
180 Maltego Teeth opensource
181 PadBuster opensource
182 Paros opensource
183 Parsero opensource
184 plecost opensource
185 Powerfuzzer opensource
186 ProxyStrike opensource
187 Recon-ng opensource
188 Skipfish opensource
189 sqlmap opensource
190 Sqlninja opensource
191 sqlsus opensource
192 ua-tester opensource
193 Uniscan opensource
194 Vega opensource
195 w3af opensource
196 WebScarab opensource
197 Webshag opensource




198 WebSlayer opensource
199 WebSploit opensource
200 Wfuzz opensource
201 WPScan opensource
202 XSSer opensource
203 Burpsuite Commercial
204 Google Nogotofail Opensource
205 ImmuniWeb Opensource
205 zaproxy opensource

10. Outsourcing of Project to External Information Security Auditors / Experts

If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details

12. Whether organization is a subsidiary of any foreign based organization?

details

13. Locations of Overseas Headquarters/Offices, if any

*Information as provided by Mirox Cyber Security & Technology on 26-10-2020

No (

No

No If yes, give

No
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s AQM Technologies Pvt Ltd.

1. Name & location of the empanelled Information Security Auditing Organization:

AQM Technologies Pvt Ltd.
Mumbai, India

2. Carrying out Information Security Audits since:

Year 2001 - (erstwhile AUDITime Information Systems Ltd.)
Year 2018 (AQM Technologies Pvt. Ltd.)

3. Capability to audit, category wise (add more if required)

Network security audit (Y/N):

Web-application security audit (Y/N):

Wireless security audit (Y/N):

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N):
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) :
ICS/OT Audits (Y/N) :

Cyber Security (Y/N):

Cloud & DC, DR, BCM (ISO 22301) Audits, CSOC Audits

Source Code Reviews

IT Application / ERP Audits

IT Security & Infrastructure Audits

Vulnerability Assessments & Pen Testing (Mobile/WebApps)

Third Party / Outsourcing / Vendor Audits

Functional Audits (BFSI/CBS/ Treasury / GL/ Recon) Audits

SWIFT / ATMs/ Switch/ AP1/ Payment Gateway Audits

Data & Technical Migration & Pre / Post Implementation Audits

IT M&A / Due Diligence Audits

Concurrent Audits - DC, Application, ITGC & Security Audits

Assurance of IT Audits

AUA/ KUA Audits

< < < < < << << << << << < << =<|=<

4. Information Security Audits carried out in last 12 Months:

Govt. : <0>
PSU : <28>
Private : <2>
Total Nos. of Information Security Audits done : 30

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them):

Category Number

Application audit 3

Application audit / pre-implementation
ASA Audit




AUA Audit
AUA/KUA Audit 4
Audit

Configuration Audit

Cybersecurity Audit / Compliance audit

Data Migration audit

Database Audit

Gap Assessment

ISNP Audit

Mobile Application Audit 19
Network security audit

PPl Audit

SAR Audit 9
Server Configuration audit 4
Server VA 8
Source code review 7
Source code review

System audit

UIDAI Audit

Vendor Audit

Website / Web-application security audit 168

Wireless security audit
Finance Sector Audits (Swift, ATMs, API, Payment
Gateway etc.) 4

ICS/OT Audits

Cloud security Audits

Network Configuration audit

Technical manpower deployed for informationsecurity audits:

CISSPs: 0

BS7799 / 1SO27001 LAs : 6

CISAs : 7 (Certified) +1 (Certification
Pending)

DISAs / ISAs : ]

Any other information security qualification: CEH 20

Total Nos. of Technical Personnel : 36

Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required):

Experience
Sr. No Name of the Duration with in Professional/ Technical/
’ " | Employee AQM Information | Qualification/ Certification
Security
. Since Inception
1 Madhavji Bhadra FY 2000 23+ Years CA/ CISA
. Since Inception
2 Ritesh Kotecha FY 2000 23+ Years B.com, CA / CISA
. o BCom, MBA / CISA, CEH,
Sachin Mirajkar 18+ Year 18+ Year CHFI, CCNA, ITIL
Dhruti Patel 21+ Years 21+ Years B.Com, CMA / CISA, CSQA,




PMP
Manjunath B P 2+ Years 34+ Years M.Sc. / ISO 27001:2013 LA
Deepak Kalambkar 1 Year 26 + Years B.Com. / Doctorate in Cyber
Law and IT Management
BCA / CISA, CEH, CPTE, CNSS,
Badal Sardhara 2 + Years 4.8 + Years 1SO 27001: LI
8 Raviteja Chiliveri 1 Year 4 Years B.Sc., MBA / ISO 27001 LA
9 Ainul Shaikh 1 + Years 2.5 + Years M.Com / CISA
10 Ahmed Sayyed 1+ Years 5+ Years BA /'(.:EH., CCSE, JNCIA, MCITP
Badshah Certification
11 Dhanraj Khandar 3 + Years 3 + Years BCA / CEH v10
12 Dhanshri Jagtap 2.3 + Years 2.3 + Years B.E (CS), CDAC/ CEH, CSAl1
Shubham B.E (CSE), CDAC / CSA1:
13 Maheshwari 2.8 + Years 2.8 + Years Certified Security Awareness
1, CAP, CEH v12, LPT, CPENT
14 Chidurala Charan 4.6 + Years 4.6 + Years B.E (CS) / CEH
. - B. Sc. (IT), M. Sc (IT) / CEH,
15 Juilee Gije 3 + Years 3 + Years 1SO 27001 LA
16 Prasad Dhuri 2.5 + Years 3.7 + Years B. Sc (IT) / MTA Python, CEH
17 Amol Patil 2.5 + Years 2.5 + Years B. Sc (IT) / CEH v12
18 Vishal Khot 2 + Years 2 + Years B. Sc (IT) / CEH
19 Rutuja Chaudhari 2.6 + Years 2.6 + Years (B:SS;\:l (IT), CDAC / CEH v12,
20 Rakesh Makode 3 + Years 3 + Years BE, CDAC / CEH v12
21 Sangram Kale 2.3 + Years 2.3 + Years M.Cs. / CEH v12
22 Shreya Kamble 2 + Years 2 + Years MCA / CEH v12
23 Sayli Kale 2 + Years 2 + Years BE, CDAC / CEH
24 Swati Harad 1.5 + Years 3 + Years BE / CEH v12
25 Rakesh Gangapuri 1.5 + Years 3 + Years BE, CDAC / CEH v12
26 Aniket Hinge 3 + Years 3 + Years BE / CEH v11
27 Omkar 2 + Years 3 + Years | BE/ CEH vi11
Jamsandekar
28 Akshay kumar 1 + Years 1 + Years B. Tech
Yadav
29 Pratibha Singh 1 + Years 3 + Years BSC. (IT) / Microsoft Certified:
Azure Fundamentals
M.Sc. (IT) / CCIO, MCSA 742,
Oracle Cloud Infrastructure
30 Seema Pal 1 + Years 4.3 + Years 2022 Certified Foundation
Associate
31 Himadri Muduli 1+ Years 2.4+ Years B. Tech / CEH
32 Yogesh Barse < 1 Year 5 + Years BE
33 Shashikant Mali < 1 Year 3.8+ Years BE
34 Swapnil <1 Year <1 Year B.Tech
Dharanappagoudar
Priyanshi BE / ISO 27001, 1SO 20000,
35 Shrivastava < 1 Year < 1 Year ISO 22301
36 Shreya Katale < 1 Year < 1 Year B. Tech / 1ISO 27001 LA
37 Shreya Gavde < 1 Year 2 + Years B.Sc

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Union Bank of India -

Secu

rity Testing

PO Value (for total TCOE project) : INR < 8 Cr.

Pune Municipal Corporation -

1. Application Audit




2. Network Audit

3. Information Security & Data Protection Policies, Procedures & Guidelines
Approx. Appl/ AP1/ Infra counts:
Value : INR < 1.20 Cr.

9. List of Information Security Audit Tools used (Commercial/ freeware/proprietary):

Tool Name Purpose
Acunetix Web Application VA
Burp suite Web App, Mobile App, API VAPT,
SoapUl APl VAPT
CheckMarkx Source Code Review & Web App PT
Nessus Server VA, Network VA, Cloud VA
Qualys Server VA, Network VA, Cloud VA
Python scripts (proprietary) Server/Network/Web application VAPT
Logcat Mobile Application VAPT

Kali Linux

Other Tools

Mobile application VAPT, Web Application VAPT, Server VAPT,
Network + WiFIl VAPT.

JD-GUI / DEX2JAR/
APKTOOL/ Drozer/ MOBSF

Mobile Application VAPT

POSTMAN

Web services and API Testing automated tool

Wireshark

Network protocol analyser

Ettercap

network sniffing / intercepting / logger for ethernet LANs

OWASP Zed Attack Proxy/
SQLMap/ Iron Wasp/ Nikto

Web application security scanning

SSL Qualys server lab

SSL Scanner

NetCraft / NMAP

Internet security services checks/ assessment (e.g.: anti-
fraud and anti-phishing services and PCI scanning, Port
scanning)

Metasploit Framework /
Netcat

Exploit code development framework for Pentesting

EchoMirage

Thick Client VA & PT

10. Outsourcing of Project to External Information Security Auditors / Experts: Yes/No

( If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: Yes/No

12. Whether organization is a subsidiary of any foreign based organization? : Yes/ No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any: Yes/No

*Information as provided by < AQM Technologies Pvt. Ltd.> on <12.12.2024>

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Centre for Development of Advanced Computing (C - DAC)
1. Name & location of the empanelled Information Security Auditing Organization:

Centre for development of Advanced Computing (C-DAC), Hyderabad
2. Carrying out Information Security Audits since : 2014

3. Capability to audit, category-wise (add more if required)

e Network security audit (Y/N)

e Web-application security audit (Y/N)

e Wireless security audit (Y/N)

e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCl, etc.) (Y/N)
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)
e ICS/OT Audits (Y/N)

e Cloud security Audits (Y/N)

4. Information Security Audits carried out in last 12 Months:

Govt. : 116
PSU : 244
Private : 25

Total Nos. of Information Security Audits done : 385

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit : 04
Web-application security audit : 155
Wireless security audit :0
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) :0
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) :0
ICS/OT Audits :0
Cloud security Audits : 04
Web services : 08
Esign ASP : 03
Mobile Application (los/Android) 14
AUA : 09
Source Code :01
Thick client : 01
PT : 03
Forensic Analysis : 02

6. Technical manpower deployed for information security audits:

CISSPs > Nil
BS7799 / 1SO27001 LAs : 38
CISAs 4
DISAs / ISAs > Nil
Any other information security qualification : 130
Total Nos. of Technical Personnel : 135

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)



Experienc

S. Name of Durzjttrl‘on fe n Qualifications related to
No. Employee Centre Name wit Informati Information security
C-DAC on
Security
ISMS LA
SANS - GAWN,
SANS - GXPN,
01 Dr. Ch A S Murthy C-DAC, Hyderabad May, 1999 25+ Years CERT-CC Certified Incident
Handling, Forensics Analysis
and Network Security in
CMU, USA, CISA 301V,
401V
CERT-CC Certified Incident
Handling, Forensics Analysis
02 Ms. Eswari P R L C-DAC, Hyderabad Feb 2000 24+ Years and Network Security in
CMU, USA
GREM
SANS GWAPT,
SANS Advanced Web
03 Ms. Indraveni Ch C-DAC, Hyderabad July 2005 19+ Years Application Penetration
Testing and Ethical Hacking,
ISMS LA, CISA
CEH (EC Council),
Mr. Nandeeshwar. ECSA (EC Council),
04 B C-DAC, Hyderabad 2008 16+ Years ISMS LA,
CISP-STQC
05 Mr. Tyeb Naushed C-DAC, Hyderabad 2008 16+ Years CCNA, ITL, ECSA, ISMS LA
06 Mr. Sayooj M P C-DAC, Hyderabad 05622_ 5+ Years ISMS LA
Mr. Anand K 21-06-
07 Chaudhary C-DAC, Hyderabad 2021 3+ Years CEH
Mr. Babajee 07-09-
08 Gubbala C-DAC, Hyderabad 2021 3+ Years CEH
02-05-
09 Mr. D Ganesh C-DAC, Hyderabad 2023 1+ Years CEH
10 Ms. Supriya C-DAC Hyderabad Sept 2024 3 Months -
11 Mr. Rohit Patil C-DAC Hyderabad Sept 2024 3 Months -
12 Mr. Rohit Sansiya C-DAC Hyderabad Sept 2024 3 Months --
s ISMS LA, ISC2 CC, CPT,
13 Mr. Pirikiti C-DAC, Hyderabad 10-09- 6+ Years | CISA 100W, 210W, 301V,
Gopinadh 2018
401V
14 Mr. Sadawarte C-DAC, Hyderabad | 10-02-2020 4+ Years CEH, ISC2 CC, CCNA, NDE,
Dheeraj Sudamrao SecOps CNSP
. 01-01-
15 Mr. Satish Babu G C-DAC, Hyderabad 2014 10+ Years ISMS LA
Mr. Prashanth 29-12-
16 Gone C-DAC, Hyderabad 2022 5+ Years CEH
Mr. Sumit 06-12-
17 Srivastava C-DAC, Hyderabad 2018 4+ Years ISMS LA
18 Ms. Sweta Y C-DAC, Hyderabad 28-06- 2+ Years Masters of Network and
2022 Security
20-08-
19 Ms. Sweta M C-DAC, Hyderabad 2023 1+ Years -
Mr. Rushikesh 29-04- PG Diploma in cyber
20 Dhondge C-DAC, Hyderabad 2022 2+ Years security CDAC




Ms. Puvvula

13-09-

21 Sravani Sai C-DAC, Hyderabad 2021 3+ Years -
22 Mr. Deepankar C-DAC, Hyderabad 2022 2+ Years -
September Post Graduation Program,
23 Mr. Rambabu C-DAC, Hyderabad 2022 2+ Years Cyber Security, ISMS LA
24 | Ms. Shital Mahajan C-DAC, Hyderabad 2019 5+ Years -
25 Ms. Amani S C-DAC, Hyderabad 2019 5+ Years PG in IT Security
26 Ms. Uma Bharathi C-DAC, Hyderabad 2022 2+ Years ISMS LA
27 Mr. Kushal C-DAC, Hyderabad 2022 2+ Years PG Diploma
Bhargava
2g | Mr. Aé?zgﬁ”mar C-DAC, Hyderabad 2022 2+ Years PG-DITISS
29 Ms. Mounika C-DAC, Hyderabad 2019 5+ Years -
Advanced Diploma in Cyber
30 Mr. Harmesh Rana C-DAC, Hyderabad 2021 3+ Years Security, 1ISC2 CC, SecOps
CAP, CNSP
31 Mr. Kapil Kamble C-DAC, Hyderabad 2022 2+ Years -
Ethical Hacking Essentials,
Fortinet NSE1, NSE2,
Mr. K Cybersecurity and
32 Vishnuvardhan C-DAC, Hyderabad 2022 2+ Years Infrastructure Security
Agency (CISA) 401V, 310V,
100w, 210W-01,210W-02
CISA (100w, 210w, 301V,
o 401V), Cyber Security
33 Mr. T Saiteja C-DAC, Hyderabad 2022 2+ Years Essentials by FutureSkills
Prime
Mr. U CISA
34 Raman'.-ame ulu C-DAC, Hyderabad 2022 2+ Years (100wW,210W,301V,401V)
Janey and FORTINET NSE1 , NSE2
35 Mr. Leela Krishna C-DAC, Hyderabad 2022 2+ Years CISA (100\4\/612\/1)0\/\/’ 301V,
36 Mr. U V Sudarshan C-DAC, Hyderabad 2018 6+ Years -
37 | Mr. G Premkrishna | C-DAC, Hyderabad 129622' 8+ Months -
19-03-
38 Mr. O Mahesh C-DAC, Hyderabad 2024 8+ Months -
. 21-03-
39 Ms. K Srushti C-DAC, Hyderabad 2024 8+ Months -
. 19-03-
40 Mr. R Vivekananda C-DAC, Hyderabad 2024 8+ Months -
Mr. Abhishek 21-03-
41 Tiwari C-DAC, Hyderabad 2024 8+ Months -
Ms. Sathvika Eluri C-DAC, Hyderabad 25-09- 2+ Months -
42 : » Y 2024
43 | Ms.MaheshBaban | ,c hyderabad 04-03- 9+ Months PG-DITISS
Anerao 2024
44 Mr. Pratik Rajesh 04-03-
Vibhandik C-DAC, Hyderabad 2024 9+ Months PG-DITISS
Mr. Chinmay 04-03-
45 Rajendra Ghate C-DAC, Hyderabad 2024 9+ Months PG-DITISS
46 Ms. Ashwini C-DAC, Hyderabad Apr-21 4+ Years PG-DITISS, CEH
Madhavrao Mane
47 Mr. SaljﬁgKumar C-DAC, Patna Dec-15 8+ Years -
48 Mr. Shailendra C-DAC, Patna Jun-24 > 5 Months M.Tech in Information

Pratap Singh

Security




49

Mr. Shivansh

C-DAC, Patna

Sep-21

3+ Years

M.Tech in Information

Raghuwanshi Technology
50 Mr. Prashant C-DAC, Patna Oct-23 1+ Years PG Diploma in Cyber
Srivastava Security & Forensics
Mr. Himanshu PG Diploma in Cyber
51 Shekhar C-DAC, Patna Oct-23 1+ Years Security & Forensics
CDAC
Chennai:
Dec 2007 -
Mr. D. J Ashok . Sep 2021
52 Kumar C-DAC, Silchar CDAC 16+ Years -
Silchar: Oct
2021 - till
date
53 | Mr. Amitabha Nath C-DAC, Silchar 07-22 2+ Years -
54 Mr. Debajit Das C-DAC, Silchar 12-22 2+ Years -
"(CompTIA Network+)
Mr. Anjeeshnu B - 0.5+ (Google Cybersecurity
55 Banerjee C-DAC, Silchar 11724 Months Professional), SC-200:
Microsoft Security
56 Mr. Anurag Rajput C-DAC, Delhi Oct, 2013 3 Years ISMS LA
57 Mr. Arun Kumar C-DAC, Delhi Oct, 2022 3 Years CDAC
58 Mr. Arvind Kumar C-DAC, Delhi May, 2021 2 Years CDAC
59 Mr. Rupesh Malik C-DAC, Delhi July, 2022 1 Years CDAC
60 Mr. Nikhil Phate C-DAC, Delhi July, 2022 1 Years CDAC
61 | Mr “é?\‘;‘:\i?p S C-DAC, Mohali Aug-00 | 15+ Years ECSA, CISP
62 | Mr. Harpreet Singh C-DAC, Mohali Oct-10 11+ Years ISMS LA
63 Mr. Navjeet Singh C-DAC, Mohali Aug-10 6+ Years CEH
6a | Mr Sukhmeet C-DAC, Mohali Jul-10 9+ Years -
Singh
65 Mr Ar_nandeep C-DAC, Mohali Apr-07 7+ Years -
Singh
66 Ms. Shaveta C-DAC, Mohali Jan-10 8+ Years CEH
67 Mr. Daveet Singh C-DAC, Mohali Apr-10 6+ Years ISMS LA
68 Mr. Chetan Soni C-DAC, Mohali Jun-15 12 + -
69 Mr. Rahul Dhod C-DAC, Mohali Aug-23 3+ -
70 Mr. Amol Suroshe C-DAC, Mumbai Dec-05 19 ISMS LA, ITIL, FCNSA
71 Mr. Gajanan Lobhe C-DAC, Mumbai Feb-18 6+ ISMS LA, CEH
72 Ms. Bhushna C-DAC, Mumbai Mar-23 54 ISMS LA, CE_H, Cyber
Lajurkar Security
73 Mr. Saurabh Sarda C-DAC, Mumbai May-21 3.7 Years CEH, Pg-DITISS
74 Ms. Prajakta C-DAC, Mumbai May-22 2.7 Years CEH, Pg-DITISS
Mr. Ashish . CEH, CAP, Certified in Cyber
75 Chaurasiya C-DAC, Mumbai May-22 4.5 Years Security (1SC2)
_ Pg-DITISS, KLCP (Kali Linux
76 Mr. H;;’:r'k%h C-DAC, Mumbai Jun-24 1+ Year Certified Professional),
Microsoft SC900 Certified.
Mr. Anupam 10-06-
77 Chanda C-DAC, Kolkata 2005 20+ Years ISMS LA
78 | Mr. Kousik Maiti C-DAC, Kolkata 021683' 15+ Years ISMS LA
Mr. Abhijit 10-04-
79 Chatterjee C-DAC, Kolkata 2000 10+ Years ISMS LA
Mr. Aniruddha 16-05-
80 Datta C-DAC, Kolkata 2011 8+ Years ISMS LA, CHFI
Mr. Shabdik 01-03-
81 Chakraborty C-DAC, Kolkata 2022 2+ Years CEH
Ms. Mamata 17-04-
82 Chakraborty C-DAC, Kolkata 2017 5+ Years CHFI
Mr. Shubhadeep 01-12-
83 Ghosh C-DAC, Kolkata 2021 2+ Years CEH




Mr. Hrishikesh

01-11-

84 Patra C-DAC, Kolkata 2022 2+ Years CEH
85 Mr. Vishnu Thiruv(;nDaélS}:\apura August 1 year 3 Cy(blesrcs:)e%:ucr?tr;lf:\(/led%ZCh
Ramakrishnan 2023 Months T
m Cyber Forensics
CEH, Microsoft Certified -
Mr. Asheet Kumar . C-DAC, August 2 Year 4 W|_nc_iows Server H_ybnd
86 . Thiruvananthapura Administrator Associate, M.
Tirkey 2022 Months -
m Tech in Network &
Information Security
C-DAC
. ’ August 1 Year 3 ISO/IEC 27001:2022 Lead
87 Mr. Deepu S Thlruvanre:]nthapura 2023 Months Auditor
C-DAC, August 1 Year 3 Certified ISO/IEC
88 Ms. Neethu PN Thiruvananthapura 27001:2022 Lead Auditor,
2023 Months .
m M. Tech Cyber Forensics
Microsoft Certified -
C-DAC, Windows Server Hybrid
89 Mir’e\lﬂ\ixz ¢ Thiruvananthapura July 2022 ZJ:r?trsf Administrator Associate,
m Certified 1SO: IEC
27001:2022 Lead Auditor
EC-Council Certified SOC
Analyst, Lead Auditor in
Information Technology
Service Management
System ISO/IEC 20000-
Ms. Shabana . C-DAC, February 4 Year 9 1'2918(.|TSMS)’ Le.ad
90 Thiruvananthapura Auditor in Information
Thasneem M 2020 Months .
m Security Management
Systems ISO/IEC
27001:2013(ISMS),
Microsoft Certified -
Windows Server Hybrid
Administrator Associate
C-DAC,
91 Mr. Shamil Shaji Thiruvanrarl]nthapura A;g;;t 1M\c()enat1;1§ M.Tech Cyber Forensics
Mr. Faheen _ C-DAG, February 2 Year 9 Microsoft Certified -
92 Thiruvananthapura Windows Server Hybrid
Mohammed 2022 Months . -
m Administrator Associate
Microsoft Certified -
C-DAC, 3 Year 7 Windows Server Hybrid
93 Mr. Rejith R S Thiruvananthapura | March 2022 Months Administrator Associate,
m Lead Auditor ISO/IEC
27001:2022
Certified Ethical Hacker
(CEH) - EC COUNCIL (15
July 2023 to 14 July 2026)
Lead Auditor in Information
Technology Service
Management System
04 Ms. Vidhva K S Th C‘DAE’] May 2020 3 Year 9 1!3(())1/:3%?%&05(;?17
s- Vidhya |ruvanre]11n apura ay Months December 2021

Lead Auditor in Information
Security Management
Systems ISO/IEC
27001:2013(ISMS)-17
December 2021
Certified Penetration Tester
(CPT)-RedTeam Hacker




Academy (19 February
2023)

C-DAC,

Cyber Security Analyst
(CSA), Microsoft Certified -

. . 2 Years 5 Windows Server Hybrid
95 Mr. V Vipin Thiruvananthapura June 2022 Months Administrator Associate,
m .
Google Cybersecurity
Certificate.
C-DAC . -
s . ’ 3 Years 2 EC-Council Certified SOC
96 Ms. AthiraVijayan Thlruvan;nthapura March 2023 Month Analyst (CSA)
C-DAC
. . ’ August 1 Years 3 .
97 | Ms. Sreenu Priya S Thlruvanra:]nthapura 2023 Months M.Tech Cyber Forensics
Microsoft Certified -
C-DAC Windows Server Hybrid
08 Ms. Reema Ann Thiruvanantl"ma ura August 2 Years 3 Administrator
Mathew m P 2022 Months Associate (AZ- 800 & 801),
EC-Council Certified SOC
Analyst (CSA)
C-DAC,
99 Mr. Ashik Kabeer Thiruvananthapura October 1 Years 6 Certified Ethical Hacker v12
m 2023 Months
C-DAC
. ’ December SANS 508- GCFA, ISO/IEC
100 Mr. Mahesh IK Thlruvans]nthapura 5013 3 Years 57001:2022 LEAD AUDITOR
101 Ms. Kavya Thiruv(;_nzélgk’\a ura October 1 Years 2 Certified 1SO/IEC
Krishnan m P 2023 Months 27001:2022 Lead Auditor
C-DAC, > vears 5 Microsoft Certified -
102 Ms. Diksha Singh Thiruvananthapura June 2022 Windows Server Hybrid
Months g -
m Administrator Associate
EC-Council Certified SOC
Analyst (CSA), Lead Auditor
in Information Technology
Service Management
System ISO/IEC 20000-
C-DAC, Februar 4 Years 9 1:2018(ITSMS)
103 Mr. Drisand B Thiruvananthapura y Lead Auditor in Information
2020 Months .
m Security Management
Systems ISO/IEC
27001:2013(ISMS),
Microsoft Certified -
Windows Server Hybrid
Administrator Associate
C-DAC -
. ’ September Certified ISO/IEC
104 Ms. Aneesha T S Thlruvanrz;nthapura 2023 2 Years 57001:2022 Lead Auditor
EC-Council Certified SOC
C-DAC, Analyst (CSA).
105 Ms. Azna Asharaf Thiruvananthapura February 4 Years 9 Microsoft Certified -
2020 Months - .
m Windows Server Hybrid
Administrator Associate
C-DAC, January EC-Council Certified SOC
106 | Mr. Abhishek Nair Thlruvangqnthapura 2024 11 Months Analyst (CSA)
C-DAC, Januar
107 | Mr. Amal Krishnan Thiruvananthapura 2024y 11 Months -
m
C-DAC . -
. ’ January EC-council Certified SOC
108 Mr. Hemand H S Thlruvanre;lnthapura 2024 11 Months Analyst (CSA)
C-DAC, FortiManager 7.4
. August 1 Year 3 - .
109 Ms. Alka Patel Thiruvananthapura 2023 Months Administrator, FortiAnalyzer

m

7.4 Administrator




C-DAC,

110 Mr. Surya GS Thiruvananthapura Jazrz)uzzﬂ'y 11 Months -
m
C-DAC . -
. ’ January EC-council Certified SOC
111 Ms. Darsana k Thlruvan;nthapura 2024 11 Months Analyst (CSA)
C-DAC, August 1 Year 3 Certified ISO/IEC
112 | Ms. Krithi Manohar Thiruvananthapura 27001:2022 Lead Auditor,
2023 Months -
m M.Tech Cyber Forensics
C-DAC, January
113 Ms. Swathy KS Thiruvananthapura 2024 11 Months -
m
EC-Council Certified Ethical
Hacker v12, IT-1TeS SSC
NASSCOM Certificate in
C-DAC SQC Analyst, MicrosofF -
114 Mr. Arya L Thiruvanantl"mapura November 2 Year 2 Wmc_;lo_ws Server Hy_bnd
’ m 2018 Months Administrator Associate,
Qualys Certified Specialist
in Vulnerability
Management Detection &
Response
Microsoft Certified -
. . C-DAC, Windows Server Hybrid
115 Ms. Sobhgekshml v Thiruvananthapura March 2022 3 Years Administrator Associate,
m IRCA certified ISO/IEC
27001:2022 Lead Auditor
Microsoft Certified -
Ms. Kavita _ CG-DAC, October 3 Years 3 Windows Server Hybrid
116 Sonawane Thiruvananthapura 2020 Months Administrator Associate,
m EC-Council-Certified SOC
Analyst
C-DAC,
117 M. Mo_hammad Thiruvananthapura November 1+ Years M.Tech Cyber Forensics
Riyaz m 2023
EC-Council Certified SOC
Analyst (CSA), Lead Auditor
in Information Technology
Service Management
System ISO/IEC 20000-
Ms. Jamshiya . C-DAC, February 4 Years 9 1'2.018.(|TSMS) .
118 Thiruvananthapura Lead Auditor in Information
Beegam V P 2020 Months .
m Security Management
Systems ISO/IEC
27001:2013(ISMS),
Microsoft Certified -
Windows Server Hybrid
Administrator Associate
GIAC Certified Forensic
. C-DAC, Analyst (GCFA), GIAC
119 M. Sentrll?:lkumar K Thiruvananthapura June 2006 14 Years Continuous Monitoring
m (GMON), ISO 27001 & ISO
20000-1 Lead Auditor
EC-Council Certified SOC
Analyst (CSA), Lead Auditor
in Information Technology
Service Management
Novemb > R0t8(TSMS)
. . ovember :
120 | Dr. Dittin Andrews Thlruvanr?qnthapura 2007 17 Years Lead Auditor in Information

Security Management
Systems ISO/IEC
27001 (ISMS), Certified
Lead Implementor ISO
27001 (ISMS)




Microsoft Certified -
C-DAC, February Windows Server Hybrid
121 | Ms. Vishnupriya S Thiruvananthapura 2023 3 Years Administrator Associate,
m Certified ISO/IEC
27001:2022 Lead Auditor
Microsoft Certified -
C-DAC Winc_;lo_ws Server Hy_brid
122 | Ms. Nebila Nizam N Thiruvanant}’,lapura October 3 Year 2 Admlnlstrator Asgo_uate,
2022 Months FortiManager Administrator
m -
V7.4, FortiAnalyzer
Administrator v7.4
Mr. Gokul Krishna - C-DAC, EC-council Certified SOC
123 Thiruvananthapura June 2024 5 Months
B m Analyst (CSA)
C-DAC, Feb 270(?1E H2(;/2122 'LISS/AEg't
. ebruary : ead Auditor,
124 Mr. Jafeel V Thlruvanre:]nthapura 2024 1 Year MTech Cyber Security
Engineering
Google Cybersecurity
Mr. Abhishek _ C-DAG, 21June, | 2vYearss | Certificate, FortiManager
125 Thiruvananthapura 7.4 Administrator,
Kumar 2022 Months .
m FortiAnalyzer 7.4
Administrator
C-DAC, . -
126 H'\gZ'egE; rr;up Thiruvans]nthapura June 2024 5 Months EC_C?;\Jnnaﬁ;I/S(ie(rég'z)d SOcC
C-DAC
. ’ 1 Years 5 ISO/IEC 27001:2022 Lead
127 Mr. Anup KR Thlruvans]nthapura July 2023 Months Auditor
C-DAC, Certified Cybersecurity
128 Ms. Aryasree S Thiruvananthapura July 2024 0 Months Analyst, Google
m Cybersecurity Certificate.
C-DAC, August FortiManager 7.4
129 Ms. Megha More Thiruvananthapura 3 Months Administrator, FortiAnalyzer
2024 L
m 7.4 Administrator
C-DAC, January
130 | Mr. Maschio Berty Thiruvananthapura 2024 11 Months -
m
_ C-DAC Sof_tware Securit_y (C-DAC),
131 Mr. Robin Alex Thiruvanantk’mapura August 1 Year 3 Kali for Penetration T_esters
Oommen m 2023 Months (EC-COUNCIL), PG-Diploma
in Advanced Computing
C-DAC, September
132 | Mr. Vishaw sharma | Thiruvananthapura 2024 3 Months -
m
Mr. Kazi Iftequar _ C-DAG, 21 June, 2 Years 5 EC-Council Certified SOC
133 Thiruvananthapura Analyst (CSA), Google
Parvez 2022 Months - o
m Cybersecurity Certificate
. C-DAC,
134 MsrébAaIL\’/;/ilgnP Thiruvan;nthapura June 2024 lh/T()er?trr?s6 --
C-DAC
. . . ’ February 1 Years 2
135 | Ms. S Krishnaveni Thlruvangqnthapura 2024 Months --

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

S.

No.

Organization

Description

Volume
(Duration

)

Complexit

y

Location Project Value
s (Including GST)




Bharat
Petroleum Cyber security .
01 Corporation audit of BPCL 1 year High 38 Rs. 3,29,73,649/-
Limited (BPCL)
Hiring services for
Cyber Security
. Assessment,
ggsand Natural Preparation of OT
02 . (Operations 1 year High 1 Rs. 1,57,50,000/-
Corporation
(ONGC) Techn_ology)
Maturity model &
framing of OT
Policy
VAPT of IT and OT
Jammu and Infrastructure for
. Two years, ISMS/
Kashmir Power 1SO 27001
03 Development 2 years High 1 Rs. 1,08,85,500/-
Corporation jﬁgﬁgg}_ﬂ{fm to
Ltd (JKSPDCL) certification of
JKSPDCL
UTI
Infrastructure
04 lﬁﬁhgglﬂs 3‘?‘;?{&’ Audit of 24 weeks High 1 Rs. 2,02,19,911/-
Limited
(UTHITSL)
CSA of projects in
05 Directorate of Directorate of 1 year High 1 Rs. 3,12,70,000/-
Income tax Income tax
(Systems)
Comprehensive
Cyber Security
Department for | Audit of important
Promotion of applications,
06 Industry and platforms and 6 Months High 1 Rs. 1,69,00,314/-
Internal Trade databases of DPIIT
(DPIIT) Main, CGPDTM,
PESO, Invest India
& lICC
Sardar Consultancy
Vallabhbhai .
Patel National Services _for .
07 Police Information 1 year High 1 Rs. 2,26,66,140/-
Security and
Academy Forensic for a
(SVPNPA) ;
period of one year.

9.

List of Information Security Audit Tools used (commercial/ freeware/proprietary):
Sk.n Tool Name Purpose Commercial/Free/Op
o en Source

01

Burpsuite Professional

Interactive Application Security Testing of
web applications and web services

Commercial

02

Invicti (Formerly

Dynamic Application Security Testing of

Commercial




Sl.n Tool Name

Purpose

Commercial/Free/Op
en Source

Netsparker)

web applications and web services

03 Nessus

Infrastructure Vulnerability Assessment

Commercial

04 Core Impact

Penetration testing on public IP/hosts

Commercial

05 BeSource

Static Application Security Testing (SAST)
/ Source Code Review

Commercial

06 Checkmarx

Static Application Security Testing (SAST)
/ Source Code Review

Commercial

07 | Appknox

Mobile Application Security Testing

Commercial

Mobile Application Security Testing

08 | MobSF (android and iOS) Free
09 Nipper Network and Security device configuration Commercial
assessment
10 Nmap Network scanning Free
11 | smtpenum Mail service scanner Free
12 Dnsenum DNS service scanner Free
13 Metasploit Exploiting tool Free
14 | Wireshark Network Packet Capturing Free

15 Network Miner

Packet Analyser

Commercial

16 | Frida and Objection

Dynamic instrumentation toolkit for
android and ios

Free

17 Otool (Xcode)

Reverse engineering and binary analysis
tool for iOS

Proprietary (Free,
through Apple XCode,
only available through
Mac OS)

18 Ghidra Reverse engineering for Android and iOS Free
19 IDA Pro Reverse engineering and Binary analysis Commercial
for android
20 | JADX Reverse engineering for android Free
21 | Apktool A tool for reverse engineering Android apk Free
files
29 Drozer framework for Android security Free
assessments
. Urls extraction and endpoint detection for
23 Diggy android Free
QARK (Quick Android A tool for automated Android App
24 - . Free
Review Kit) Assessments
10. Outsourcing of Project to External Information Security Auditors / Experts: Yes/No
yes, kindly provide oversight arrangement (MoU, contract, etc.))
11. Whether organization has any Foreign Tie-Ups? If yes, give details: Yes/No
12. Whether organization is a subsidiary of any foreign-based organization? Yes/ No
If yes, give details
13. Locations of Overseas Headquarters/Offices, if any: Yes/No

*Information as provided by C-DAC, Hyderabad on 02.12.2024

(If
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Crossbow Labs LLP
1. Name & location of the empanelled Information Security Auditing Organization:

Crossbow Labs LLP, Bangalore

2. Carrying out Information Security Audits since : 2014

3. Capability to audit, category wise (add more if required)

S.NO Capability of Audit Comments (Yes/No)
1 Network security audit Yes
2 Web-application security audit Yes
3 API Penetration testing Yes
4 Mobile (Android, ios) Application Penetration Yes
testing
5 Yes

Standalone/thick client application
Penetration testing
6 Container Penetration Testing Yes

Wireless security audit Yes

Compliance audits (ISO 27001, IEC 62443, IEC Yes
27019, PCI, etc.)

9 Finance Sector Audits (Swift, ATMs, API, Yes
Payment Gateway etc.)

10 Cloud security Audits Yes

11 Red Teaming Services Yes

12 DDoS Simulation/Performance/Load Testing Yes

13 Configuration Audits Yes

14 Application Secure Code Review Yes

4. Information Security Audits carried out in the last 12 Months:

S.NO Category Count

1 Govt Less than 10
2 PSU Less than 10
3 Private 100+

Total No.of Information Security Audits Done 150+

5. Number of audits in the last 12 months, category-wise (Organization can add categoriesbased on
projects handled by them)

S.NO Category Count
1 Network security audit 80+

2 Web-application security audit 50+

3 IAPI Penetration testing 10




4 Mobile (Android, ios) Application Penetration 20+
testing

5 Standalone/thick client application Less than 10

Penetration testing

6 Container Penetration Testing 01

Compliance audits (ISO 27001, IEC 62443, IEC 70+
27019, PCI, etc.)

8 Red Teaming Services 01
9 DDoS Simulation/Performance/Load Testing 01
10 Configuration Audits Less than 10
11 Application Secure Code Review 05

Technical manpower deployed for information security audits:

S.NO Qualifications/Certifications Technical Manpower
1 BS7799 / 1SO27001 Las 08
2 CISAs 02

Any other Information Security
Qualification

3 CISM 02 Personnel
4 OSCP 02 Personnel
5 OAWSP 01 Personnel
6 CREST - CPSA 01 Personnel
7 eCPPTv2 02 Personnel
8 CEHv12 01 Personnel

Total No.of Technical Perosnnel Engineering: 11 GRC: 17

Details of technical manpower deployed for information security audits in Governmentand Critical sector
organizations (attach Annexure if required)

S.NO Name of Duration with Experience Qualifications
Employee Crossbow in related to
LabsLLP Informatio Information
n security
Security
1 Vinayak Agrahari 5.5 Years 10 Years OSCP, OAWSP,
CREST-CPSA.
2 Mohammed Irfan 5.5 Years 8 Years
3 Akhil Raj 4 Years 10 Years OSCP
4 Aashiq Ahamed 2.9 Years 5 Years eCPPTv2
5 Akash Kumar 2 Years 3.5 Years CEHv12
6 Mano Shivendra 3.5 Years 6.6 Years PCI QSA,
Patric ISO 27001:2022 LI,
1SO 27001:2022LA,
7 Kirubakaran 7 Years 10 Years PCI QSA,
Parkunan
1ISO 27001:2013 LI,
ISO 27001:2013LA,
CISM




Sabeena P J

9 Years

10 Years

PCI QSA,
ISO 27001:2013 LI,

ISO 27001:2013LA,
CISM

Anantharam V K

4 Years

23 Years

ISO 27001:2013 LA,
ISO/IEC 20000:2011
LA,

10

Arunroy Thattil

2.3 Years

3 Years

PCI QSA,
ISO 27001:2022 LA,

ISO 27001:2022 LI
CISA

11

Priyadharshini M

2.3 Years

2.3 Years

PCI QSA,
ISO 27001:2022 LA,

ISO 27001:2022 LI,
CISA

12

Moniesh R

1.5 Years

1.5 Years

PCI QSA,
ISO 27001:2022 LA,
ISO 27001:2022 LI,

13

Bijoy Varghese

1.5 Years

1.5 Years

PCI QSA,
ISO 27001:2022 LA,
1ISO 27001:2022 LI,

14

Dheebak S

1.5 Years

1.5 Years

PCI QSA,
ISO 27001:2022 LA,
ISO 27001:2022 LI,

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.)
along with project value.

e We have conducted the penetration testing activity for a banking sector with belowvolumes
including:
o Web Application: 12
o Mobile Application: 03

o Secure Code Review: 02

9.

RBI SAR & Data Localization Audits: 02

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Commercial Freeware Proprietary
BurpSuite Kali Linux Compliance Management tool
Nessus MobSF
Clone systems Nuclei

Trivy
Kubescape

Kube Hunter

Nikto

Dirsearch

Nmap

Gobuster

Sslscan




Waybackurl

Whatweb

Jadx-gui

Apktool

Snyk

Sonarqube

Visual code grepper

Dex2jar

Postman

Drozer

Apk editor

Adb

Sideloadly

Xcode

Frida

Objection

Otool

Wrifuf

Genymotion

MeMu

OWASP ZAP

SQL Map

Immunity Debugger

ProcMon

Wireshark

Cydia

Raincheck

Altstore

SSLKillSwitch

SOAP Ul

Gophish

10. Outsourcing of Project to External Information Security Auditors / Experts:

kindly provide oversight arrangement (MoU, contract etc.))
11. Whether organization has any Foreign Tie-Ups? If yes, give details:

12. Whether organization is a subsidiary of any foreign based organization?:
details

13. Locations of Overseas Headquarters/Offices, if any:

*Information as provided by Crossbow Labs LLP on 15" November 2024

NO( If yes,
NO

NOIf yes, give
NO
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Deloitte Touche Tohmatsu India LLP

1. Name & location of the empanelled Information Security Auditing Organization :
Deloitte Touche Tohmatsu India Limited Liability Partnership

2. Carrying out Information Security Audits since : Prior to Year 2000
3. Capability to audit , category wise (add more if required)

Network security audit: Yes

Web-application security audit: Yes

Wireless security audit: Yes

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): Yes
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) Yes
ICS/OT Audits (Y/N) - Yes

Cloud security Audits (Y/N) - Yes

4. Information Security Audits carried out in last 12 Months:

Govt.:10+

PSU:5+

Private:200+

Total Nos. of Information Security Audits done:200+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit: 3

Web-application security audit: 5

Wireless security audit:1

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): 5
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.): 0
ICS/OT Audits: 0

Cloud security Audits: 0

6. Technical manpower deployed for informationsecurity audits :

CISSPs: 25+

BS7799 / 1SO27001 LAs: 150+

CISAs: 30+

DISAs / ISAs: 5

Any other information security qualification:CISM: 10+, OSCP: 10+
Total Nos. of Technical Personnel : more then 150

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

Sr. No. Name of Employee Duration with Experience in Qualification related to
<organization> Information Information security
Security
1 Achal Gangwani 9+ Years 16+ Years ArcSight ESM Security

Analyst - AESA, CEH, ISO
27001:2005 ISMS Lead
Auditor, ITIL Foundation
Level Certified, CCNA, IBM




Certified System
Administrator, IBM Certified
Associate Developer

2 Shubham Gupta 3+ Years 2+ Years OSCP, CREST CRT

3 Umesh Huddar 3+ Years 4+ Years OSCP, ECSA

4 Eby Mohan 1+ Years 5+ Years CEH

5 Sai Kiran Battaluri 2+ Years 3+ Years CEH, (ISC)2 System
Security Certified
Practitioner

6 Lakshmi Allamsetty 3 Years 20+ Years CISA, CEH, BCMS

7 Pramod Kumar 3+ Years 13+ Years CISSP, CEH, ITIL, ISO

Potharaju 27001 LA
8 Zeel D Chavda 3+ Years 3+ Years CEH
9 Maheshkumar 3+ Years 6+ Years ECSA, 1SO27001
Palaniyappan

10 Kapil Bhardwayj 4+ Years 10+ Years CEH, ISO 27001, ITIL,
Prozm Asset Management
Pro, JNCIA

11 G Shanmugaraj 1+ Year 3+ Years CEH

12 Rishi Singh 2 Month 3+ Years CEH

13 Immanuel 6 Month 1+ Years CEH, ECSA

14 Gurdeep Singh 2+ Years 11+ Years CISA, ISO 27001, ITIL v4

15 Harshita Lal 3+ Years 5+ Years ISO L1 27001, I1SO BS
10012, ISA-IEC 62443-32,
62443-33

16 Minaj Khan 5+ Years 15+ Years ITIL, ISO 27001, PMP

17 Diksha Garg 2+ Years 3+ Years ISO 27001

18 Divya Sharma 4+ Years 10+ Years ISO 27001, CEH, CISA

19 Pragati Priya 5+ Years 3+ Years ISO 27001

20 Pritam Pattnaik 5+ Years 14+ Years ISO 27001, CCNA, PRINCE
2

21 Shivam Bhardwaj 3+ Years 10+ Years CEH, 1SO 27001

22 Deeprag Rana 3+ Years 16+ Years Prince 2, AWS, CDCP, ISO
27001

23 Vedant Singh 3+ Years 3+ Years ISO 27001, 1SO 9001, BS
10012

24 Rajesh Kumar 4+ Years 15+ Years CISA, ISO 27001

25 Chirag Barot 4+ Years 12+ Years ITIL

26 Uddin Mohammed 5+ Years 11+ Years CISA, ISO 27001, I1SO
20000,CCNA Security

27 Akhil Khanna 3+ Years 12+ Years CEH, I1SO 27001, Qualys
Vulnerability Management

10.

11.

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

1. State Data Center Third Party Audit: State Government (Critical), Tamil Nadu, more than 5 CR

List of Information Security Audit Tools used(commercial/ freeware/proprietary): Burp Suite, Nessus, Web
Inspect, HP Fortify, Nikto, Postman

Outsourcing of Project to External Information Security Auditors / Experts: No ( If yes, kindly provide
oversight arrangement (MoU, contract etc.))

Whether organization has any Foreign Tie-Ups? If yes, give details: Not Applicable



12. Whether organization is a subsidiary of any foreign based organization? No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any:M/s Deloitte Touche Tohmatsu India Limited Liability
Partnership, Indiabulls Finance Centre, Tower 3, 27th - 32nd Floor, Senapati Bapat Marg, Elphinstone Road
(West), Mumbai-400013, Maharashtra, India

*Information as provided by DTTILLP on July 01, 2021
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Grant Thornton Bharat LLP

1. Name & location of the empanelled Information Security Auditing Organization:
Grant Thornton Bharat LLP,

L 41, Connaught Circus,
Outer Circle, New Delhi. PIN - 110 001

2. Carrying out Information Security Audits since : 2008

3. Capability to audit, category wise (add more if required)

e Network security audit : Yes
e Web application security audit : Yes
e Wireless security audit : Yes
¢ Compliance audits (ISO 27001, PCI and guidelines from regulators etc.) : Yes
e |OT security testing : Yes
¢ Mobile application security : Yes
e Secure Configuration reviews : Yes
e Source code reviews : Yes
e API security assessments : Yes
e Cloud security : Yes
e Red Teaming : Yes
e Secure Network Architecture Review : Yes
e Cyber Incident Investigation : Yes
e Phishing Campaign : Yes
e ICS/OT/IOT Security : Yes
e Cyber and System Audits : Yes
e Cyber Crisis Management : Yes
e Security Operation Center, Brand Monitoring, Threat Hunting, BAS : Yes
e Telecom security review/ audit : Yes
e IT Due diligence audit : Yes
e Data Privacy / Data Security Audits / GDPR, DPDPA Assessments : Yes
e IS/IT Audits : Yes
¢ Managed Security Services : Yes
e Cyber Incident Response : Yes
¢ Vendor risk assessment : Yes

4. Information Security Audits carried out in last 12 Months :

Govt. : 10+
PSU : 7+
Private : 200+
Total Nos. of Information Security Audits done : 180+

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit : 50+
Web-application security audit : 100+
Wireless security audit : 6+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): : 150+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 6+
ICS/OT Audits : 10+
Cloud security Audits: : 10+

6. Technical manpower deployed for informationsecurity audits :



CISSPs : 3

BS7799 / 1SO27001 LAs /LI : 83

CISAs : 16

DISAs / ISAs : o

Any other information security qualification : 5 OSCP
63 CEH
3 LPT
10 ISO 22301
4 CISM
14 CCNA
2 CRISC
0 CRISCI
4 CHFII
12 ITIL

Total Nos. of Technical Personnel 270+

Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required) : Please refer to Annexure 1

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Leading IT /
ITES Service
Provider

GT has assisted the client in setting up GCC in India. GT
assists the GCC group to drive all compliance
certifications. The team is responsible for enabling and
protecting global cloud sales and many international
standards bodies.
The support activities include but not limited to -
e Defining the control objectives,
e Advising various engineering teams as
compliance SMEs,
e Performing gap assessments,
Performing internal readiness assessments, and
Liaising with external auditors.

Countries -
75+

Leading IT /
ITES Service
Provider

GT have examined client’s Facility Level Controls and
Client services controls related system as of date and
throughout the period and the suitability of the design
and operating effectiveness of client’s controls to
achieve the related control objectives. Control areas
covered are-

Security Incident Management; and
Other client specific control areas

e Physical Security - Entity;

e Physical Security - Restricted Area;

e Human Resource;

e Master Service Agreement Monitoring;
e Data Security and Confidentiality;

e Environmental Controls, Capacity & Continuity;
e Logical Access;

e Anti-virus;

e Global Telecom Operations;

e Back-up;

)

[ )

Countries:
16+

Facilities
covered: 57+




Leading
Retail
Company

GT has assessed the IT security maturity of the client
and benchmarked it against 20 security domains. The
key activities involved were:

e Conducted an IT security maturity and
benchmark assessment to assess the current
security posture including by conducting
discussions, gap identification, benchmarking
and reporting.

e Followed by providing recommendations and
plan out key initiatives for a 3-year roadmap to
maturity.

e GT also ran the PMO for the engagement to help
create a dashboard view of the maturity of each
of the countries in scope.

Countries : 5

Leading
Global IT and
BPO
Company

GT has supported the organisation it is ISMS
certification journey by helping them be compliant to
1SO 27001:2022.

We have conducted a gap assessment, followed by ISMS
implementation, Internal audit, Risk Assessments,
development of ISMS policies/
procedures/templates, training and awareness, external
audit support and surveillance audit for the firm.
The domains covered were:

e Organizational

e People

e Physical security

e Technological
Also, supported the organization by conducting Third
party risk assessment for them.

Locations -
50+ globally
across APAC,
LA

Leading
Payment
Bank in India

GT has assessed the IT security maturity of the client
and benchmarked it against 20 security domains. The
key activities involved were:

Conducted a comprehensive cyber maturity
assessment to evaluate the current security
posture, including discussions, gap
identification, benchmarking, and reporting.

Performed technical security assessments
such as Vulnerability Assessment and
Penetration Testing (VAPT), Firewall Rule Set
Review, and Configuration Review.

Managed their Security Information and
Event Management (SIEM) and Security
Operations Center (SOC) operations to
ensure continuous monitoring and incident
response.

Provided recommendations and planned
key initiatives for a 3-year roadmap to
enhance security maturity.

20+ Domains




Leading

e ldentify ISMS scope and document departments and

16 locations in

Pharma processes India
Company e Develop detailed plan with milestones. 100+
e Hold kick-off meeting. departments
e Review current ISMS framework.
e Conduct gap assessment and submit a conformance
report to ISO 27001:2022 and with requirements
defined in NIST Cyber Security Framework.
e Aid internal team in gap closure and revise ISMS
documents if needed.
e Conduct risk assessment.
e Assist in imparting awareness sessions on ISMS
policies and ISO 27001:2022.
¢ Document Statement of Applicability.
e Review and update ISMS policies, processes, and
e Conduct internal pre-certification mock assessment .
e Assist in correction and corrective actions.
Leading GT has managed the entire Third-party risk 3000+
Telecom management service for the organization. vendors

Company in
India

e Risk profiling of all the vendors.

e Pre-onboarding and post onboarding of all the
critical vendors

e Reassessment of all the critical vendors

e Issue management of all the risk identified during
the assessments.

e Managing Risk Register and risk closure of all the
identified risks.

e Conducted security assessments throughout the
Software Development Life Cycle (SDLC) phases to
ensure security is integrated from the beginning.

e Performed User Acceptance Testing (UAT) security
assessments to identify and mitigate potential
vulnerabilities before deployment.

e Executed production Vulnerability Assessment and
Penetration Testing (VAPT) to ensure the security of
live environments.

e Conducted comprehensive security assessments for
mobile applications and APIs to safeguard against
potential threats.

Leading GT has assessed the IT security maturity of the client
Financial and benchmarked it against NIST CSF and its 22 Market value
Technology security domains. The key activities involved were: $2.3 Billion
Company e Conducted an IT security maturity and
benchmark assessment against NIST standard 6Million Users
to assess the current security posture including
by conducting discussions, gap identification,
benchmarking and reporting.
e Followed by providing recommendations and
plan out key initiatives for a 3-year roadmap to
maturity.
e GT has also supported the organization in their
IT SOX and GRC operations.
Global GT has assessed the IT security maturity of the client
Leading and benchmarked it against NIST CSF and its 22 2900+
Software security domains. The key activities involved were: employees
company for e Conducted an IT security maturity and across 40
Travel and benchmark assessment against NIST standard markets
Expense to assess the current security posture including

by conducting discussions, gap identification,
benchmarking and reporting.

e Followed by providing recommendations and
plan out key initiatives for a 3-year roadmap to
maturity.




9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

Commercial Tools:

e Tenable
Burpsuite
Fortify
Snappytick
Recorded Future
ArcSight
Qradar
Nozomi
ASPIA
Freeware Tools:

e Metasploit
Wireshark
NMAP
SQLMap
Nikto
MobiSF
Hydra
Cain and Abel
John The Ripper

The list of tools mentioned above are indicative.

10. Outsourcing of Project to External Information Security Auditors / Experts : No( If yes, kindly
provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : : Yes

Yes, Grant Thornton Bharat is part of the GT Member Firm network which is spread across the globe in 140
countries.

12. Whether organization is a subsidiary of any foreign based organization? : : No If yes, give
details

Grant Thornton in India is a member firm within Grant Thornton International (GTIL), global organization
with member firms in over 140 countries. Grant Thornton Bharat LLP (formerly Grant Thornton India) is
registered with limited liability with identity number AAA-7677 and has its registered office at L-41
Connaught Circus, New Delhi, 110001. References to Grant Thornton are to Grant Thornton International Ltd
(Grant Thornton International) or its member firms. Grant Thornton International and the member firms are
not a worldwide partnership. Services are delivered independently by the member firms. Member firms carry
the Grant Thornton name, either exclusively or as part of their national practice names and provide
assurance, tax and advisory services to their clients. All member firms share both a common global strategy
and a common global culture focusing on improvement in quality of service delivery, procedures to monitor
quality, and the risk management methodology.

13. Locations of Overseas Headquarters/Offices, if any : : No

*Information as provided by Grant Thornton Bharat LLPon 20" Nov 2024
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Duration in GT

Total

Experience

Annexure 1:

Qualifications related to Information security

1 Akshay Amar 7 years and 2 23 Years BS 7799 LA
Garkel months
2 Jaspreet Singh 3 years and 4 20+ Years Business Continuity Professional; 1ISO 22301 IM, ISO
months 27001 IA and IM, Information systems auditor
3 Rohit Bharath 7 years and 1 17+ years CISA , 1SO-27001 LI , COBIT 5, SCJP
Das months
4 Rahul Suresh 1 years and 5 20 Years DSCI Privacy Lead Assessor , BS 10012:2017 LI
Patil months
5 Kush Wadhwa 4 months 18+ years GCFA, GNFA, CFA, CCE, CEH
6 Sambit Sinha 1 month 31 years Al Driven Cyber Security, Al on Azure, Managing ML
project with Google cloud, OT Security
7 Ankitha 9 years and 4 8 Years CCNA, RHCSA,RHCE, ITIL
Chinnapolu months
8 Sahas Arora 7 years and O 6 Years 1SO-27001 LI, CompTIA Security+
months
9 Sagar Prakash 7 years and O 8 Years CEH , Cyber Crime Investigator
Gajara months
10 Abhijeet Jayaraj 6 years and 11 | 10 Years CEHV8 , OSCP
months
11 Amit Bedwa 6 years and 11 | 7 Years LA ISO 27001:2013
months
12 Abhigyan Suyal 6 years and 6 5 Years LAISO 27001: 2013 & I1SO 19011:2011
months
13 Mrinmayee 6 years and 5 9 Years CEH , CISSP
Anerao months
14 Jignesh Shah 6 years and 5 22+ Years CISA , CEH
months
15 Pradeep Dhanaji 5 years and 10 | 15+ Years ISO 27001 LA, CEH , OSCP
Mahangare months
16 Mainul Hasan 4 years and 8 5 Years CEH v9,0SCP,ISO 27001:2013 LA
months
17 Juhee Sharma 4 years and 4 3 Years 1SO 22301:2019 LI, CEH V11 , External Pentest
months Playbook by Heath Adams , Fortinet NSE Level 1&2 ,
ITL, ISO 27001:2013 LA
18 Ganesha Prinam 3 years and 8 5 Years CEH , CCNA R&S
Parab months
19 Naveen R 3 years and 4 3+ Years CEH V10
Lakkundi months
20 Arzu Mahendra 3 years and 4 4 Years 1SO 27001 LI
months
21 Khushboo 3 years and 4 2 Years LA ISO 27001: 2022,L1 ISO 27001: 2013
Kantilal Ramolia months
22 Paridhi Jain 3 years and 3 12 Years ISO 27001 LA, ISO 27001 LI, ISO 27701 PIMS
months LA, Data Science with SAS
23 Ayush Sharma 3 years and 4 2 Years CEH
months
24 Seema Verma 3 years and 3 16 Years LA ISO/IEC 27001:2013 , LI I1SO 27001:2013
months
25 Harish Sah 3 years and 2 16+ Years 1SO 22301, ISO 27001, ITIL v3, Prince2 , CCNP ,
months CCNA , CISSP ,CCSP
26 Shraddha Mishra | 3 years and 1 8 Years 1ISO 27001:2013 LI, ISO 27701:2019 LI, ISO 31000
months LI , One Trust - GRC Professional
27 Ishan Singh 3yearsand 1 5 Years Nessus Certificate of Proficiency ,Palo Alto Networks
months Cortex XSOAR Administrator,PSE: Cortex
Associate,IBM Hyperledger Essentials v1
28 Anubhav Paul 3yearsand 1 3.5 Years CEH




Duration in GT Total Qualifications related to Information security
Experience
months
29 Ravleen Kaur 3yearsand 1 10 Years CEH v8
months
30 Sandeep Kumar 3yearsand 1 17 Years 1ISO 27001 LA
months
31 B R Reha 3 years and O 2.5 Years CEH, CCNA , Azure cloud computing
months
32 Tanya Jain 3 years and O 3 Years CIPP/E
months
33 Vasudha 2 years and 11 | 10+ Years PMP Trained,PMBOK 6
Choudhary months
34 Twinkle Jalan 2 yearsand 11 | 2 Years 1ISO 27001
months
35 Harsha Vardhan 2 years and 11 | 30 Years CISSP, OSCP, GCIH, GPEN, GCFA, GCWN
Jonnalagadda months
36 Jatin Sharma 2 yearsand 11 | 7 Years RICS ,Management training ,Cultural behavior,
months Marketing and management skills
37 Abhijeet 2 yearsand 11 | 1.5 Years CEH ,NDE, Introduction to Cloud Computing
Suryabhan months
Gavkare
38 Priti Arun Patil 2 yearsand 11 | 2 Years CEH
months
39 Gagninder Singh | 2 years and 10 | 15 Years 1ISO 27001:2013
Gogia months
40 Madhuri Walia 2 years and 10 | 12 Years 1ISO 27001 , 1SO 22301
months
41 Apoorba Kumar 2 years and 9 17 Years CEH , CND , Security Awareness & Phishing Simulation
Patranabish months , NPL Certified
42 Jehan Percy 2 years and 9 3 Years CEHv10 , 1SO27001-LA , 1SO27001 -LI
Vapiwala months
43 Rajni Manchanda | 2 years and 9 2 Years 1SO 27001:2013 LI, ISO 27701:2019 LI
months
44 Poonam Vitthal 2 years and 9 1.5 Years CEH V11 ,I1SO 27001 LI
Dhage months
45 Sandeep Sharma | 2 years and 9 15 Years ISO 27001 LA, ITIL , MS SAM ,
months
46 Prasanna Devaji 2 years and 9 15 Months Azure Security Engineer Associate (AZ-500),
Kulkarni months CyberRes-ArcSight Certified Presales Engineer (MFCPE)
47 Poonam Sharma 2 years and 8 17 Years CISM , ISO 27001:2013 LA
months
48 Uppala Akhilesh 2 years and 8 4+ Years 1SO 27001:2023 LA & LI
Siva Sai Goud months
49 Debsubhra 2 years and 8 7 Years Cyber Pro Certification , CyberRes-ArcSight
Bandyopadhyay months Certified,Digital Marketing from Google
50 Pratik Rajendra 2 years and 7 5 Years CEH V11,CDAC- PG diploma in IT infrastructure
Kadam months system and security
51 Swathi Pedapati 2 years and 7 4 Years CEH
months
52 Santosh Govind 2 years and 7 12 Years 1ISO 27001:2013 LI , PCI DSS V3.4 Implementer ,ITIL
Chavan months Foundation V3.0
53 Vasupalli Renuka | 2 years and 7 4+ Years CyberRes-ArcSight Certified Presales Engineer
Prasad months
54 Pradipsinh 2 years and 7 16 Years PMP,ISO 27001 LA,CCNP,Cisco Certified Specialist ,
Chavda months CEH
55 Akshit Kapoor 2 years and 7 7 Years CLF-CO01: AWS Cloud Practitioner,SAA-C02: AWS
months Solution Architect — Associate,98-369 : MTA- Cloud

Fundamentals,AZ-900: Azure Fundamentals, MCITP &
CCNA, AWS Security Fundamentals ,10T on AWS ISMS
LI




Duration in GT

Total

Experience

Qualifications related to Information security

56 Aarushi Jain 2 years and 7 1.5 Years 1SO 22301:2019 LI, ISO 27001:2022 LI
months
57 Tanmayi 2 years and 7 6 Years CISA , DSCI Certified Privacy Lead Assessor , I1SO
Gangadhar months 27001:2013 LA, CEHV9
Katkade
58 Mohammed 2 years and 6 3+ Years EHC V11
Umair Shaikh months
59 Jayant 2 years and 6 4 Years CISA , 1S027001:2022 LI
Balakrishna Mane | months
60 Saurabh Tiwari 2 years and 5 1.5 Years CyberRes-ArcSight Certified Presales Engineer
months
61 Mayank Mor 2 years and 5 1 Year Certified as an Enrollment Agency Operator,Diploma in
months IT Security and Ethical Hacking
62 Komal 2 years and 5 3 Years One Trust — GRC Professional
Nandagopal months
Naidu
63 Arshdeep Singh 2 years and 5 6 Years CIPT
months
64 Ekta Sidana 2 years and 5 11 Years CQI & IRCA , ISO/IEC 27001:2013 ISMS LA ( PR320) ,
months LI ISO/IEC 27001:2013 ISMS , Soft Skills Training ,
TTT , Image Consulting
65 Anisha 2 years and 5 1.7 Years CyberRes-ArcSight Certified Presales Engineer ,
months Digital Marketing from Google
66 Akshay 2 years and 5 3 Years CISA , ISO 27001:2022 ISMS & 1SO 22301:2013 BCMS
Mahendra months LI, CEH V7 & V9
Diwakar
67 Labdhi Jhatakia 2 years and 5 8+ Years IAPP, CIPP/E Certified, Member of Bar Council of India
months ,/Advanced Diploma in Cyber Law
68 Patel Umang 2 years and 5 10+ Years ISO 27001 LA, CCNP Enterprise
Mahendrabhai months
69 Amruta Swapnil 2 years and 5 8 Years CEH,ISO 27001 LA
Yashwantrao months
70 Abhishek Sarkar 2 years and 4 5 Years ISMS For ISO 27001:2015, Experience in 9001:2015
months Quality controls
71 Prajakta Sanjay 2 years and 4 12 Years ISO 27001 LA,Six Sigma Black Belt , IBM Data Privacy
Chaudhari months for Information Architecture.
72 Mayank Gangwar | 2 years and 4 7 Years RSA Archer Certified ,One Trust GRC Professional
months
73 Preeti Vishal 2 years and 4 9 Years CISA ,CRISC
Thakur months
74 Atul Malviya 2 years and 5 2.5 Years ISO 27001 LA, CISA
months
75 Subhabrata Bose | 2 years and 4 5 Year 1SO 27001 LI
months
76 Shubhankar 2 years and 4 1 Year Cybersecurity Compliance Framework & System
Gummalla months Administration - IBM, Intellectual Property - WIPO
77 Rajesh Koli 2 years and 3 14 Years Diploma in Public Procurement Indian Institute , Public
months Procurement by SARPS , Contract Management by
SARPS .PPSD by world Bank , E- procurement - World
Bank , Certified Procurement Professional
78 Samson J Darshi | 2 years and 3 3 Years CEH v11
months
79 Kurelli Nikhil 2 years and 3 1.7 Years NDT Level I1, Cyber Pro Certification
Kumar months
80 Bharti Pandey 2 years and 3 7 Years SWIFT Customer security control Framework v2023
months
81 Vikramsinh 2 years and 3 6.5 Years LA 1SO 27001:2013 ISMS
Prataprao Thorat | months
82 Bharat 2 years and 4 11 Years CCNA(200-125),CCNP(350-401),ISO 27001:2013 LA




Duration in GT Total Qualifications related to Information security
Experience
Hardasbhai months
Solanki
83 Naveed 2 years and 2 9 Years CCNA ( Switching & Routing )
Habibbhai Dadi months
84 Shraddha 2 years and 2 6 Years CEH
Sonawane months
85 Akram Harun 2 years and 2 5 Years CEH , AWS Certified Solution Architect
Shaikh months
86 Tarun Mahamana | 2 years and 2 4 Years PIMS Implementor ISO 27701, LA 1SO 27001
months
87 Saikrishna 2 years and 1 1 Year Cyber Pro Certification
Bhargav months
Tadinada
88 Saikrishna 2 yearsand 1 9 Months Cyber Pro Certification
Surapaneni months
89 Nitin Bira 2 years and 1 9 Years CEH V9, CCNA, CISM
Waghmode months
90 Hiren 2 years and 1 7 Years CCNA(Routing and Switching)
Laxmanbhai months
Limbasiya
91 Appu Sharma 2 years and 1 14 Years ISO 27001 LA, ITIL Foundation ,Dell Social media and
months communities professional,Six Sigma yellow belt trained
92 Devakshi Thareja | 2 years and 1 4 Years 1ISO 27001:2013 LI
months
93 Ayesha Akhtar 2 years and 1 6 Years 1SO 27001 LI
months
94 Dishant Sehgal 2 years and O 1.5 Years CEH v11
months
95 Abhishek 2 years and O 2 Years 1SO 27001:2022 LI , 1SO 22301:2019 LI
Rakeshbhai months
Mohanty
96 Nikhil Jaju 2 years and O 6.5 Years IT Training Certfication
months
97 Adarsh T 1 yearsand 11 | 1 Year R Programming, Google data analytics professional
Prabhan months certificate
o8 Nikhil Nanwani 1 years and 11 | 2+ Years Agile Project Management.
months
99 Rajat Goel 1 years and 11 | 13 Years CISM, CompTIA Security +,1SO 27001( Training ) ,1SO
months 27017( Training )
100 Snehal Subhash 1 yearsand 11 | 2 Years 1SO 27001:2013 LA, Embedded privacy in information
Tambe months security
101 Deepanshu 1 years and 11 | 2.5 Years ISO 27001:2013 LA
Sharma months
102 Shikhar Agrawal 1yearsand 11 | 1 Years ISO 27001:2013 LA
months
103 Karthikeyan 1 years and 10 | 12 Years CISA, ISO 27001 LA(CIS-LA)
Mohanraj months
104 Nirav 1 years and 10 | 4 Years NSE 1, NSE 2, CCNA
Virendrasingh months
Chauhan
105 Rashid Hammed 1 years and 10 | 5 Years ISMS 1SO 27001:2022 LA
Pp months
106 Ritu Deshmukh 1 years and 10 | 2.7 Years ISO 27001:2022 LA
months
107 Vaibhav U 1 years and 10 | 2 Years CEH
Kaginkar months
108 Shashank Mishra | 1 years and 10 | 5 Months CAP- AppSec Practitioner, ISO/IEC 27001 Information
months Security associate, CEH v11
109 Yognisht 1 years and 10 | 5 Years 1SO:27001 LA




Duration in GT Total Qualifications related to Information security
Experience
Goswami months
110 Rutambhara 1 years and 9 6 months 8.83 CPI
Vishnu Patil months
111 Kali Prasanna 1 years and 9 10 Years CISA, CISM
Mishra months
112 Onkar 1 years and 9 13 Years ITIL V3 ,SAP GRC
Chandrakant months
Falekar
113 Manvi Manu 1 years and 9 4 months Ethical Hacking Essentials , Network Defence
months Essentials, Introduction To Cyber Security , Cyber
Security Essentials, SQL Injection Attack, Python For
Absolute Beginners,Android Bug Bounting
114 Rishabh Sharma 1 years and 9 1 Year CEH v9, JPT,GPC
months
115 Amal A'S 1 years and 9 4 Months Scrum Foundation Professional , NSE 1 , Cyber
months Security Essentials , IT Essentials
116 Shivendra Anand | 1 years and 9 6 Month CAP , CTIA
months
117 Swati Singh 1 years and 9 4 Months NCC ‘C’ Certificate- Army Wing, Grade- A
months
118 Aman Kumar 1 years and 8 5 Months CEH
months
119 Dommata Nithish | 1 years and 8 5 Months Hackouts India in Cyber Forensics
Reddy months
120 Vishal Balij 1 years and 8 3 Years CEH
Malchapure months
121 Yathisha M 1 years and 8 13 Years ITIL
months
122 Rajkumar Vij 1 years and 8 11 Years LA ISO 9001 & 27001,I1SO 14001 & 45001, risk
months professional ,Lean six sigma Black belt, Master Trainer
from in e waste management
123 Monali A 1 years and 8 3 Months CEHv11
Paunikar months
124 Taksh Ashvin 1 years and 9 2 Years CEH v12, LPT, CPENT, COMPTIA A+, COMTIA
Barot months N+,RHCSA by Redhat, STAR IOT, STAR PYTHON,STAR
DEVOPS, CYBER SECURE USER, STAR CLOUD
COMPUTING,CAP , CCSP -AWS , Cyber Threat
Intelligence 101 by ArcX, Introduction to Cyber
Security, Cyber Security Essentials
125 Ummed Meel 1 years and 9 11 Years CISA , CEH , CHFI , CISCO Cyber Range (CCR), DCL
months
126 Varun Tyagi 1 years and 8 3 Years ISO/IEC 27001:2022 LI
months
127 Ramanjeet Singh | 1 years and 8 6 Years Microsoft Office Specialist Certification
months
128 Dhruv Gupta 1 years and 8 3 Months CEH v10 , Online training & Certification on Cyber
months Security
129 Shubham Pandey | 1 years and 8 6 Years CEH,CNSS,AWS Certified , AZ 500-Microsoft Azure
months Security
130 Abdul Quddus 1 years and 8 9 Years MCP , MCTS
Khan months
131 Amit Kumar 1 years and 7 12 Years ISA/IEC62443 Cyber Security Analyst , ISA/IEC62443
months Cyber Security Risk assessment expert , VMware
Virtualization , ABB Automation Software and Hardware
product, IDS Product Training
132 Shantnu Nandan 1 years and 7 13 Years CISA - ISACA , ISO 27001:2013 LA ,ITIL V3

months

Foundation




Duration in GT Total Qualifications related to Information security
. Experience
133 Sonu Sharma 1 years and 7 1.5 Years CEH
months
134 Sandeep 1 years and 7 7 Years CCNA
Bharadva months
135 Vishnu Rajan 1 years and 7 9.5 year 1SO 31000 - Risk Management,ISO 27001 - LA
Nair months
136 Divyash Gupta 1 years and 7 2 Years CEH Master
months
137 Sachin Sharma 1 years and 7 3 Years Rastalabs Certified ,NullCon ,Offensive Approach to
months Hunt Bugs [BBHv2], [BBHv1] - Hackersera, External
Pentest Playbook, Windows Privilege Escalation,
Movement, Pivoting, and Persistence
138 Angad Ravikaran | 1 years and 7 4 Years CEH V11
Singh months
139 Apurva Shivam 1 years and 7 4 Years 1SO 27001:2022
Singh months
140 Kirti Wardhen 1 years and 7 32 Years CHFI v8, CIPM - IPMA, ITIL V3, ITSM, ISO/IEC 20000 ,
Sharma months Trained Mediator
141 Saurabh Kant 1 years and 7 10 Years Azure AZ-900 , ITIL Foundation , PCNSE
Tyagi months
142 Priyanka Mehta 1 years and 7 3 Months CEH ,eJPT (eLearning Security), eWPTXv2 (eLearning
months Security) ,MTA: Security Fundamentals
(Microsoft),Azure Fundamentals (Microsoft)
143 Jatin Verma 1 years and 7 5 Years 1SO 22301 Implementation
months
144 Pankaj Agrawal 1 years and 6 15 Years ITILV 3.0
months
145 Manoj Kumar 1 years and 6 6 Years CISA
months
146 Sajeev Kumar 1 years and 6 6 months Certified in Cyberpro
Koppana months
147 Akshay Ajay 1 years and 6 5 Years 1ISO 27001 :2022 LI
Bakre months
148 Mayank Bharti 1 years and 6 5 Years AppSec Practitioner, EHC
months
149 Saumya 1 years and 6 2+ Years CEH , AWS Solution
Srivastava months
150 Raju Kumar 1 years and 6 7.5 Years CEH V10
months
151 Devasri 1 years and 5 4 Years Certified Information Systems Auditor (CISA)
Srinivasraju months 1ISO 27001 : 2022 LA & LI
Mudunuru
152 Rachana S 1 years and 5 12 Years CISA, CIA
Dumbre months
153 Umang Mishra 1 years and 5 11 Months Google Data Analytics Certificate , Cisco- Introduction
months to Cybersecurity
154 Tanay Parashar 1 years and 5 11 Months AWS Academy Cloud Foundations, Azure Administrator
months Associate , Azure Fundamentals AZ900 , Azure Data
Fundamentals DP900
155 Shubhangi Singh | 1 years and 5 2 Month Azure Al Fundamentals,Azure Fundamentals,CISCO
months Introduction, CISCO Cybersecurity Essentials,Oracle
Cloud Infrastructure Foundations,AWS,IBM Data
Science Orientation
156 Harsh Saini 1 years and 5 2 month CEH V11
months
157 Ansh Asthana 1 years and 4 3 Years CEH V11/V10, LPT Master , CEPNT , CEH Pratical ,
months Qualys VM Certification, Offensive security’s PwK
158 Aditi Sharma 1 years and 4 4.6 Years OneTrust Certified Privacy Professional,OneTrust

months

Cookie ,Consent Expert,OneTrust GRC Professional ,
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PrivacyOps Certified by Securitiy

159 Lalit 1 years and 3 5 Years CCNA , ISO 27001:2022 LA
months
160 Aseem Singhal 1 years and 4 4.5 Years 1ISO 27001:2013 LA
months
161 Saima Eram 1 years and 4 6 Years 1ISO 27001:2013 LA, OCI Foundation,TPRM , IAM , CIS
months And SOX Overview
162 Aditya Bose 1 years and 3 1 month CEH V11
months
163 Kshitija 1 years and 3 2 months 1SO27001
Chandrahas months
Jadhav
164 Amandeep Singh | 1 years and 2 3 Years CEH v11 ,1SO 27001:2022 LI
months
165 Amruta Anna 1 years and 2 5 Years 1ISO 27001:2013LA
Gangurde months
166 Paritosh 1 years and 1 3 Years ELearnSecurity WAPT ,AppSec Practitioner , API
Narendra Gadling | months Penetration Testing , Penetration Tester Engineer ,
Offensive Bug Bounty Hunter ,Offensive API
Penetration Testing ,Varutra Spark Best Trainee , Spark
Attack and Pentest Profession Training , Spark Best
Trainee of Batch IV , EHC
167 Jigneshkumar 1 years and O 14 Years CCNP , ISO/IEC 27001 : LA
Kadiya months
168 Ravneet Kaur O years and 11 | 2 months ISO LA
months
169 Siddarth Gowda O years and 11 | 3 months Networking & Cyber Security Concepts , Arcsight &
Hm months Splunk SIEM Tools
170 Aditya Vilas Birla | O years and 11 | 2 Years SAP ECC 6.0 Application Associate in FI Module , SAP
months S/4 HANA 1909 in FI Module
171 Shreyash Kumar | O years and 11 | 2.5 Years Certification in Codification of law
months
172 Vamsi Pythireddi | O years and 10 | 3 Years Certificate Google Cloud
months
173 Somil Gupta O years and 10 | 3 Months ¢DSCI Certified data privacy professional (DCPP)
months
174 Anand Kumar O years and 9 4 Years CEH , OCSP
months
175 Y Aditya Narayan | O years and 9 3+ Years CRISC, Data Analyst Associate
Rao months
176 Rishi Kumar R O years and 9 5 Years OCSP , CEH , CASE (JAVA ), CCNA
months
177 Narendran G 0 years and 9 6 Years LPT ( Master ) , CHFI , CPENT , CEH , CASE ( JAVA) ,
months VM , WAS , CISCO Certified Network Associate
178 Kenneth Samuel O years and 8 1 month CISA
months
179 Boina Snigdha 0 years and 8 5.7 Years B2 Certification in German
months
180 Nishant Pahuja 0 years and 8 3 Years «(ISC)?: (CCsy) Certified in Cybersecurity
months Professional
181 Naren O years and 8 ~ 1 year SOC Analyst
Karthikeyan R months
182 Wasim Raza O years and 8 ~ 1 year MTA 98 -381 Introduction to programming using
months Python
183 Gavneen Kour O years and 7 4 Years Prince 2 Foundation , Finance & Technology
Raina months
184 Hitender Sharma | O years and 7 16 Years O Level , A Level
months
185 Ishita Saxena O years and 7 4 Years 1ISO 27001 LA

months
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Rhea Gulati O years and 7 2 year 1SO/ IEC 27001:2022 Provisional Implementer, Digital
months Personal Data Protection Act
187 Urvashi Sharma O years and 7 6 Years 1SO 22301 LA, ISO 27001 LA
months
188 Harbans Malik O years and 7 3 Years CEH V12 , CAP
months
189 Sameer Akbar O years and 7 10 Years IRCA, CQI certified , ISO/IEC 27001:2013 LA ,ERM
Inamdar months 31000 Training , Lean SIX Sigma Green Belt , PMP
based on PMBOK®6 , PRINCE2 Foundation accredited ,
Axelos Accredited: , ITIL v3 Foundation , ITIL v3
Intermediate
190 Arun Kant O years and 7 9 Years CEH
months
191 Sushma Saranya | O years and 6 6 Months Purplesynapz in Cyberpro
Diddi months
192 Chethan M D 0 years and 6 6 Months Purplesynapz in Cyberpro
months
193 Smitha Dhiman O years and 5 4+ Years 1SO 27001:2022 LA, ISO 27701:2019 LA, ISO
months 22301:2019 LA
194 Siddhant Thomas | O years and 5 3 Years CEH v10
Gomes months
195 Arun Nemani O years and 5 5 Years ISO/IEC 27001:2022 LA
months
196 Vraj M Bharambe | O years and 5 2+ Years CEH
months
197 Nirav Mahendra O years and 5 8 Years CISA
Bhanushali months
198 Neerav Kanhaiya | O years and 4 8+ Years Oracle
Patil months
199 Sandeep Sharma | 2 years and 9 18 Years 1SO27001
months
200 Akula Vinay O years and 4 6 Years 1SO27001
Kumar months
201 Aleti Kalyan O years and 4 6 Years 1SO27001
Chakravarthy months
202 Mehul 0 years and 2 1.2 Years CEH
Bhattacharya months
203 Mohamed Altaf 0 years and 2 10 Years Microsoft Certified SC-200, AZ-900
months
204 Kushagra Gaurav | O years and 2 3 Years I1SO 27001 LA, ISO 27701 LI
months
205 Himanshu Tyagi O years and 2 4+ Years CEH
months
206 Amit Kumar 1 years and 7 3 Years OSCP,CEH
months
207 Anjali Rawat O years and 1 6 months CCNA
months
208 Akash Chintham Oyearsand 1 6 months CyberPro
months
209 Manaf Altaf Shah | O years and 1 1 month CyberPro
months
210 Anjumabegum Oyearsand 1 1 month Cyberpro
Bapannavar months
211 Anuj Joshi Oyearsand 1 3 Years CEH
months
212 Dhananjay Oyearsand 1 1 Years 1SO 27001:2022
Laxman Dongare | months
213 Shashank Oyearsand 1 4 Years CRTP, CRTO,EC-CHFI,ECSA
Shekhar months
214 Advaita Kharat Oyearsand 1 6 Years ISO 27001:2013 LA,ISO 27701:2019 PIMS, CEHvV10

months
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Madhu A N Oyearsand 1 ~ 1 year Cyber Security Technologies 2022 from 3SR
months Consultancy
SOC Excellence Program from Ant Walk
216 Farhan Sumbul O years and 1 12 Years OneTrust Tech Risk & Compliance
months
217 Gaganpreet O yearsand 1 4+ years Certified 1SO 27001:2022 ISMS Lead Auditor. Certified
Singh months ISO 27001:2022 ISMS Lead Implementor. Certified

Ethical Hacker v10 (CEH)

Back




Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s KPMG Assurance and Consulting Services LLP

1. Name & location of the empanelled Information Security Auditing Organization:

KPMG Assurance and Consulting Services LLP;
DLF Building No.10, 8th Floor, Tower B,
DLF Cyber City, Phase 2, Gurgaon Pin: 122002.

2. Carrying out Information Security Audits since : 1996

3. Capability to audit, category wise

e Network security audit : Yes
e Web-application security audit : Yes
o Wireless security audit : Yes
e Compliance audits (ISO 27001, PCI, etc.) : Yes
e Mobile Application Security Audit : Yes
e Secure configuration audit (Server, Firewall, etc.) : Yes
e Source Code Review : Yes
e Finance Sector Audits (Swift, ATMs, API, : Yes
Payment Gateway etc.)
e Information security policy review and assessment : Yes
against best security practices/Information System Audit
e |OT security Testing : Yes
e API Security Assessments : Yes
e Telecom Security : Yes
e Secure Network Architecture Review : Yes
¢ Digital forensic : Yes
e Cyber Incident Response : Yes
¢ Data leak Monitoring : Yes
e Cyber Threat Intelligence/Open-Source Intelligence : Yes
¢ Red Team : Yes
¢ Breach and Attack Simulation (BAS) : Yes
e Brand and External attack surface Monitoring : Yes
¢ Phishing Campaign : Yes
e ICS/OT/SCADA security Audits : Yes
e Cloud security : Yes
¢ Medical Device Security testing : Yes
e Threat Hunting : Yes

4. Information Security Audits carried out in last 12 Months :

Govt. : 10+
PSU : 20+
Private : 100+
Total Nos. of Information Security Audits done : 200+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit : 50+
Telecom Security : 5+

Web-application security audit : 80+
Wireless security audit : 15+
Compliance audits (ISO 27001, PCI, etc.) : 30+
Mobile Application Security audit : 30+

Secure configuration audit (Server, Firewall, etc.) : 50+



Source Code Review : 15+

Finance Sector Audits (Swift, ATMs, API, Payment : 10+
Gateway etc.)

ICS/OT/SCADA Audits : 15+
Cyber Incident Response : 30+
Red Teaming : 20+
Cloud security Audits : 15+
Threat Intelligence : 10+
DevSecOps : 04+
Threat Hunting and advisories : 15+

6. Technical manpower deployed for information security audits :

CISSPs : 10+
BS7799 / 1SO27001 LAs : 50+
CISAs : 130+
CEH : 350+
OSCP : 35+
CCsK : 10+
CCNA : 75+
CCNP/CCIE : 13+
CHFI/ECIH : 40+
CREST : 4
Cloud Certification : 300+
Blockchain Certification : 60+
(1SC)2 Certified in Cybersecurity : 60+
Total Nos. of Technical Personnel : 2500+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Employee | Duration | Experience | Qualifications related to
No. with in Information security
KPMG Information
Security

1 Sony Anthony 20 31 CCNA
2 Manish Tembhurkar 10 22 CEH, CCNA, CISA, ISO

22301
3 Anupama Atluri 13 20 CEH, CCSK, ISO 27001
4 Urmimala Dasgupta 13 18 AZ-900: Microsoft Azure

Fundamentals, CEH - Certified
Ethical Hacker, I1SO lead
Auditor, ITIL Foundation
course certification

5 Pratiksha Doshi 6 16 CEH, CISSP

6 Sohil Thanki 11 15 CEH - Certified Ethical Hacker,
CISA - Certified Information
Systems Auditor, ISO lead
Auditor

7 Priyank Parmar 3 14 API Security Architect
Certification, CEH - Certified
Ethical Hacker, Certified
Network Security Practitioner
(CNSP), Certified AppSec
Pentester, SC-900: Microsoft
certified Security, Compliance
and Ildentity Fundamentals

8 Sankaranarayanan 11 14 1ISO 27001
Somaskandan
9 Nida . 1 13 CEH - Certified Ethical Hacker,

CISSP - Certified Information
Systems Security professional
10 Prathamesh Mhatre 3 13 CEH - Certified Ethical Hacker




11

Mohd Anees

AZ-900 Microsoft Azure
Fundamentals, CEH - Certified
Ethical Hacker, CompTIA
Security+, eLearnSecurity
Junior Penetration Tester, ICSI
| CNSS Certified Network
Security Specialist, 1SO
27001:2022 Information
Security Management System
Lead Auditor

12

Abhishek Dashora

12

CCNA - Cisco Certified Network
Administrator, CEH - Certified
Ethical Hacker, ECSA, CCNA -
Cisco Certified Network
Administrator (Security),
Certification of Cloud Security
Knowledge (CCSK), Offensive
Security Certified Professional
(OsCP)

13

Anish Mitra

10

12

CEH - Certified Ethical Hacker,
Certificate of Cloud Security
Knowledge, CREST Practitioner
Threat Intelligence Analyst,
ECSA, ITIL V3 Foundation,
Offensive Security Certified
Professional, CREST CPSA /
CRT

14

Krishna Pathak

1.5

AZ-400: Designing and
Implementing Microsoft
DevOps Solutions,AZ-500:
Microsoft Azure Security
Technologies,CEH - Certified
Ethical Hacker, SecOps CCSP-
AWS

15

Harsha Bhat

10

11

CEH - Certified Ethical Hacker,
Certificate of Cloud Security
Knowledge, Offensive Security
Certified Professional,
QualysGuard Vulnerability
Management

16

Dipanshu Agrawal

10

CEH - Certified Ethical Hacker,
CISSP - Certified Information
Systems Security professional,
CREST CPSA, CREST
Registered Tester, Offensive
Security Certified Penetration
Tester (OSCP), Securing
Industrial Automation &
Control System Using ANSI/
ISA 62443

17

Asmit Raj

AWS Certified Security, AZ-
900: Microsoft Azure
Fundamentals, CEH - Certified
Ethical Hacker, Offensive
Security Certified Professional

18

Hanit Thakur

IT Security: Defense against
the digital dark arts -Google,
Certified Information Security
Consultant - (11S), Certified
Professional Forensic Analyst -
(11S), Certified Professional
Hacker (CPH NxG) - (11S),
Hacking and Securing Cloud
Infrastructure - By
NotSoSecure




19 Vivek Gupta 5 8 CEH - Certified Ethical Hacker
20 Lethesh Medi 6 8 CEH - Certified Ethical Hacker

21 Abhishek Tiwari 3 8 Computer Hacking Forensic
Investigator (CHFI), EC-
Council Certified Incident
Handler (ECIH)

22 Bharath Pavuluri 1 8 AWS Certified Cloud
Practitioner, QualysGuard
Vulnerability Management

23 Unmesh Guragol 7 7 CEH - Certified Ethical Hacker

24 Nidhi Belgaumkar 7 7 AZ-900: Microsoft Azure
Fundamentals, CCNA - Cisco
Certified Network
Administrator, CEH - Certified
Ethical Hacker

25 Rahul Tulaskar 5 7 AZ-900: Microsoft Azure
Fundamentals, CEH - Certified
Ethical Hacker, ECSA,
eLearnSecurity Junior
Penetration Tester

26 Partho Mandal 3 6 Offensive Security Certified
Professional
27 Shubham Pandey 2 7 CCNA - Cisco Certified Network

Administrator,Certified Red
Team Professional (CRTP),Red
Hat

28 Sanket Yadav 2 5 API Security Architect
Certification, CEH - Certified
Ethical Hacker

29 Shivam Gogia 5 5 CEH - Certified Ethical Hacker,
ISO 27001:2022 Information
Security Management System
Lead Auditor, QualysGuard
Vulnerability Management

30 Vinay Rathnam 4 4 CEH - Certified Ethical Hacker
31 Ronit Bhatt 4 4 CEH - Certified Ethical Hacker
32 Raghav Gupta 3 3 AZ-500: Microsoft Azure

Security Technologies, AZ-900
Microsoft Azure Fundamentals,
CEH - Certified Ethical Hacker
33 Devansh Patni 2 3 AWS Certified Cloud
Practitioner, AWS Certified
Security - Specialty, AZ-900:
Microsoft Azure Fundamentals,

Red Hat

34 Santheep K 3 3 eLearnSecurity Junior
Penetration Tester

35 Aditya Kashinath 2 2 Certified Red Team

Professional (CRTP), CompTIA
Security+, eLearnSecurity
Junior Penetration Tester,
Offensive Security Certified
Professional

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

= KPMG is currently working with India’s largest identity management program, to implement cyber security
Governance, Risk and Compliance and Performance framework. KPMG conducts periodic security risk
assessments, business application reviews and vulnerability identifications across the client’s technology
ecosystem.

= KPMG is supporting clients in the implementation of the ISMS framework against 1ISO 27001 standards
and periodic cyber security maturity reviews threat assessments and BCP/ DR reviews.



KPMG provides support in cyber incident investigation and forensic analysis. As a part of engagement,
KPMG is involved in proactive identification of possible cyber fraud scenarios and highlights the same to
the client so that appropriate safeguards and controls can be established to prevent the incidents.

KPMG is also engaged with the client for service-level monitoring of the contracts for various ecosystem
partners to provide performance assurance services and assist the organizations’ performance as per the
desired levels.

KPMG has been providing support in the design of Privacy framework design and certification against
standards. The key activity includes of designing a privacy framework to ensure the sensitive and critical
data is well protected and is being complied with across the ecosystem and provides continuous oversight
support for managing Information Security and privacy risks in accordance with its business
requirements, laws, and regulations.

Value of the engagement is more than INR 10Cr

Cyber Forensics Incident Investigation for SEBI regulated MII:

KPMG performed the cyber forensics incident investigation for a large MII regulated under SEBI where in
KPMG performed forensics analysis and investigation of critical servers and endpoints which were
suspected to be a part of ransomware attacks and data breach. As a part of the engagement, KPMG
conducted the in-dept analysis of forensics images to identify the root cause and incident timelines of the
data breach.

KPMG was engaged with the client to review the logs for various security solutions to understand the
tactics, techniques, and procedures used by attackers to compromise the systems.

As a part of the assessment, detailed cyber security investigation report was submitted which also
outlines the root cause of incident, security roadmap, and recommendations to mitigate identified gaps
to enable Client and regulator to further strengthen security.

KPMG was involved in providing support with regard to management presentation, Board Meetings, SCOT
meetings and briefing to regulator.

Value of the engagement was more than INR 1Cr

Security Audit for Nationalized Bank:

KPMG has been engaged with leading banks to conduct quarterly security audits of its applications,
vulnerability assessments, external penetration Testing, ATM malware scanning, IT DR review, and review
of policy and process. KPMG conducts periodic security assessments for the bank’s IT systems and
infrastructure covering data centers, DR sites, IT Head office, call centers, sample ATMs, and other
sample office networks spread across the country.

The value of engagement is more than INR 1Cr.

Security assessment of critical infrastructure organization

KPMG is working with a power producing company in India to assess the security controls in operational
technology (OT) systems

The assessment includes Asset discovery, Secure Architecture Review, Vulnerability assessment, Secure
configuration review of OT and SCADA systems at multiple plant locations

KPMG is also involved in developing policies and procedures documents for the OT Environment including
Cyber Security Policy, Crisis Management, Patch Management, Risk Management Policies.

It also includes gap assessment against internationally recognized OT cybersecurity standard(s) IEC
62443 and NCIIPC guideline and a risk assessment following commonly accepted OT risk assessment
methodologies.

The value of engagement is about 50 Lakhs

Cyber security Assessment Services of Healthcare organization:

KPMG is providing IT Security Assessment to a leading Healthcare organization Client where KPMG is
working on multiple streams including Vulnerability Assessment, Configuration Review, External
Penetration Testing, Firewall Rule Base Review- External & Internal, Red Teaming, Static Application
Security Testing (SAST) / Source Code Review / review of Secure coding guidelines etc.

KPMG is also involved in developing and updation Secure configuration document.

KPMG has conducted Social Engineering Exercise - Phishing Simulation for the organization on quarterly
Basis.

KPMG has performed the security assessment of applications which includes the manual security testing
of organization’s business critical applications, internet-facing applications, Web services, and mobile
applications.

The value of engagement is more than INR 1.5 Crore

Security Audit of a large BFSI Client



KPMG is currently working with one of the leading investment banks on the application security testing
services which includes manual security testing of organization’s business critical applications, internet
facing applications, payment applications, thick client applications and source code review. As part of the
application security testing service KPMG is responsible for managing the overall security testing program
of the client from project initiation to delivery phase. KPMG is also responsible to conduct risk assessment
and documentation of the issues identified and track them to completion with the help of application
developers.

The overall value of the project is approximately INR 3Cr.

Cyber Security Assessment of Large Oil and Gas Company:

KPMG has worked with one of the largest oil company of India, to secure their infrastructure and
application environment through continues security testing .

KPMG has conducted Vulnerability Assessment and Penetration Testing of client's critical infrastructure
and supported them in mitigating any reported security flaws.

KPMG has performed the security assessment of applications which includes the manual security testing of
organization’s business critical applications, internet-facing applications, Web services, and mobile
applications.

KPMG has supported the organization in implementing the security configuration of their critical assets.
KPMG has performed the Daily Website Monitoring of business-critical applications and presents weekly
reports for any changes observed and the vulnerabilities present across the website.

The overall value of the project is approximately INR 1.5Cr.

List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

Commercial

L] Acunetix

. Burp

= Nessus Pro
= AppScan

- Weblnspect
. Checkmarx
. Shodan

. Snyk; etc.

Proprietary

= KRaptor,

= KPMG Brand Protection Tool,

. KPMG SABA,

= KCR Tool

. KPMG Digital Signals Insight Platform

= KPMG Cyber Threat intelligence tool

= VTM - Vulnerability Threat Management

Open-source tools

= Kali Linux

= Dirbuster

. SQLMap,

. Nmap

] Wifite

= Eaphammer
= Wireshark

. Aircrack-ng
= Postman

. Kismet

= arp-scan

. Fern Wi-Fi Cracker
= Nikto

= Android SDK

. ADB



. Frida

= Cc2

. PowerShell Empire

= Ghostpack

= Certipy

= Objection

= Directory Fuzzers - ffuf, dirbuster
= Metasploit Framework
= MobSF

= SonarQube

= Scout Suite

= CloudSploit

= Cloudfox

= AADInternals

= JadX Decompiler

10. Outsourcing of Project to External Information Security Auditors / Experts:

11. Whether organization has any Foreign Tie-Ups? If yes, give details:
12. Whether organization is a subsidiary of any foreign based organization? :

13. Locations of Overseas Headquarters/Offices, if any :

*Information as provided by KPMG Assurance and Consulting Services LLP on 22" November 2024

No

No

No

No
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Mahindra Special Services Group

1. Name & location of the empaneled Information Security Auditing Organization :

Mahindra Special Services Group

(Divisionof Mahindra Defence Systems Limited)
Mahindra Towers, P.K Kurne Chowk,

Dr. G.M Bhosale Marg, Worli, Mumbai - 400018, India

2. Carrying out Information Security Audits since : : 2002

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) : Yes
e Web-application security audit (Y/N) : Yes
e Wireless security audit (Y/N) : Yes
e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) > Yes
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) : Yes
e ICS/OT Audits (Y/N) : Yes
e Cloud security Audits (Y/N) : Yes
4. Information Security Audits carried out in last 12 Months :
Govt. : 01
PSU : 10
Private : 34
Total Nos. of Information Security Audits done : 45
5. Number of audits in last 12 months , category-wise (Organization can add categories based on project

handled by them)

Network security audit : 08
Web-application security audit : 11
Wireless security audit : 02
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 10
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 10
ICS/OT Audits : 02
Cloud security Audits : 02
6. Technical manpower deployed for information security audits :

CISSPs : 1

BS7799 / 1SO27001 LAs : 9

CISAs : 2

DISAs / ISAs .

Any other information security qualification : 18

Total Nos. of Technical Personnel : 30



7.

Details of technical manpower deployed for information security audits in Government and Critical sector

organizations (attach Annexure if required)

S. No. | Name of Duration with Experience in Qualifications
Employee <organization> | Information related to
Security Information
security
1 Anil Govindu Lead Consultant 20+
CISA,
IEC/1SO27001: 2013
2 Sachin Jha Analyst 3+ 1ISO 27001 LA
3 Harshita Sawant | Analyst 2+ ISO/IEC27 001: 2013,
1SO22301: 2019
ISO/IEC 200001:2 018
ISO/IEC 27001:2022
4 Abhilash Bontha | Analyst 3+ 1ISO 27001:2013,
2022 LA, EHF, CISA
5 Deepak Pandita Consultant 7+ CEH
6 Rashmi Pardeshi | Analyst 3+ CEH
7 Nikhil Gavhane Analyst 2+ CEH
8 Shreya Analyst 1+ CEH
Ganacharya
9 Rushikesh Analyst 1+ CEH
Lokhande
10 Aarohi Desai Analyst 1+ CEH
11 Manali Gavli Analyst 1+ CEH
12 Sudhir Kumar Associate 15+ OoscCP
Consultant
13 Nithinkalyan Consultant 3+ CEH, OSCP
Saddenapalli
14 Akash Patel Associate 3+ CEH, OSCP
Conusltant
15 Siddhesh Patil Analyst 3+ CEH
16 Sandeep Consultant 10+ CISSP
Ghansela
17 Abhijeet Jadhav | Analyst 5+ CEH
18 Bhushan Patil Analyst 10+ CEH
19 Ravindra Analyst 10+ CEH
Lingayat
20 Nikhil Jacob Jiju | Analyst 1+ 1SO 27001:2022,
CICSA
21 Anil Wadke Analyst 10+ CRIiSP, Certified
Internal Auditor BS
10500:2011
22 Aravind Kumar Analyst 2+ 1ISO 27001:2013,
2022 LA
23 Abhishek Mada Analyst 2+ CEH
24 Catherine Maria | Analyst 1 CEH
Johny
25 Swapnil Telele Associate 4+ CHE, OSCP
Consultant
26 Amritesh Analyst 15+ ISO 27001:2022, CEH
Srivastav
27 Rohan Salunkhe | Associate 10+ ISO 27001:2022, CEH
Consultant
28 Isha Indulkar Analyst 2+ CEH
29 Monika Tangula Analyst 2+ 1ISO 27001:2022
30 Narendra tela Analyst 3+ CEH




8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
estimated total project value.

e Mahindra and Mahindra Financial Services Limited - Consulting for VA, PT (Appsec and Infra)& SOC services.
(1,25,00,000)

e Union Bank of India, CCOE, Hyderabad - Consulting for Red Team Assessment and Ethical Hacking Lab.
(1,01,70,868)

e Mahindra and Mahindra Limited - Consulting for VA & PT (Appsec and Infra) and 1SO 27001 compliance.
(64,16,280)

e Bajaj Finserv Health Limited — Consulting for 1ISO 27001 compliance.(37,50,000)

9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

I. Commercial Tools

1. Burp Suite Professional
2. Nessus Professional

II. Open Source Tools

Kali Linux
Nmap
Wireshark
OWASP ZAP
Aircrack suite
Nikto
W3af
Directory Buster
SQL Map

. MobSF

. Android Studio

. Frida

. Testssl

. Winh ex

15. Nmap

©OoNOOAWONE
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10. Outsourcing of Project to External Information Security Auditors/Experts : No

(If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : No
12. Whether organization is a subsidiary of any foreign based organization? : No
13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by Mahindra Defence Systems Limited (Division Mahindra Special Services Group) on 16th
November 2024.

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Net Square Solutions Private Limited

1. Name & location of the empanelled Information Security Auditing Organization
Company Name: Net Square Solutions Pvt. Ltd.
Company Address: 1, SanjivBaug, Paldi Ahmedabad Gujarat 380007 India

2. GSTIN 24AAACE8262F1ZU Carrying out Information Security Audits since: 2013

3. Capability to audit, category wise (add more if required)

Network security audit (Y)

Web-application security audit (Y)

Mobile application security audit (Y)

Thick and thin client security audit (Y)

Source code review (Y)

Wireless security audit (Y)

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y)
ICS/OT Audits (N)

Cloud security Audits (Y)

Red Team Assessment (Y)

10T Security Assessment (Y)

Risk Assessment (Y)

4. Information Security Audits carried out in last 12 Months:
Govt.: O
PSU: O
Private: 44
Total Numbers. of Information Security Audits done: 44

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project handled by
them)
e Network security audit: 9

Web-application security audit: 26

Wireless security audit: 0

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): 5

Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.): 4

ICS/OT Audits: 0

Cloud security Audits: 0

6. Technical manpower deployed for information security audits:

CISsps: 1

CISAs: 1

CisC: 1

CEH and equivalent: 11
CPFA:
OSCP:
OSCE:
NSCE:

Ne=NH

Net Square also runs its own certification program called Net Square Certified Expert (NSCE). Details of
this are also available from the contacts provided above.

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

This is confidential information. Kindly contact us on the contact details provided above for details of
technical manpower



8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

Net Square takes its non-disclosure agreement with customers very seriously and therefore is in no
position to share this information. Kindly contact us on the contact details provided above for customer
testimonials.

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Net Square has a proprietary methodology for testing all kinds of IT environment ranging from network,
thick client application, web application, mobile application, IoT devices etc. For details of the
methodology and a list of tools that we use, kindly contact us as the details provided above

10. Outsourcing of Project to External Information Security Auditors / Experts: Yes/No (if yes, kindly provide
oversight arrangement (MoU, contract etc.)

YES, this is done based on the requirement of client and fitment of a partner with whom Net Square has
partnership agreements. Since these agreements are governed by non-disclosure clauses, we cannot
provide such information on a public domain. We bring in the right partner to the table when we see a
need for one

11. Whether organization has any Foreign Tie-Ups? If yes, give details: Yes/ No
YES, cannot provide details due to non-disclosure agreements with our foreign partners.
12. Whether organization is a subsidiary of any foreign based organization? If yes, give details Yes / NO

13. Locations of Overseas Headquarters/Offices, if any: Yes/NO

*Information as provided by Net Square Solution Pvt Ltd on 14" Nov 2024

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Paladion Networks Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization :
Paladion Networks Pvt. Ltd.
Shilpa Vidya, 49 1st Main,

3rd Phase JP Nagar,
Bangalore- 560078

2. Carrying out Information Security Audits since : 2000

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) : YES
e Web-application security audit (Y/N) : YES
e Wireless security audit (Y/N) : YES
¢ Compliance audits (ISO 27001, PCI, etc.) (Y/N) : YES

4. Information Security Audits carried out in last 12 Months :

Govt. : 7
PSU : 2
Private : more than 100

Total Nos. of Information Security Audits done : more than 300

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit : 3000+ IP addresses
Web-application security audit : 2000+ applications
Wireless security audit : 10+ locations
Compliance audits (ISO 27001, PCl, etc.) :100+

6. Technical manpower deployed for informationsecurity audits :

CISSPs : 3

BS7799 / 1SO27001 LAs : 23

CISAs : 1

DISAs / ISAs : 0

Any other information security qualification : 7 PCI QSA, 2 CRISC, 72
CEH, 15 ECSA, 8 OSCP

Total Nos. of Technical Personnel : 700+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Duration Experience in Qualifications
No. Employee with Information related to
Paladion Security Information security
1. Hrishikesh 16+ years 16+ years CISSP
Sivanandhan
2. Balaji V 15+ years 15+ years CSSA
3. Sanjeev Verma 13+ years 13+ years CISSP
4. Dawood Haddadi 10+ years 12+ years Certified Web Hacking
Security Professional,
1SO 27001 Lead
Auditor
5. Hariharan 9+ years 12+ years 1ISO 27001, CEH, PCI
Anantha Krishnan QSA




| 6. | Satyam Singh

| 8+ years

| 8+ years | GWAPT, OSCP

project value.

We execute 500+ projects each year globally. Here are a few of them-

S.No. | Customer Details Scope Project
Value
1. A large Private Bank in a. Security Testing Rs. 3 crore+
India b. Security Monitoring
c. Threat Advisory
2. Global Bank with Delivery Web application security test Rs. 2 crore+

Centre in India

op

Internal penetration test
c. External penetration test

3. Large IT company

a. 20+ applications for Application Rs. 1 crore+
Penetration Test

b. 10+ applications for Source Code
Review

c. 200+ IP addresses for Internal
network penetration test

d. 50+ External network penetration

test

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

S. Activities Security Audit tools
No
1. Application Security Burp Proxy and Scanner, Paros Proxy and Scanner,
Assessment Wireshark, Winhe, CSRF Tester, OpenSSL,
tHCSSLCheck, Firefox Extensions
2. Source Code Review Fortify SCA & Paladion Code Scanner
3. Network Penetration Testing KALI Linux, Nslookup, Dnsrecin, Dnsmap,
Metagoofil, fragroute, whisker, Nmap, Firewalk,
SNMPc, Hping, xprobe, Amap, Nessus, Nikto,
LOphtcrack, John the ripper, Brutus, Sqldict,
Penetration Testing Orchestrator
4. Wireless Penetration Testing AirSnort, WinDump, Ethereal, WEPCrack,
NetStumbler, Kismet, AirTraf, Aircrack-ng Suite &
Ettercap
5. Internal Vulnerability SAINT & Nessus Professional
Scanning
6. ASV Scans SAINT
7. Configuration Review Nessus Professional

10. Outsourcing of Project to External Information Security Auditors / Experts :

¥es/No

yes, kindly provide oversight arrangement (MoU, contract etc.))

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

(If



11. Whether organization has any Foreign Tie-Ups? If yes, give detalils : ¥es/No

12. Whether organization is a subsidiary of any foreign based organization? : Yes/Ne If
yes, give details

AtosSE

13. Locations of Overseas Headquarters/Offices, if any : Yes/Noe

11480 Commerce Park Drive, Suite 210
Reston, VA 20191 USA

*Information as provided by Paladion Networks Pvt. Ltd.on 26" October, 2020

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Payatu Security Consulting Private Limited

1. Name & location of the empanelled Information Security Auditing Organization :

Payatu Security Consulting Pvt. Ltd.
Office No. 308, Lunkad Sky Vista, Near Dorabjee Mall, Viman Nagar, Pune, Maharashtra-411014

2. Carrying out Information Security Audits since : 2012

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) Y

e Web-application security audit (Y/N) Y

e Wireless security audit (Y/N) Y

¢ Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) Y

e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) Y

e ICS/OT Audits (Y/N) Y

e Cloud security Audits (Y/N) Y

e Mobile Application security audit Y

e Secure Code Review Y

e Red Team Engagement Y

e Al & ML Security Assessment Y

e Secure Network Architecture Design & Review Y

e Managed Security Services and SOC Services Y

e Binary Security Assessment Y

e Security Awareness and Technical Training Y

e 10T Security Assessment Y

4. Information Security Audits carried out in last 12 Months :

Govt. : 0
PSU : 5+
Private : 100+
Total Nos. of Information Security Audits done : 100+

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.)
ICS/OT Audits

Cloud security Audits

Source Code Review

Binary Security Assessment

loT Security Assessment

Mobile Application Security Audit

Red Team Engagement

[y

NWWEHRWWOWOWO =NV

6. Technical manpower deployed for information security audits :

CISSPs

BS7799 / 1SO27001 LAs

CISAs

DISAs / ISAs

Any other information security qualification:

Sooo



Details of technical manpower deployed for information security audits
organizations (attach Annexure if required)

Total Nos. of Technical Personnel

OSCP

CRTP

eWPTX

CRTO

eJPT

eMAPT

CEH

CREST CRT/CPSA

NRRNNRANOY
(>}

: 59

in Government and Critical sector

S. Name of Employee | Duration with Experience in Qualifications related to
No. Payatu Information Security Information security
Security
Consulting
Pvt. Ltd.
1 Aadil Dhanani 0.3 2.2 BE, CRTP, CEH
2 Abhishek Gupta 0 6 Diploma in Information
Technology
3 Abhishek Pandey 0.5 8.5 M. Tech in Electrical
Engineering with
specialization in Control
System
4 Ajay B 0 2 Diploma in Electronics
and Communication
Engineering
5 Ajay SK 0.9 3.2 BE
6 Akanksha Prasad 1.7 5 BE, AWS Security
Fundamentals, eWPTx
by INE Security
7 Akshay Khilari 1.7 5.4 BE, AWS Security
Fundamentals
8 Ali Jujara 2.1 5.5 BE
9 Aman Aryan 7 8 BTech, OSCP
10 Amit Kumar 4.1 4.6 BTech, CRTP, CEH
11 Aniket Kulkarni 0.4 5 Master In engineering
12 Arjun Bahera 4.2 5 BTech, AWS Cloud
Practitioner, CEH, Web
App Security
Fundamentals, Pivoting
Metasploit
13 Atharv Sharma 0 0 B. Tech & OSCP
14 Chandru R 0 0 MCA, eJPT, CAP, CC
15 Chinmay Khobre 0.2 4.8 B.E in Information
Technology,eWPTX,CEH
16 Dudekula Srikanth | 0.1 3.1 BCA, CEH, CRTP
17 Hari Prasad 4.1 5.9 Diploma CE, OSCP,
eWAPTXv2, CEH, CRTP
18 Hemant Sonkar 2.2 3.8 Post-Graduation
Diploma in Embedded
Systems
19 Joseph Zacharia 0.3 2.3 Bachelor of
Architecture, CRTO,
CEH, Security+,
Network+, A+, AZ-
900, SC-900
20 Karsh Trivedi 0 2.3 BE, RHCSA, CC
21 Karthikraja Mohan | 2.6 6.8 BE
22 Lokesha V M 1.5 5.9 BE, McAfee SIEM,
Qualys Guard VA
23 Mayank Arora 4.4 4.8 BE, CEH




24 Mayank Choubey 0.3 1.1 BSC, Certified AppSec
Practitioner
25 Mayur Bilapate 0.3 2.6 IT Infrastructure,
Systems and Security,
Certified Penetration
Testing Specialist
26 Meera Patel 0.1 3.9 BSC in Information
Technology , OHSE
27 Mihir Doshi 5.3 9.3 MCA
28 Mitul Kumar 1.9 3.8 BTech, CEH
29 Mohamed Althaf 1.3 1.7 BSC Computer Science
30 Mohamed Ashar K | 0.4 0.4 CEH, CPT, EHE
31 Mukund Kedia 2.1 3.4 BTech, eJPT, eWPTXv2
32 Nikhil Memane 1.5 2.1 BSC Cyber Security
33 Nimit Jain 4.1 5.8 BTech, OSCP, CREST
CRT, CREST CPSA
34 Omkar Dutta 0.4 2.4 BCA, Certified AppSec
Practitioner, CEH, AWS
Certified Cloud
Practitioner
35 Prajyot 2 3.1 BE, Portswigger
Chemburkar BurpSuite Certified
Practitioner,
APISecUniversity - API
Security Expert
36 Prashant Mahajan | 2.9 4.9 GIAC Certified Forensic
Analyst (GCFA), Master
of Applied Science
(Information Security &
Assurance)
37 Prathamesh Patil 0.3 1.7 MSC, CEH, MCRTA,
C3SA
38 Pugal Selvan 0.7 0.7 BE in Electirical &
Electronics engineering
39 Raj Sharma 0.4 3.4 BE, CRTP, CEH, CPTE
40 Rajib Bardhan 1.7 3.4 BTech, Certified Appsec
Practitioner
41 Ranit Pradhan 1.4 1.4 BTech
42 Rohit Sharma 0.4 4.9 Al-900
43 Rupesh Balkrishna | 3.9 7.9 Diploma In Digital
Surve Electronics
44 Samaksh Kaushik 4.4 6.3 BTech, OSCP, CEH,
CRTP
45 Samuel Valmiki 1.9 4 BSC IT
46 Sharath Kumar A 1.4 3.4 BE, AWS Solution
Architect(SAA-C02) -
Udemy, AWS Architect
for Real World (Learn
Code Online),
Introduction to AWS
Pentesting
(HackingTheCloud)
47 Shiva Kumar Jella | 0.3 3 BSC, CRTP
48 Shivanand 0.9 6.3 BE
Jambagi
49 Shreyas Gurjar 2 3.6 Master of science in
Computer Science,
RHCSA, Comptia N+,
EHE
50 Shreyas Kardile 2.5 3 BE
51 Soummya 2.4 3.4 MCA, OSCP, CRTP, CEH
Mukhopadhyay
52 Soumyanil Biswas 0.2 1.2 BTech, CRTP,

IntroToSOC, Windows




Evasion

53 Sudarson Prabhu 0.2 1.9 Bachelors in computer
science (System
Security
Specialization), 1SO
27001

54 Suraj Kumar 4.2 9.6 BTech, OSCP

55 Tauheed Ahmad 2.9 5.5 OSCP, eMAPT

Khan

56 Tushar Singh 0.2 1.2 OSCP, eWPTXv2

57 Vaibhav Rajput 1.9 2.3 BTech

58 Vedant Wayal 2.4 4.9 Diploma in Mechanical
Eng, B.E, P.G Diploma
in Cyber Security

59 Yakshita sharma 1.9 3.4 B.Tech in Computer
Science , DANTE, ECC-
CEH, CAP, eCPPT

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

S. No. | Customer Detalils

Scope

Project Value

One of the
European based
Logistic Software
1 | company

1. Web Application Security
2. Network Assessment

USD 100 Thousand+

USA based Infrastructure Assessment
Product 3. Mobile Application USD 100
2 | Company Assessment Thousand+

1. Web Application
Assessment
2. Internal and External

List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

Information Gathering

Boo~NoorwNE

0.

Rengine
Dnsenum
Dig

Whois
Shodan
censys.io
spiderfoot
recon-ng
securitytrails
gau

Mapping

1
2
3
4
5.
6.
he
8
9
1

0.

Nmap
Scapy
lke-scan
Superscan
ffuf
Openssl
SSLyzer
Netcat
Traceroute
Snmpcheck



11. Smtpscan
12. Smbclient
13. Wireshark
14. Web Client

Vulnerability Assessment

Nessus Professional
Burp suite professional
Mobsf

Scoutesuite

Prowler

Expliot

BloodHound

Nikto

PN AWONE

Exploitation

1. Custom python script
2. Metasploit

3. Sqglmap

4. Hydra

5. Sliver

6. BruteRatel

7. Frida

8. Objection

9. Drozer

10. RMS

Other tools/script are being used depending on the nature of the engagement/assessment.

10. Outsourcing of Project to External Information Security Auditors / Experts: Yes/No (@i
yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: Yes/No

12. Whether organization is a subsidiary of any foreign based organization? : Yes/ No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : Yes/No
Payatu Security Consulting Pvt. Ltd. (India) has got three subsidiaries and registered offices in

USA -
Name: Payatu Inc.
Address: 19 Holly Cove Ln, City - Dover, State - Delaware — 19901

Australia -
Name: Payatu Australia Pty Ltd.
Address: 2/11 York Street, Sydney, NSW 2000, Australia.

Singapore -
Name: Payatu Pte. Ltd
Address: 10 Anson Road, #33-10c, International Plaza, Singapore (079903)

UAE -

Name: Payatu FzCo

Address: 41434-001, A1-3641379065, IFZA Business Park, DDP, Dubai Silicon Oasis, Dubai, United
Arab Emirates.

*Information as provided by Payatu Security Consulting Pvt. Ltd. on 20" Nov 2024.



Back



Snapshot of skills and competence of CERT-In empanelled

Information Security Auditing Organisation

M/s Qseap Infotech Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization :

Head Office:

Qseap Infotech Pvt Ltd, First Floor, Building No: 04, Sector - 03, Millenium Business Park, MIDC

Industrial Area, Mahape, Navi Mumbai, Maharashtra 400710

Branch Office:

951, 24th Main Road, Second Floor, R. K Colony, Marenahalli, 2nd Phase, J.P. Nagar, Bengaluru,

Karnataka 560078

2. Carrying out Information Security Audits since
3. Capability to audit , category wise (add more if required)

Network security audit (Y/N)

Web-application security audit (Y/N)

Wireless security audit (Y/N)

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)
ICS/0OT Audits (Y/N)

Cloud security Audits (Y/N)

4. Information Security Audits carried out in last 12 Months :

Govt. : 15+
PSU : 6+

Private : 45+
Total Nos. of Information Security Audits done : 80+

2011

: Yes
: Yes
: Yes
: Yes
: Yes
: Yes
: Yes

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project

handled by them)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.)
ICS/OT Audits

Cloud security Audits

6. Technical manpower deployed for information security audits :
CISSPs : 1

e BS7799/1S027001 LAs : 25
e CISAs:5

Any other information security qualification:

CEH: 85
ECSA: 7
OSCP: 10
CPTE: 8
CCNA: 8

: 25
: 48
4
18+
17+
144+
: 3



CISEH: 12

CompTIA Security+: 12
CISC: 4

CHFI: 6

CNSS: 7

CND: 9

CISM: 10

CPFA: 14

Total Nos. of Technical Personnel: 210

7. Details of technical manpower deployed for information security audits in Government and Critical sector

organizations (attach Annexure if required)

Experience

Qualifications

s Duration in related to
" | Name of Employees with Qseap | Information -
No . I Information
in Years Security in -
security
Years
Bachelor Of
Technology in
1 Shalini Saini 5 years 8 5 years 8 Electronics and
months months L
Telecommunications
1SO 27001:2013 LA
Bachelor Of
Technology in
Electronics and

2 Ashwini Shrinivas Naik igﬁ?ﬁi 8 ;Zozfﬁsrs 9 Telecommunications,
ISO/IEC
27001:2022,I1SO/IEC
27001:2013
BE in computer ,

- . 3 years 3 3 years 3 ISO/IEC

3 Anjali Yashwant Gajakosh months months 27001:2013,
ISO/IEC 27001:2022
MTech in Computer

. 2 years 9 4 years 2 Science &

4 Priti C. Ghag months months Technology ,
ISO/IEC 27001:2022
MCA in Computer A,

5 Alisha S rzngfl?kr\z o rznz‘lixz ° pplicationlSO
27001:2022
BE In Mechanical
Engineering

. 2 years 8 12 years 9 1SO4001:2018,

6 | Mubeen Abdulwaheed Mirza months months 1S09001:2015,
1SO14001:2015,
1SO4001:2008

. 2 years 7 15 years 5 Bcom in Commerce,

’ Manoj Bhargav Shete months months 1SO27001:2013
B. Com in

8 Juhili Parshuram Zagade igﬁi‘;z 6 igﬁ?;z 6 Commerce,
1SO27001:2013
BCA,
1SO27001:2022,

. . . 2 years 5 2 years 5 CAP, API Penetration

° Pooja Rajaram Dive months months Testing, CEH,
Practical Ethical
Hacking
Bachelor of

10 | vaibhav Rao 2 years 5 2 years 5 Technology in

months months computer

Application, eWPTX,




1SO27001:2022

. .. . 2years 1 2years 1 MSc-IT in Security,
11 | Milan Bhanji Dharaviya month month ISO 27001:2022
BSC in IT, Cyber
. . . 3 years 2 Security Expert,
12 Abdulkadir Shaukatali Moujan 2 years months Cloud Architect,
CEH, CISM
Graduate in Digital
and Cyber Forensic
13 | Arunima Sachidanandan 2 years 2 years Science, ISO/IEC
27001:2022, API
Penetration Testing
BE in Computer
1 year 10 3 years 8 Engineering, in
14 | Akshay Sudhakar Walugade months months Ethical Hacking &
Cyber Security
BE in Electronics &
15 Ashwini Prashant Zaware rlngﬁ?kr\sg rengﬁ?rrnz 11 Telecommunication,
ISO/IEC 27001:2022
1 year 8 2 years 3 MCOM , ISO
16 | Suraksha Suresh Shetty months months 27001:2022, CGRC
Bachelors in
1 year 8 2 years 2 Management
17 Ganesh Eeshwar Pawar months months Studies, I1SO
27001:2022
BE in Electronics &
telecommunication
1 year 8 4 years 1 Engineering, 1SO
18 | Vrushank G Umra months month 20000:2018, 1SO
22301:2019, ISO
27001:2022
Bachalor in
19 Aditi Jitendra Bhosale 1 year 6 1 year 6 Electronics and
months months S
Communication, CEH
B.Tech in Computer
Science, CEH,
. . 1year5 10 years 10 27001:2022,
20 | Soumi Banerjee months months Computer Hacking
Forensic
Investigator,
Bachelor of
Computer
. 1year4 1 year 4 Application,
21 | Prashant Gulab Suryawanshi months months 27001:2022, Full
stack Java
Developer
. . . 1year 4 1year 4 B.Sc in Computer
22 Danish Dildar Mujawar months months Science, CSOC
BSc-IT in
23 Ujwala Sadanandam Domala 1 year3 1 year3 Information
months months Technology,
27001:2022
B.tech in computer
24 Mahesh Koritepati 1year?2 1year 2 sclence a_nd
months months engineering ,
ISO/IEC 27001:2022
1 vear 2 1 vear 2 B.Tech in Computer
25 Kartik Prashant Padave Y Y Science, Certification
months months . .
in Coputer Science
1 vear 2 1 vear 2 B.Sc in Information
26 Sachin Yadav Y Y Technology,
months months

27001:2022




27

Hitesh Bhoir

1 year 2
months

1 year 2
months

B.Sc in Computer
Science, Certified
course in Ehical
Hacking and Cyber
security ,1SO
27001:2022

28

Dattatray Shankar Muluk

1 year 2
months

1year 11
months

Post Graduate
Diploma in IT project
management, 1SO
27001:2022

29

Amit Jaiprakash Maurya

lyearl
month

2 years 11
months

M.Sc. Computer
Science, CEH, ISO
27001:2022, CISM

30

Amey Laxman Bandekar

1 year

1 year

BE in Mechanical
Engineering, 1SO
27001:2022

31

Jayshri Hambirrao Patil

1 year

1 year

Engineering in
Electronics and
Telecommunication,
1ISO 27001:2022

32

Mohamed Ateeque Mohamed Taufique
Siddiqui

1 year

1 year

Bachelors in
Information
technology in IT,
1SO 27001:2022

33

Shubham Subhash Watve

10 months

10 months

BSC in Computer
Science, 1SO
27001:2022, Full
Stack Developer-
JAVA

34

Riya Devanand Badwaik

9 months

9 months

Bachalor in
Computer
Application,
Accredited
Professional
Certification, 1SO
27001:2022,
Introduction to
Cyber Security, IT
Audit and
Complience Training

35

Devendra Manoj Pednekar

9 months

9 months

Bachelor of
Engineering in
Computer
Engineering,
Workshop on Quality
engineering

36

Sumeet Adsole

7 months

7 months

Msc Cybercrime and
Digital Investigation,
1SO 27001:2022

37

Chetan Devidas Rathod

5 years 3
months

7 months

BE in Computer ,
CEH, ISO
27001:2022

38

Sanath Kumar

7 months

7 months

Bachelor of
Engineering in
Electronics and
communication ,
1SO 27001:2022

39

Sushil Santosh Matode

5 months

5 months

Bachalor of
Vocational in
Forensic Science ,
GRC Professinal

40

Vaishali Ramdas Salve

4 months

4 months

B.com inCommerce,
CISA




MSc in Information
Security, 1SO
27001:2022, CAP,

41 Rutesh Laxmikant Ajgaonkar 4 months 8 months CNSP, Third Party
Risk Management
expert
Bachelor of

42 Pinank Dipakbhai Acharya 4 months 1year1 engineering in

month Information
technology, CEH
. 8 years 11 Bachelor of Science
43 | Ashish Kumawat 4 months in Computer
months .
Science, CEH
Mtech in Cyber
. . 2years 1 Security, 1SO

44 | Vivek S Nair 1 month month 27001:2022 Lead
Implementor
Bachelor of hotel

45 | Vicky vithoba Sadavarte 2 years 9 12 years 3 manggement and

months months catering technology,
CAP
Bachelor of
Engineerig in
. . 1 year 8 1 year 8 Electronics &. .
46 Munjal Sanjay Shah Telecommuniction,
months months -
Advance Executive
programme in Cyber
Security
Bachelor of
Engineering in
Electronics and
Telecommunication,
CRTP Certification,
. . 3 years 10 6 years 3 CEH Certification,

47 | Abhijit Shrikant Kumbhojkar months months Red Hat Certified
Engineer, Red Hat
Certified System
Administrator, CNSS
Certification, PNPT
Certification

. 1 year 2 1 year 2 CERTIFIED ETHICAL

48 Abhishek Lokhande months months HACKER
B.E in Computer,
Information Security

. 2 years 11 3 years 10 Management System

49 Aditya Sharad Bhosale months months Auditor/ Lead
Auditor (ISO/IEC
27001:2022)

B.E. in Computer

50 | Akshay Sudhakar Walugade #zﬁ?k';slo SmZﬁ‘;:z 8 Engineering, 1SO-
27001 Lead Auditor
BE In Mechanical,

51 Amey Laxman Bandekar 1 year 1 year 1SO/IEC 270012022
B.Tech in ECE,

52 | Anas Kodavana Paramba 2 years 11 2 years 11 eWPTX, MCRTA,

months months
CRTO
. . . 2 years 7 2 years 7 B.E in Computer,
53 | Ashishkumar Jitendrakumar Singh months months C3SA
_ 5 years 11 B.E in Computer,

54 | Chetan Devidas Rathod 7 months months CEH, 1SO
27001:2022
CISA, CISSP, CISM,

55 | Jaya Bharthi 3 Years 38 Years ISO 27001 LS, CEH,

CAIIB




B.E (COMP) /Mba
(IT), Master of

56 | Abhijit Ashok Doke 7.5 Years 8 Years Business
Administraton, CSIC
, OSCP, CISSP, CRTP
B.E (EXTC), MSC
.. . . Network System
57 | Ajita Haridas Gawai 4.3 years 4.3 years Engineering, 1SO
27001 LA,
Bachelor of
Enginnering in
58 Ninad Rajeshbhai Gandhi 7 years 6 10 years 7 Electronics and
months months S
Communication,
CEH, CND, CCNA
M.Sc in Computer
. 6 years 6 7 years 6 Application, I1ISO
59 | Subodh vishe months months 27001 Lead
Auditorm, CISA
Bachelor of
Engineering in
60 Purushottam Jaywant Rane 6 years 2 6 years 2 Computer
months months . .
Engineering , ESCA
CEH CND CHFI
61 | Vishwajeet shivaji Khodade 2 years 7 5 years 9 Bsc in Physics, C3SA
months months
. . 4 years 10 4 years 10 B.Tech in Computer
62 Rushikesh Shailesh Dave months months Engineering, CPTS
Bachelor in
Engineering in
63 | Hitesh Duseja 4 years 10 6 years 1 Electronics and
months month L
Telecommunication,
CRTP
Bachelor of
64 Kalyani Vishwas Mali 8 years 2 11 years 1 Englneer_lng in
months month Information
Technology, CEH
Bachelors of
5 years 8 5 years 8 Engineering in
65 Darshana Hemant Pund months months Computer Science &
Enggineering, CEH
4 years 9 5 years 3 BE in Information
66 | Mayank Afle months months Technology, CISC
. 4 years 9 5 years 3 B.Sc in Information
67 | Afroza Sulaiman months months technology, CPTE
. . . 4 years 8 4 years 8 BE in EXTC, CCNA,
68 Manali Sanjay Ahire months months eMAPT
BE in Electronic and
communications,
S 3 years 10 3 years 10 Certified AppSec
69 Mansi Ajit Singh months months Practitioner,
Certified in
Cybersecurity (CC)
3 years 6 3 years 6 BCA in Comuter
70 | Sanjay Lekhak Y Y Science, OSCP,
months months
CRTP
Bachelor of
71 Prasad Sanjay Awate 3 years 10 3 years 10 Englneer_lng in
months months Information
Technology, CRTP
Bachelor of
Engineering in
72 | Abhijit Shrikant Kumbhojkar 3 years 10 6 years 3 Electronics and
months months

Telecommunication,
CEH




. 3 years 5 3years 5 BE in Electronics,

73 Madhuri chandrakant Barge months months CCNA, CAP, CEH
Bachelor of Science
in Computer

74 | Jithin Jacob ?ngﬁ?r:z 6 rsn?),reﬁlzz 6 Science, AWS
Certified Cloud
Practitioner
B.tech in Mechanical

. - 3years 5 3 years 5 Engineering ,

75 Karan Sunil Suryawanshi months months Master In Ethical
Hacking
Bachelors In

76 | Chandan Singh f’nzﬁ?}:z 3 rsngﬁ?;z 3 Computer
Applications, CAP
B.TECH in Computer
Engineering,

3 years 4 3 years 4 Certified Information

77 | Geetesh Madan Tandel months months Security and Ethical
Hacker, Cetified
Penitration Tester

78 | Pappu Nathuni Yadav 3 years 4 3 years 4 B.E. in EXTC, CEH

months months
Bachelor of

79 | Onkar Prabhakar Lad 3 years 3 years Englneer!ng n
Information
Technology, CEH
Bachlor of Science in
Information

80 Puneet Malhotra 3 years 3 years Technology, CEH,
CAP

. 3 years 2 3 years 2 MCA in Information

81 | Chaitali Balanath Sonawane months months Technology,CRTP
Bachalor in
Information
Technology,

. Certified AppSec

82 | Jeet Anil Verma 9 months 1 year Practitioner (CAP),
Certified Cloud
Security Practitioner
- AWS (CCSP-AWS)
Bachelor's of
Technology in

. 3 years 6 3 years 6 Infoamtion

83 Prahadeesh Srinivasan months months Technology, OSCP,
CCSK, CRTP,
eWPTXv2, EJPT, CEH

2 years 10 2 years 10 Bachelor of Mass

84 Ramkumar Kannan Nadar months months Media , CRTP

. . . 4 years 8 4 years 8 BE In EXTC, CCNA,

85 Manali Sanjay Ahire months months eMPT,

Bsc in Information

86 | Amol Babaji Kotkar 2 years 10 3 years 2 Technology, CRTP,

months months
CEH

87 Manish Tiwari 9 months 9 months BSC in IT, CEH
Master of Computer
Application, OSCP,

88 Pravin Singh 3 years 2 5 years 11 DFE, Vulnerability

months months Management

Detection and
Response




Bachelor of
Computer Science,
Vulnerability
Management
) 2 years 11 Detection and
89 Preetam Rajendra Godbole 4 years Response, Cloud
months .
Agent , APl Security
Fundamental, Red
Heat Certified
System
Administrator
. 2 years 9 3 years 6 BE in Civil
90 Sunny Satish Mhatre months months Engineering, CCA
Bachelor in
. 2 years 7 2 years 7 Electronics and
o1 Aishwarya Arun Ghag months months Telecommunication,
eWPTX
. . 2 years 7 3 years 4 B.tech in eleptrical
92 Madhumathi Chamarthi months months and electronics,
CAP, EHE, eJPT
. . . 2 years 6 2 years 6 Bachlc_)r of
93 Manikandan Rajamanickam Vocational, eJPT,
months months
C3SA
. . 2 years 6 2 years 6 BCA in Computer
94 Gobinath Ravi months months Scienec, eJPT
95 | Swathi K 2 years 6 4 years 8 Btech in EEE, CRTP
months months
2 years 5 2 years 5 BSC in PMC, EHE,
96 Ullas Bapat months months CAP
Post Graduation
97 Sushant Krishna Kuthe 2 years 5 2 years 5 ngriam in Cyl_aer_
months months Security Association,
eWPTX, CEH
. 2 years 3 4 years 8 B.E in Information
98 | Jayesh wani months months Technology, OWASP
B.E. in Computer
—_— . 2 years 3 3years 7 Engineering,
29 Nikhil Sanjay Sable months months Practical Junior
Penetration Tester
Bachelor of
Engineering in
100 | Nihal Ramesh Dange 2 years 3 5 years 6 Eleg(]:tronicsgand
months months .
telecommunication
,CCNA
. . 2 years 7 2 years 7 BCOM in Commerce,
101 | Sohail Shaikh months months CEH
N 1 year 4 5 years 1 MA in Economi_cs,
102 | Dilip Ghosh CISA, Foundation
months month . .
Examination

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

S.No Activity Scope Complexity Location

Information Technology | Network VAPT
1 ICICI Bank | (IT) Contingency Plan Web Appsec Mumbai
for Business Mobile Appsec




Comr(‘jr:irc]ity Cyber Security and
2 Cyber Resilience as per | Process Audit Mumbai
Exchange SEBI Guidelines
(ICEX)
Website Security Audit .
3 UTHTSL | for UTIITSL Multiple Web Mumbai
L Applications
Applications
Annual charges for
a Stock availing information Process Audit Mumbai
Holding security audit ISMS
advisory services
Website Security Audit | Network VAPT
5 Canara Bank | for Canara bank Web Appsec Bangalore
Applications Mobile Appsec

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Commercial Tool

Acunetix

Burp Suite Professional
CheckMarx

HCL Appscan

Nessus Professional

Free ware:

Zed Attack Proxy
WebScarab

Spike Proxy
Metaspolit Framework
SQLiX

Absinthe

Winhex

DJ Decompiler
VBReFormer

Brutus

APKInspector
Error-Prone

Echo Mirage
Interactive TCP Relay
NMAP

Wikto

Xprobe

SINFP

Hping2

Wireshark Network Stuff
Process Monitor
Scanrand Superscan
Bowser Extensions
Amandroid
Androwarn

Android SDK



10. Outsourcing of Project to External Information Security Auditors / Experts:

kindly provide oversight arrangement (MoU, contract etc.))
11. Whether organization has any Foreign Tie-Ups? If yes, give details:

12. Whether organization is a subsidiary of any foreign based organization? :
yes, give details

13. Locations of Overseas Headquarters/Offices, if any :

*Information as provided by Qseap Infotech Pvt Ltd on 25/11/24

No

No

No

No

( If yes,

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s SecurEyes Techno Services Pvt Ltd.

1. Name & location of the empanelled Information Security Auditing Organization:

Name: SECUREYES TECHNO SERVICES PVT LTD

Registered Office Address:
3rd Floor, 3S, Swamy Towers, 51/27, outer Ring Road, Chinapanahalli, Marathahalli, Bengaluru (Bangalore)
Urban, Karnataka India - 560037

Corporate Office Address:
4th Floor, Delta Block Sigma Soft Tech Park, Whitefield Main Road Varathur Post Bangalore, Karnataka, India
- 560066.

2. Carrying out Information Security Audits since : 2006

3. Capability to audit , category wise (add more if required)

o Network security audit -Y
. Web-application security audit -Y
o Wireless security audit -Y
. Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) -Y
. Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) -Y
o ICS/OT Audits -Y
. Cloud security Audits -Y

Other Services offered by SecurEyes -

. GRC consultancy -Y
o BCM Consulting Services -Y
) Data Privacy Consulting Services (DPDP) -Y
. Thick-Client Application Security Testing -Y
. Setting secure SDLC practice and Code security review -Y
. Process Security Testing -Y
. Red Teaming Assessments -Y
. Communications Security Testing -Y
. Physical Access and Environment Security Controls Review -Y
. Advanced Penetration Resilience Testing -Y
. Gap Analysis against well-known standards -Y
. Enterprise Security Architecture Review -Y
. Regulatory security compliance review -Y
. Cyber Security Awareness and Training Services -Y

SecurEyes offers Cyber Security products as listed under:
. Regulatory & GRC Compliance Product — SE-RegTrac

Vulnerability Management Product -SE-VulTrac

Compliance Management for Enterprises — SE-CompTrac

Third Party Risk Management - SE-TPTrac

Operational Risk Management - SE-RiskTrac

Audit Management - SE-AudiTrac

4. Information Security Audits carried out in last 12 Months :

Govt. : 311
(Include Ministries, NIC, NICSI, various other Central and State Government Departments)
PSU : 814
Private 1132

Total Nos. of Information Security Audits done : 1257



5.

Network security audit : 19
Web-application security audit 1210
Wireless security audit : NA
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 23
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) 12
ICS/OT Audits :NA
Cloud security Audits : 3

6. Technical manpower deployed for information security audits :
CISSPs :0
BS7799 / 1SO27001 LAs : 48
CISAs :6
DISAs / ISAs 12
Any other information security qualification: CISM: 4, CEH:71
Total Nos. of Technical Personnel 1121

Number of audits in last 12 months , category-wise

7. Details of technical manpower deployed for information security audits in Government and Critical sector

organizations (attach Annexure if required)

SecurEyes is having Total 121 Technical Personnel. However, we hereby providing detail of 47 Professionals.

Duration Expe_rience Qualifications
Sr.No | Name of Employee with n G 1_:0 Certifications
SecurEyes Informa_tlon Informaftlon
Security security

1 Aishwarya Mohanty 5 5 B.Tech CEH, 1S027001
2 Aiswarya Debadarshini 4 4 B.Tech CEH,1S027001
3 | Alakunta Subrahmanyam 2 2 B.Tech CEH,I1SO27001
4 Aqueeb Jawaid 7 7 B.Tech CEH,1S027001
5 Arvind Shekar 3 6 B.E CEH,1S027001
6 Avinash Neerasa 1 12 B.Tech CISA
7 Dhinker George 2 2 Bsc CEH,1S027001
8 Ediga Chandrakala 2 5 B.Tech CEH,1S027001
9 Emmanuel Suvisesh S 2 2 B.tech CEH,1S027001
10 | Faizan Manzoor Wani 2 3 B.Tech CEH,I1SO27001
11 Gagandeep 3 4 M.tech CEH, 1SO27001, CISM
12 Gummadi Venkata Raghu Vamsi 7 9 M.tech 1SO27001
13 H.M.Shayem Firdous 6 10 B.E 1SO27001
14 Imtiaz Khan 5 5 B.Tech 1SO27001
15 K Nayanendu Mohanty 3 8 B.E CEH,1S027001
16 Kamalakanta Moharana 7 10 B.Tech CEH,1S027001
17 Lipi Hembram 3 B.Tech CEH,1S027001
18 Mahaprasad 4 B.Tech CEH,1S027001
19 Md Aspaque Rasool 3 3 B.Tech CEH,1S027001
20 Mrutyunjay Sahoo 12 12 B.Tech CEH,1S027001, CISM
21 Nandesh Kalal B.E 1SO27001
22 Narendra Nath Mukharjee B.Tech CEH,1S027001
23 | Nitin Gairola 6 11 B.E 1SO27001




Duration Expe.rience Qualifications
Sr.No | Name of Employee with Information Il:‘fecl)ar::t:gn Certifications
SEEGE Security security

24 Pallavi Ray 5 5 B.CA 1SO27001
25 Pinaki Bhattacharya 7 10 MCA CEH,1S027001
26 Pradeep Kottala 4 8 B.Tech 1SO27001, CISM
27 Puneet Kumar Vohra 8 11 B.Tech CISA
28 | Renati Rajitha 3 7 M.tech CEH,1S027001
29 Sahir Akhtar Khan 5 5 B.Tech 1SO27001
30 Sarmistha Nandi 3 3 B.Tech CEH,1S027001
31 Saswati Bal 3 3 M.tech CEH,1S027001
32 Satish Kumar Kottali 6 9 M.tech 1SO27001
33 Saurav nihal Minz 6 6 B.Tech CEH,1S027001, OSCP
34 Sidharth Mohanty 5 5 B.Tech CEH,1S027001
35 Silky 5 5 Bsc 1SO27001
36 Sriyanka Sahoo 4 5 B.Tech CEH,1S027001
37 Subrat Kumar Patnaik 4 5 MCA 1SO27001
38 Sudip Narayan Das 16 16 B.Tech CEH, 1S027001,CISA
39 Suma M Komannavar 8 8 B.E 1SO27001,CISA
40 Supriya G B.Com 1SO27001
41 Susree Swagatika Sahoo B.Tech 1SO27001
42 Sweta Mohanty 3 3 B.Tech CEH,1S027001
43 Ujal Mohan Ray 10 10 B.Tech CEH,1S027001, CISM
44 Utkarsh Bhatt 7 15 MCA CISM,1S027001
45 Vankadari Surya Vamsi 6 B.E 1SO27001
46 Virgill Arunesh J.M 6 B.E 1SO27001, CRISC
47 Yogesh Sanjabrao Lambe 2 B.E CEH, CISA

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Client Name | Project Brief Description of Scope Amount Location
Name (Approx)
Public Sector Engaging 41 e Network Security 5.30 Cr Mumbai
Bank of India Resources for | ¢ Process /Architecture review
a period of 1 e Cloud Specialist
Year e New Technology-Micro
services/Kubernetes/Containerization/Block
Chain
e Dev SecOps
e Source Code Review
e App Sec(Web,Mobile,Thick Client) & API
. SCD/VA/DFRA/DB Review
e Vendor risk/Supply Chain Risk
e Compliance Review - as per Bank’s IT & IS

Policy, Cyber

Security Policy, RBI Guidelines and Best

Global Security practices.

Risk assessment of the firewall rules along

with suitable recommendations




9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

SI No IT Audit Tool Version
1. Burp suite Professional 2024.3.1.4
2. Nessus 10.7.2
3. Web Inspect 23.2.0
4. Fortify (Audit Workbench) 23.2.0.0083
5. SQL Map 1.8.4.5
6. Dir Buster 1
7. XSStrike-Master 3
8. XSRF Probe 2.3
9. No SQL Map 0.7
10. Ghauri 1.3.1
11. clairvoyance 2.0.1
12. graphglmap 1
13. fuxploider 1.0.0
14. Postman 11
15. MobSF 4.0
16. ApkTool 2.9.0
17. Kali Linux Tools 2024.1
18. Tenable Nessus Expert 10.7.2
19. Rapid7 Nexpose 6.6.250
20. Nmap 7.94SVN
21. hashcat 6.2.6
22. hashid 3.1.4
23. enum4linux 0.9.1
24. smbmap
25. Git client 2.43.0
26. smbclient 4.19.5-Debian
27. Mysql client 15.1
28. SSH 9.6p1l Debian-4
29. Seclists (Wordlists)
30. rdesktop 1.9.0
31. Searchsploit
32. Metasploit Framework 6.4.5-Dev
33. Hydra 9.5




10. Outsourcing of Project to External Information Security Auditors / Experts:

kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details:

12. Whether organization is a subsidiary of any foreign based organization? :
yes, give details

13. Locations of Overseas Headquarters/Offices, if any :

1)

2)

3)

4)

*Information as provided by SECUREYES TECHO SERVICES PVT LTD on 27" Nov 2024

SecurEyes FZC

SAIF Suite Y-08

P.O. Box #122708
SAIF-ZONE, Sharjah
United Arab Emirates.

SecurEyes LLC

Desk No. 023, Business Centre,
Abu Dhabi Airports Free Zone,
PO Box: 2313, Abu Dhabi,
United Arab Emirates

SecurEyes Limited, KSA

3321 Muti Ibn Amir - Al Sulaimaniyah Dist.
Al Safwa Centre, Unit No 28,

Riyadh 12223 - 7656

Kingdom of Saudi Arabia

SecurEyes INC

310, Alder Road, P.O.Box: 841,
Dover, DE - 19904, USA

NO

NO

NO

YES

( If yes,
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Security Brigade InfoSec Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization :

Security Brigade InfoSec Pvt. Ltd.
3™ Floor, Kohinoor Estate, Lower Parel, Mumbai - 400013

2. Carrying out Information Security Audits since : 2006
3. Capability to audit , category wise (add more if required)

Network security audit
Web-application security audit
Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.)
Finance Sector Audits (Swift,ATMs, API, Payment Gateway etc.)
ICS/OT Audits

Cloud security Audits

Red Team Assessment

Web Application Penetration Testing
Mobile Application Penetration Testing
Network Penetration Testing

Network Vulnerability Assessment
Web Application Automated Vulnerability Assessment
WAP Application Penetration Testing
Thick Client Penetration Testing
Firewall Configuration Review
Wireless Penetration Testing

Server Configuration Review
Database Configuration Review
Source Code Review

Email Configuration Review

Network Architecture Review

Process and Policy Review

Incident Response

Spear Phishing Activity

Data Leakage Gap Analysis
Defacement Monitoring

Forensics Investigation & Analysis
Application Malware Scan

Network Malware Scan

SAR

4. Information Security Audits carried out in last 12 Months:

Govt.: 30+

PSU: 200+

Private: 150+

Total Nos. of Information Security Audits done: 50+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit: 200+

Web-application security audit: 300+

Wireless security audit:20+

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): 20+
Finance Sector Audits (Swift,ATMs, API, Payment Gateway etc.): 40+
ICS/OT Audits:10+



Cloud security Audits:15+

6. Technical manpower deployed for informationsecurity audits:

CISSPs: -

BS7799 / 1SO27001 LAs: -

CISAs: -

DISAs / ISAs: =

Any other information security qualification:12

Total Nos. of Technical Personnel: 14

7. Details of technical manpower deployed for information security audits in Government and Critical sector

organizations (attach Annexure if required)

S. Name of Employee | Duration with Experience in Qualifications related to

No. <organization> | Information Security Information security

1 Yash Kadakia Oct 2016 21 years ECPPT

2 Chintan Joshi Sept 2010 12 years ECPPT

3 Abhishek Gupta Nov 12, 2018 2.7 years CEH certified, ECPPT

4 Aditya Patil Mar 11, 2019 2.3 years VIVA Tech certification,
Python and Mysql
certification, national
conference on role of
engineers seminar
certification, ECPPT

5 Akshay Dandekar Feb 03, 2020 1.4 years CEH certified, MSC IT
certified

6 Ishan Patil July 16, 2018 2.11 years NPTEL Online
Certification

7 Kartik Badge Mar 04, 2021 1 year -

8 Nikhil Raut Feb 01, 2021 1 year ECPPT

9 Pranav Kumar July 1, 2020 3 years ECPPT

10 Ramneek July 1. 2019 2 years ECPPT

11 Samuel Valmiki Feb 1, 2021 1 year ECPPT

12 Siddarth Dec 20, 2017 3.6 years CEH certified, ECPPT

Gowrishankar
13 Sonali Singh Dec 1, 2020 1 year -
14 Sourav Kalal May 4. 2020 1.1 years -

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Quarterly Red Team Assessment for multiple locations, Web application PT, Network PT, Source

Code Review, Compliance Reviews for a Major Service Provider in India

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Information Gathering
- Bile-Suite

- Cisco torch

- SpiderFoot

- W3af

- Maltego

- SEAT

- In-House sdFinder

- ... and 50 other tools

Port Scanning
- Nmap
- In-House networkMapper




- Amap

- Foundstone

- hPing

- ... and 30 other tools

Application Security Assessment
- In-House webSpider

- In-House webDiscovery
- In-House webTester

- Achilles

- Sandcat

- Pixy

- W3af

- Nikto

- Paros

- ... and 100 other tools

Threat Profiling & Risk Identification
- In-House Risk Assessment
- ... and 5 other tools

Network & System Vulnerability Assessment
- Metasploit

- Nessus

- SAINT

- Inguma

- SARA

- Nipper

- GFI

- Safety-Lab

- Firecat

- Owasp CLASP

- Themis

- In-house VAFramework
- ... and 30 other tools

Exploitation

- Saint

- SQL Ninja

- SQL Map

- Inguma

- Metasploit

- ... and 100 other tools

Social Engineering

- Social-Engineering Toolkit (SET)
- Firecat

- People Search

- ... and 10 other tools

Privilege Escalation
- Cain & Abel

- OphCrack

- Fgdup

- Nipper

- Medusa

- Lynix

- Hydra

- ... and 40 others

Commercial Tools
- Nessus Commercial
- Burp Suite



10. Outsourcing of Project to External Information Security Auditors / Experts :  No ( If yes,
kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : No

12. Whether organization is a subsidiary of any foreign based organization? : No If
yes, give details

13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by Security Brigade InfoSec Pvt. Ltd. on 01/07/2021
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s TAC InfoSec Limited
1. Name & location of the empanelled Information Security Auditing Organization :
TAC InfoSec Limited

2. Carrying out Information Security Audits since : 2013

3. Capability to audit , category wise

e Network security audit: Yes
e Web-application VAPT: Yes
e Wireless security audit: Yes
e Compliance audits (ISO 27001, PCI, etc.) : Yes
e Source Code Review: Yes
e Red Teaming: Yes
e Mobile application security audit: Yes
e Social Engineering: Yes
e Vulnerability Assessment: Yes

4. Information Security Audits carried out in last 12 Months :

Govt. : 50+>
PSU : 10
Private : 1000+
Total Nos. of Information Security Audits done : 1000+

5. Number of audits in last 12 months , category-wise

Network security audit : 100+
Web-application security audit : 1000+
Wireless security audit : 50+
Compliance audits (ISO 27001, PCI, etc.) : 5+
Mobile Application Security Audit : 500+

6. Technical manpower deployed for informationsecurity audits :

CISSPs 1
BS7799 / 1S027001 LAs : 2
CISAs : o
DISAs / ISAs : o
CSSP : 1+
CSSA : 1+
CEH : 10+
Any other information security qualification : 10+
Total Nos. of Technical Personnel : 20+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Employee | Duration with Experience in Qualifications related to
No. <organization> | Information Security Information security
1. Akash Joshi 4+ 5+ ECSA, CHFI, ISO

27001 LA, CEH, MSC
(Cyber Security)
2. Rohit Thakur 1 4+ CEH




3. Raja Nagori 1 4+ CEH

4. Ajay Shrimali 2+ 2+ CEH
4.5+ 4.5+ B-Tech (Information
5. Saransh Rawat Technology) CEH

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

One of the largest BFSI: 200+ Mobile Applications, 100+ Web Applications, 200+ Network Devices, Source
Code Review, Configuration Review, and Risk Advisory.
Value of the Project was approx 90 Lacs.

List of Information Security Audit Tools used( commercial/ freeware/proprietary):

1.) Acunetix Consultant Edition (Commercial)
2.) Burp Suite Pro (Commercial)

3.) Dirbuster (Open Source)

4.) Nikto (Open Source)

5.) OWASP ZAP Proxy

Network VAPT:

1.) Nessus Vulnerability Scanner
2.) Wireshark

3.) Cain & Abel

4.) Metasploit

5.) smbclient

6.) snmpenum

7.) enum4linux

8.) netcat

9.) nslookup

10.) Exploit codes from exploit.db
11.) Other Kali OS tools as per the vulnerability

Configuration Review (OS & Devices):

1.) Nessus
2.) Nipper freeware
3.) Manual review

Wireless Penetration Testing:

1.) Atheros wifi card
2.) Aircrack-ng

3.) Wapiti

4.) Wifi - Pineapple

Red-Team:

1.) Malicious USB

2.) TAC PhishlInfielder (TAC's tool)
3.) Payloads (Self-Created)

4.) Other tools in kali OS.

. Outsourcing of Project to External Information Security Auditors / Experts : No (
If yes, kindly provide oversight arrangement (MoU, contract etc.))



11. Whether organization has any Foreign Tie-Ups? If yes, give details : No

12. Whether organization is a subsidiary of any foreign based organization? : No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : No
*Information as provided by TAC InfoSec Limited on 30/06/2021
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s TATA Communications Ltd

1. Name & location of the empanelled Information Security Auditing Organization:

TATA Communications Ltd,
5th Next Gen Tower New IDC Building, Ho Chi Minh Marg, opp. Savitri
Cinema, Greater Kailash, New Delhi- 110048

2. Carrying out Information Security Audits since : 2008

3. Capability to audit , category wise (add more if required)

Cyber Security Maturity Assessment (Y)
Compliance audits (ISO 27001, PCI, etc.) (Y)
Network security Audit (Y)

Vulnerability Assessment and Management (Y)
Penetration Testing (Infra/App) (Y)
Web-application security audit (Y)

Mobile Application security assessment (Y)
Phishing Simulation Exercise (Y)

Regulatory Audit/Assessment (Y)

Wireless security audit (Y)

Red Team Assessment (V)

4. Information Security Audits carried out in last 12 Months :

Govt. : 10
PSU : 20
Private : 50
Total Nos. of Information Security Audits done : 80+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

e Network security audit : 15
e Vulnerability Assessment : 75
e External Penetration Testing : 50
e Web and Mobile application security audit : 50
e Wireless security audit : 10
e Compliance audits (ISO 27001, PCI, etc.) : 20
e Red Teaming Assessment : 2

e Phishing Simulation Exercise : 4

6. Technical manpower deployed for informationsecurity audits :

CISSPs : 10
BS7799 / 1S0O27001 LAs : 20
CISAs : 8
Any other information security qualification

(CEH, ECSA, Pentester Academy, CREST) : 15
Total Nos. of Technical Personnel : 300+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)



Name of Employee

Duration with
Tata
Communications

Experience
in
Information
Security

Qualifications
related to
Information
security

Mohan Dass
<mohan.dass@tatacommunications.com>

12

23

CEH, ECSA,
CHFI, CCSK,
CISSP, QGCS

Rajaguru G S
<rajaguru.gs@tatacommunications.com>

12

14

CEH, ITIL,QCS,
ISO 27701 LA

Janardan Shinde
<janardan.shinde@tatacommunications.com>

10

1.5

CCNA
,OSCP,ITIL,CISA

Saranya Manoharan
<saranya.manoharan@tatacommunications.com>

OSCP (Offensive
Security) ,
CREST
Practitioner
Security Analyst
(CPSA), CEH
(Certified
Ethical Hacker),
Qualys Guard
certified
specialist

Prasath Jayasundar
<Prasath.Jayasundar@tatacommunications.com>

CREST
Practitioner
Security Analyst
(CPSA), CEH,
Qualys Guard
certified
specialist in
Vulnerability
Management,
CCSK

Divya Dilli
<divya.dilli@tatacommunications.com>

CEH, Qualys
Guard certified
specialist

Navdeep Sethi
<navdeep.sethi@tatacommunications.com>

CEH, CCNA,
Qualys Guard
VM Certified

Nissmole Srambikal
<nissmole.srambikal@tatacommunications.com>

55

CEH , ECSA

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

Application Security audit for one of the largest Rating/Research organisation in India, covering Security Audit for all

project value.

their critical business applications and infrastructure across global locations. Deal value is around INR 50Lakh.

Security Assessments including the Infrastructure Vulnerability assessment, Penetration testing, Application Security
testing, web application monitoring and GRC implementation for one of the largest PSU Banks in India to manage

their complete security area of the organisation, deal value including all security services is around INR 2Cr.

9.

List of Information Security Audit Tools used(commercial/ freeware/proprietary):

Nessus Pro
Qualysguard (VMDR)
Tenable.sc , Tenable.io
Metasploit Pro
Burpsuite Pro




e NMAP

e Kali Linux

e Nipper Studio

e Algosec

10. Outsourcing of Project to External Information Security Auditors / Experts : No (
If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : No

12. Whether organization is a subsidiary of any foreign based organization? : No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : Yes

Dubai Office

e Office No. 308, Building No. 12, Dubai Internet City, Dubai, United Arab Emirates. Tel: 80033111133
Singapore Office
e 18 Tai Seng Street, 18 Tai Seng, #04-01, Singapore 539775 , Tel +65 6632 6700, Tel: 1800 555 4357

A list of Tata Communications office locations worldwide can be found at
https://www.tatacommunications.com/about/offices/

*Information as provided by Tata Communications Ltd on 26-Oct-2020
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s AKS Information Technology Services Pvt. Ltd.

1.

Name & location of the empanelled Information Security Auditing Organization :

AKS Information Technology Services Pvt. Ltd.,
B-21, Sector - 59, Noida (UP) - 201309

Carrying out Information Security Audits since : 2006

Capability to audit , category wise (add more if required)

Network security audit (Y/N)

Web-application security audit (Y/N)

Wireless security audit (Y/N)

Implementation & Compliance of Security standards/regulations
ISO 27001, 1SO 22301, I1SO 20000, ISO 25000, ISO 27701, GDPR,PCI etc.)

Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)

ICS/OT Audits (Y/N)

Cloud security Audits (Y/N)

Vulnerability Assessment & Penetration Testing (Y/N)

Configuration/Hardening review

Mobile Application Audit (Y/N)

Thick Client Application Audit

Payment Gateway Audit (Y/N)

Telecom Audit (Y/N)

Information Systems Audit (Y/N)

IS Audit of Bank as per RBI Gopalakrishna Committee Report, SEBI guidelines

Compliance audit as per Government Guidelines

(RBI, SEBI, IRDAI, CCA, CEA, DPDP)

IT Risk Assessment (Y/N)

Formulation of IT policies & Procedures (Y/N)

Formulation/Review of Cyber Crisis Management Plan (CCMP)

Data Migration Audit (Y/N)

UIDAI AUA/SUB-AUA/KUA Audit (Y/N)

ERP Audit (SAP, Oracle etc) (Y/N)

Source Code Review (Y/N)

Load Testing/Performance Testing (Y/N)

Functional Testing (Y/N)

Inter-operability Testing (Y/N)

Accessibility Testing - GIGW (Y/N)

Configuration & Compatibility Testing (Y/N)

Red Teaming Assessment

DDoS Assessment

loT Audit

Hardware Testing

Social Engineering

SOC 1 Type 2 Audit (SSAE18 & ISAE3402)

Cloud Security Audits

Data Localization Audits - SAR audits

Scalability and Resiliency Audit

Malware Analysis

Compliance of Cyber Security Assessment Framework (CSAF)

Digital Forensics & Incident Response (DFIR)

Audit of Online examination process & centres

e O o o o o o o o o o o ™~ & o o o

Information Security Audits carried out in last 12 Months :

YES
YES
YES

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES



Govt. : 1000+
PSU : 100+
United Nations/UNDP/WHO 10+
Private : 500+
Total Nos. of Information Security Audits done : 1600+

5. Number of audits in last 12 months, category-wise

e Network security audit 100+
e Vulnerability Assessment & Penetration Testing 100+
e Web-application security audit 1000+
e Mobile Application Audit 200+
e Wireless security audit 10+

¢ Implementation & Compliance of Security standards/regulations 10+

(ISO 27001, 1SO 22301, I1SO 20000, I1SO 25000, ISO 27701, GDPR, PCI etc.)

e Payment Gateway Audit 20+

e Industrial Control Systems (SCADA, DDCMIS, DCS) Audit 50+

e IT & OT Audit 50+

(Power Generation, Power Transmission & Power Distribution)
e Telecom Audit 5+

e Information Systems Audit 50+

e IS Audit of Bank as per RBI Gopalakrishna Committee Report & 50+
SEBI guidelines

e Compliance audit as per Government Guidelines 40+
(RBI, SEBI, CCA, IRDAI etc.)

e IT Risk Assessment 10+

e Formulation of IT policies & Procedures 10+

e Data Migration Audit 5+

o UIDAI AUA/KUA Audit 10+

e ERP Audit (SAP, Oracle etc) 10+

e Source Code Review 100+

e Load Testing/Performance Testing 20+

e Functional Testing 20+

e Hardware Testing 10+

6. Technical manpower deployed for information security audits :

CISSPs : 02
1SO27001 LAs : 15
CISAs : 06
CISM: 02
CEH/CCNA/CASP/MBCI/OSCP 100+
Total Nos. of Technical Personnel : 124+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. No. Name of Employee | Working Experience | Qualifications
with AKS in related to
IT Since Information | Information
Security security
(Approx.
Years)
1 Ashish Kumar Sep 2006 25+ CISSP, CISA,
) Saxena MBCI, 1SO
27001
2. Arun Kumar Anand | Sep 2018 21 CISA, CPP,
DCPP, DCP-
LA,
3. Anshul Saxena Nov 2014 12+ MS
(Information
Security),
CASP




4. Anil Kumar June 2021 | 16+ CISA, CISM,
CCSK, ISO
27001:2022
LA
5. Aug 2024 5+ DCDPO,
Akshada Suhas DCPLA,
Bhole ISACA
6. Aug 2024 10+ CISA, CISM,
Akash Anil 1SO 27001
Mahindrakar LA
7. Adarsh Giri Jan 2020 5+ CEH
8. Sandy Sharma Feb 2020 5+ CEH, CRTP,
CCSP, CAP
O. Robin Verma Nov 2020 5+ CEH
10. | Akshay Sawant Nov 2020 5+ CEH, eWPTX,
1ISO
27001:2022
LA
11. | Khushboo Singh Dec 2020 4+ CEH
12. | Manoj Kumar Dec 2018 6+ CHFI, NCSA
Singh
13. | Hitesh Balani Apr 2021 4+ CEH
14. | Md. Arshan Jan 2021 4+ 1SO 27001
15. | Sanjeev Nagar Aug 2021 4+ CEH
16. | Darshan Deswal Aug 2021 5+ OSCP,
OSWP, CEH,
KLCP, CRTP,
CAP, CCSP-
AWS, ISO
27001:2022
LA
17. | Sweety Singh Nov 2021 4+ CEH
18. | Vinayak V Dec 2021 3+ CEH, CAP,
Kshirasagar eWPTX, ISO
27001 LA
19. | Prafulla Namdev Jan 2022 3+ CEH, 1SO
Kumbhar 27001
20. | Atul Chauhan Feb 2022 4+ CEH, CCNA
21. | Akash Nayyar Feb 2022 3+ CEH, OSCP
22. | Rana Ravi Mar 2022 3+ CEH
23. | Jithan O Raju Mar 2022 3+ CEH
24 . | Jishnu Sasanan Mar 2022 3+ CEH, CCNA,
Nair 1SO
27001:2022
25. | Harsh Devesh Mar 2022 3+ CEH

Pawani




26. | Chirag Mistry Dec 2021 3+ CEH, 1SO
27001:2022
27. | Prafull Kumar Jun 2022 | 3+ CEH
Singh
28. | Ritik Singh Jul 2022 2.5+ CEH
29. | Pushkar Singh Jul 2022 3+ CEH
Kumar
30. | Rohit Bhat Jul 2022 3+ CEH, ISO
27001
31. | Dileep Choudhary Aug 2022 3+ CEH
32. | Piyush Shukla Aug 2022 3+ CEH
33. | Chinmay Kumar Sep 2022 3+ CEH
Mahto
34. | Shivali Verma Oct 2022 3+ CEH
35. | Harish Mehra Oct 2022 2+ CEH
36. | Ashish Sharma Nov 2022 2+ CEH
37. | Sathish Kumar N Nov 2022 2+ CEH
38. | Niranjan Pandey Nov 2022 3+ CEH, EHE
39. | Aniket Anand Nov 2022 2+ CEH, CPEH,
Pawar CPTE
40. | Saurav Kumar Dec 2022 2+ CEH
41. | Yogesh Sanjay Dec 2022 2+ CEH, CAP
Bavalekar
42. | Antariksha Sharma | Dec 2022 2+ CEH
43. | Nitin Kumar Jan 2023 2+ CEH
44. | Prateek Raj Jan 2023 2+ CEH
45. | Vivek Krishna K Jan 2023 2+ CEH
Das
46. | Nagam Vinay Jan 2023 2+ CEH
Kumar
47. | Vaibhav Sharma Feb 2023 2+ 1ISO 27001
Lead auditor
48. | Anil Kumar Jaiswal Feb 2023 2+ CEH
49. | Favad Palakkat Feb 2023 2+ CEH
50. | Sumit Kumar Feb 2023 2+ CEH
51. | Ishani Paul Mar 2023 2+ 1ISO 27001

Lead auditor




52. | Kritika Feb 2023 | 2+ CEH
53. | Aditi Gupta Feb 2023 2+ 1SO 27001
54. | Ambika Singh Feb 2023 | 2+ CEH

55. | Ankit R Verma Mar 2023 2+ CEH

56. | Aryan Pandey Mar 2023 | 2+ CEH

57. | Varsha Singh Mar 2023 | 2+ CEH

58. | Akanksha Mar 2023 2+ CEH

Vishvakarma

59. | Akash Gupta Mar 2023 | 2+ CEH

60. | Radhika Pandey Mar 2023 2+ CEH

61. | Hariom singh Mar 2023 | 2+ CEH

62. | Abhishek Bhoi Mar 2023 2+ CEH

63. | Sanyam Jain Mar 2023 2+ CEH

64. | Ujjwal Badhautiya Mar 2023 2+ CEH

65. | Parth Tiwari Jul 2023 2 CEH

66. | Soumen Das Jul 2023 2 CEH

67. | Deep Paramanik Jul 2023 2 CEH

68. | Faraz Ahmad Jul 2023 2 CEH

69. | Surbhi Aug 2023 |2 CEH

70. | Piyush Srivastava Oct 2023 1.5 CEH

71. | Vaibhav Verma Oct 2023 | 1.5 CEH

72. | Kuber Passi Oct 2023 1.5 CEH

73. | Himanshu Joshi Oct 2023 1.5 CEH

74. | Prajjwal Srivastava | Oct 2023 15 CEH

75. | Aditya Rajendra Oct 2023 6+ CEH, eWPTX

Chillal
76. | Rimpi Yadav Oct 2023 1.5 CEH
77. | Neeraj sharma Nov 2023 1.5 CEH




78. | Deepesh Chauhan Nov 2023 1.5 CEH, loTSH
79. | Asha Rachel Nov 2023 5+ CEH
Thomas
80. | Dileep Sai Nov 2023 1.5 CEH
81. | Dhritt Kumar Dec 2023 3+ CEH
82. | Manjeet Kumar Dec 2023 1+ CEH
83. | Harsh Parashar Jan 2024 1+ CEH
84. | Pulkit Agarwal Jan 2024 3+ CEH
85. | Deepak Kaushik Jan 2024 4+ CEH
86. | Annu kumari Jan 2024 2+ CEH
87. | Jyoti Jan 2024 | 4+ CEH
88. | Shubham Kumar Jan 2024 1+ CEH
Singh
89. | Nethalaa Sukumar Feb 2024 2+ CEH
90. | Aniket Kumar Feb 2024 2+ CEH
Yadav
91. | Sai Saneeth Feb 2024 | 2+ CEH
92. | Ganesh Goyal Feb 2024 | 2+ CEH
93. | Prachi Sharma Feb 2024 1+ CEH
94. | Bharat Bharadwaj Feb 2024 2+ CEH
95. | Abhishek Singh Feb 2024 2+ CEH
96. | Shreya Agrawal Feb 2024 2+ CEH
O7. | Aditi Tyagi Feb 2024 2+ CEH
98. | Divya Chadar Feb 2024 3+ CEH
99. | Shashank Feb 2024 2+ CEH
100.| Robin Jain Feb 2024 2+ CEH
101.| Arjun Gupta Feb 2024 2+ CEH
102.| Ashutosh Katkhade | Mar 2024 3+ CEH
103.| Rohan Safar Mar 2024 1+ CEH




104.| Sampath Kumar Mar 2024 3+ CEH
105.| Himanshu Pandey Mar 2024 1+ CEH
106.| Raghvendra Singh | Mar 2024 1+ CEH
107.| Navneet Kumar Apr 2024 1+ CEH
108.| Priyanshu Rakesh Apr 2024 1+ CEH
109.| Varsha Pal Apr 2024 | 1+ CEH
110.| Manish Kaushik Apr 2024 1+ 1ISO 27001
111.| Vishrant Ojha July 2024 | 7+ CEH
112.| Atharva Surve Sep 2024 2+ OSWE
113.| Kashvi Joshi July 2024 |1 CASP
114.| Uttam Agarwal Sep 2024 1 CASP
115.| Mansi Sharma Sep 2024 1 CASP
116.| Dinesh Thakre Sep 2024 3+ CASP
117.| Pranjal Thakur Sep 2024 1 CASP
118.| Solanki Om Sep 2024 |1 CASP
Hirenkumar
119.| Ashutosh Sep 2024 |1 CASP
Baunthiyal
120.| Aviral Kumar Sep 2024 | 3+ CEH
121.| Veneeth P Oct 2024 | 4+ CEH
122.| Priyanshu Nov 2024 | 2+ CEH
Maheshwari

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

e Provided Cyber Security Resources to one of the Ministry of Defence Organization for cyber security
assessment for HQ & their 50+ Labs across India. Project value is approx.. 9 Cr.

e Carrying out Cyber Security Audit for one of the National Level Power Sector Project including audit
of SCADA system, Project value is approx. 1.3 Crore

e Carried out IT Security Audit, 1ISO 25000 for one of the International Stock Exchange. Project value
was approx. 43 Lakhs.

e Carried out SOC 1 Type 2 Audit (SSAE18 & ISAE3402) of foreign offices of leading bank

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Freeware Tools



e Nmap, Superscan and Fport - Port Scanners

Metasploit framework, Netcat, BeEF, Cain & able, Hydra, John the ripper - Penetration Testing &
Password cracking

Process explorer, Sigcheck, Kproccheck - Windows Kernel & malware detection

Netstumbler, Aircrack-ng suite & Kismet — WLAN Auditing

OpenVas, W3af, Nikto - Vulnerability scanner

Wireshark — Packet Analyser

Commercial Tools

Nessus— Vulnerability Scanner

Burp Suite, Acunetix - Web application auditing

Immunity Canvas - Penetration Testing

Passware: Password Cracking

Manage Engine, Solarwind - Network Performance Testing
Arbutus Analyzer - Migration Audit & Log Analysis

Internet Evidence Finder - Social Engineering ToolKit

FTK, Tableau, Paraben E3:DS - Forensics Imaging and Analysis
E4SeUS Recovery Wizard - Data Recovery Tool

ASI CDR & Tower Dump Analysis Tool - CDR Analysis Tool
Kinesense LE - Video Forensics

shodan.io - Vulnerability Search Engine

MobilEdit, UFED4PC - Mobile Forensics

Maltego with social link Pro - Visualization & OSINT tools
Genymotion - Mobile Testing

Proprietary Tools - ISA Log Analyzer, HaltDoS Web Application Firewall (WAF), HaltDoS Traffic
inspector

10. Outsourcing of Project to External Information Security Auditors / Experts: No ( If yes,
kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: No

12. Whether organization is a subsidiary of any foreign based organization? : No If
yes, give details

13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by AKS Information Technology Services Pvt. Ltd. on 2" December 2024
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s ALLIED BOSTON CONSULTANTS INDIA PVT. LTD.

1. Name & location of the empanelled Information Security Auditing Organization:

ALLIED BOSTON CONSULTANTS INDIA PVT. LTD.

DELHI/NOIDA, BANGALORE, HYDERABAD, CHENNAI, KOLKATA, PUNE, MUMBAI, JAIPUR

2. Carrying out Information Security Audits since : 2006

3. Capability to audit, category wise (add more if required)

A)

B)

<)

D)

E)

F)

Application Security

a)
b)
c)
d)
e)
f)
9)
h)

Web Application Vulnerability assessment & Penetration testing -YES

Android / i0OS Mobile Application Vulnerability assessment & Penetration testing -YES
Thick Client Vulnerability Assessment & Penetration Testing -YES

API / Micro services Vulnerability Assessment & Penetration Testing -YES

Source Code Review / Functional Testing -YES

Load/Performance Testing -YES

Application Security Architecture Review -YES

ERP Application Security Testing -YES

Network Security

a)
b)
)
d)
e)
f
9
h)

IT Infrastructure Vulnerability assessment & Penetration testing -YES
OT/ICS/10T/SCADA Vulnerability assessment & Penetration testing -YES
Configuration Audit/Review -YES

Log Analysis / Firewall Log Reviews -YES

System Architecture Review -YES

Endpoint Security Review -YES

System Performance Testing -YES

Wireless Security Testing -YES

Cloud Security

a)
b)

Security testing of applications and networks on cloud platforms. -YES
Cloud Infrastructure Configuration Audits / Risk Management -YES

Cyber Forensics

a)
b)

Fraud Investigation -YES
Compromised Systems Assessments -YES

Regulatory/Compliance Audits

a)

b)

©)
d)

e)

Regulatory audits (UIDAI, RBI, SEBI, TRAI / DoT, CEC,

CERT-In, NCIIPC, etc.) -YES

Governance Frameworks (ITGC/IS Audits, Risk assessment, Gap assessment)
applicable for Critical Sector organizations (Government/ BFSI/ Power &

Energy/ Healthcare/ Transport/ Telecom/ Strategic & Public entities). -YES
Cyber Resilience / Business Continuity / Disaster Recovery assessment. -YES
International Standards: 1SO 27001, ISO 27701/27013, I1SO 27019 (PCS) /

IEC 62443, 1SO 27017 (Cloud Security)/27018, I1SO 22301 (BCMS), ISO 31000(ERM), ISO
28001(SCM), I1SO 55001 (Asset Management), COBIT, PCI DSS, TISAX, etc. -YES
Compliance assessment framework as per GDPR, HIPAA, CIS, NIST, SOC-

1/2/3, etc. -YES

Threat Intelligence Reviews for security posture

a)
b)

©)

SOC / NOC / SIEM / SOAR assessment -YES

Social Engineering - including Red / Blue / Purple team assessment and
training -YES

Phishing / Vishing / Whaling assessment and training -YES



4. Information Security Audits carried out in last 12 Months:

Govt. 214+
PSU 101+
Private : 104+
Total Nos. of Information Security Audits done : 419+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project

handled by them)

Network security audit : 28+
API Security Audit 12+
Web-application security audit : 307+
Compliance Internal audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) 10+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 3+
ICS/OT Audits 143+
Mobile Application Security Audit 17+

6. Technical manpower deployed for information security audits:

CISSPs: 00

BS7799 / 1SO27001 LAs: 18+
CISAs: 04+
DISAs / ISAs: 02+

Any other information security qualification: <number
Total Nos. of Technical Personnel:

hobhPRE

CEH / ECSA / OSCP: 06+
CRISC: 03+

CISM: 01+

CCP/ CCNA/ ICSI: 1+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S.

No.

Name of
Employee

Duration with Experience in Qualifications related to
<organization> | Information Information security
Security

Teerthanker
Ganguly

20 Years 19 years LA ISO 27001 ISMS,

S Meda

08 Years 23 years CISA, LA ISO 27001,
CRISC

V Satish G

05 Months 23 Years CISA, CISM, CDPP,
CDPSE, ISO LA 27001

Sumit G

1.5 years 18 Years Certified Information
Security Audits (CISA),
Diploma Information
Security Audits (DISA),
ISO 27001 - Lead
Auditor, Certified Ethical
Hacker, Chartered
Accountant (ICAI),
Certified Fraud
Accounting & Forensic
Auditor (ICAI),
Concurrent Bank Auditor
(ICAD

Girish R A

1.5 Years 14 Years LA ISO 27001,

Control Systems Cyber
Security Adv Training
Certificate




Y K Shrivastava

10 Years

14 Years

CRISC, LA ISO 27001, LA
CMMI, Cyber Security
Foundation Certificate

S Desai

1.5 Years

11 Years

LA ISO 27001

A Ramnath

16 Years

10 Years

CISA, CISM, CGEIT,
CRISC, COBIT, LA ISO
27001, COBIT 5
Implementation,
Implementation using
NIST with COBIT 5.

C Jain

5 Years

7 years

CISA, LA ISO 27001,
CEH, CCNA, TCP-IP,
Offensive APl Penetration
Testing (OAPT), Wireless
Network Penetration
Testing (WNPT)
CyberSecurity Audit
Overview, NSE 1, NSE 2,
NESSUS ADV SCANNING.

10

V V Vikram

5 Years

5 years

LA ISO 27001

11

C Ramaswamy

1 Years

5 Years

LA ISO 27001; Certified
Cloud Computing
Foundation; COBIT - 5
Foundation

12

P S Prasad

2.5 Years

4 years

LA ISO 27001, CEH

13

P Jangid

3.5 Years

4 Years

LA ISO 27001, CRIIR
(Cyber Risk Intelligence
& Incident Response),
CISEH (Certified Inf. Sec.
& Ethical Hacker, CEH,
NSE 1 & NSE2(FortiNet),
CNSS(ICSI), Intro to
Cybersecurity (CISCO).
Al Foundation
(NASSCOM), AWS
Fundamentals, OSINT
Mini

14

Ayush B

1.5 Years

3 Years

Information System
Audit (ISA), certificate;
Forensic Accounting &
Fraud Detection (FAFD)
certificate; CA (ICAl);
FCA (ICAD

15

Rahul Kumar S

2.5 Years

3 Years

CEH, Fundamentals of
cloud security,
Introduction to
cybersecurity,
Fundamentals of network
security, CompTIA
Security+,

16

R Saini

03 Months

2.5 Years

Offensive Security
Certified Professional
(OSCP)

17

Padmaja M

05 Months

2 Years

EHE, LA ISO 27001

18

Raman A

3 Years

2 Years

LA ISO 27001

19

Shivendra S

03 Months

2 Years

LA ISO 27001, Linux
Bash Scripting, SQL
Injection Attacks

20

Rajiv S

01 Month

2 Years

Oracle Cloud
Infrastructure 2019
Certified Architect
Associate, Oracle Cloud
Infrastructure 2019
Certified Architect
Professional




21 Sudha K 1.5 Years 1.5 Years LA ISO 27001

22 H Gangal 1.5 Years 1.5 Years EHE, CNSS, Fortinet
Network Associate Level
-2,

23 Girija S 1.5 Years 1 Year LA ISO 27001

24 Abhijeet S 03 Months 1 Year LA ISO 27001, eWPTX,

Certified, Appsec
Practitioner (CAP),
Certified Network
Security Practitioner

(CNSP)
25 A Raihan 03 Months 1 Year CEH
26 Sufiyana 05 Months 1 Years LA ISO 27001

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

Comprehensive Security Assessment for Smart City Projects: Conducted Vulnerability Assessment and
Penetration Testing (VAPT) and configuration audits of thick clients, SCADA systems, loT devices, CCTV
cameras, boom barriers, web applications, servers, and network devices as part of a large-scale smart city
initiative. (Applications: 100+, IPs : 4500+)

Web Application and Payment Gateway Security Audit for Government Institutions: Performed a
thorough security audit of web applications, including the payment gateway, for a prestigious educational
institution under the Government of India (Gol), ensuring the integrity and security of financial transactions.

Critical Application VAPT and Source Code Review for Small Finance Bank: Conducted an in-depth
VAPT and source code review of critical applications for a small finance bank, ensuring the security and
compliance of financial systems and sensitive customer data.

Payment Gateway and Application Security for BFSI Sector: Executed a security audit of applications
and payment gateways for a prominent financial institution operating in the banking and insurance sectors,
enhancing system robustness and transaction security.

RBI-SAR Compliance Audit for Banking Software Provider: Performed a comprehensive RBI-SAR
compliance audit for a banking software solution provider, ensuring adherence to regulatory standards for
secure financial transactions.

Comprehensive Security Audits for Government Departments: Led application security reviews and
audits for key government departments, including SSC, CGST & Central Excise offices, CSIR, Centre for
Smart Governance, and the National Health Mission, strengthening the cybersecurity posture of public sector
organizations.

Website, CMS, and Mobile Application Security for GoI-Supported Software Development Firm:
Conducted a comprehensive security audit of websites, content management systems (CMS), and mobile
applications (Android & iOS) for a software development company serving various Gol departments.

Infrastructure Security and Penetration Testing for IT Infrastructure Company: Performed
vulnerability assessments and configuration audits of IT infrastructure, including servers, firewalls, switches,
and wireless controllers, along with penetration testing of UTM/firewall devices for a mid-sized IT
infrastructure company.

Sector-Specific Security Audits for Power, BFSI, Defense and Smart City Projects: Successfully
completed security assessments across multiple sectors, including the power sector, banking, financial
services, insurance (BFSI), and smart cities, enhancing the security framework for a diverse range of critical
infrastructure and services.

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Commercial Tools Freeware tools Proprietary tools
e Burp Suite professional e Kali Linux and e Custom developed Scripts
e Tenable Nessus applications for cyber forensic/OT
Professional ¢« OWASP-ZAP Devices




Tenable Nessus Expert
Rapid7 (Nexpose)
Qualis (On demand)
Acunetix

EnCase

SonarCube

Open Vas
SQLMAP
AirCrack Suite
Zenmap

Vega

Nikto
Wireshark
Metasploit
TestSSL
SSLScan
MobSF
Android Emulator
Hydra

Ubuntu VMs
DirBuster etc.

10. Outsourcing of Project to External Information Security Auditors / Experts: No ( If yes,
kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: No

12. Whether organization is a subsidiary of any foreign based organization? : No If
yes, give details

13. Locations of Overseas Headquarters/Offices, if any: No

*Information as provided by <Allied Boston Consultants India Pvt. Ltd.> on <29-Nov-2024>
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Network Intelligence Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization:

Network Intelligence Private Limited,
Address: 2nd Floor, 204, Ecospace IT Park, Off Old Nagardas Road, Andheri-East, Mumbai 400069.
Telephone : +91 22 4971 1576
Website URL: https://networkintelligence.ai/

2. Carrying out Information Security Audits since : 2001

3. Capability to audit , category wise (add more if required)
¢ Network security audit (Yes)
e Web-application security audit (Yes)
e Wireless security audit (Yes)
e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Yes)
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Yes)
e ICS/OT Audits (Yes)
e Cloud security Audits (Yes)

4. Information Security Audits carried out in last 12 Months :

Govt. 7
PSU : 0
Private 150+
Total Nos. of Information Security Audits done : 150+

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project

handled by them)

Network security audit : 100+
Web-application security audit : 100+
Wireless security audit : 5+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 25+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 100+
ICS/OT Audits :0
Cloud security Audits 10+

6. Technical manpower deployed for information security audits :
CISSPs 1+
BS7799 / 1SO27001 LAs : 10
CISAs - 24
DISAs / ISAs :
Any other information security qualification : 30+
Total Nos. of Technical Personnel : 100+

7. Details of technical manpower deployed for information security audits in Government and Critical sector

organizations (attach Annexure if required)

Sl. No

Name of Employee

Duration with
<organizatio
n>

Experience in
Information
Security

Qualifications
related to
Information
security




CheckmarX
Burp Suite,

1 Shashank Hanumant 10+ Years Yes CISC; OSWP;
Gosavi(shashank.gosavi@networkintelli ISO 27001 LA;
gence.ai) ISO 27002 LI

2 Asit- 9+ Years Yes CEH, CISC,
Kamble(asit.kamble@networkintelligen CPFA,
ce.ai) 1SO27001-22

Lead Auditor

3 Sagar 7+ Years Yes OSCP, CCSK,
Gharbudve(sagar.gharbudve@networki CRTP, AWS
ntelligence.ai) Solution

Architect-
Associate,
CPTE,CEH

4 SHAILENDRA A 6.9 Years Yes CEH; AZ900;
SHARMA(shailendra.sharma@networki Azure
ntelligence.ai) Fundamentals;

5 Chetan 5.9 Years Yes CISEH, CPTE,
Tiwari(chetan.tiwari@networkintelligen CAP, CRTP;
ce.ai)

6 Nishtha 5.8 Years Yes CEH; CISC;
Joshi(nishtha.joshi@networkintelligenc CPFA; Lead
e.ai) auditor isms,

CNSSP,ICAP,
CNSP, AZ-900,
Al
fundamentals

7 Rahul 5.7 Years Yes CEH, AZ-900,
Rajeevan(rahul.rajeevan@networkintell Tenable.sc(Asso
igence.ai) ciate &

Engineer)

8 Gaurav 5+ years Yes ISO 27001 Lead
Tripathi(gaurav.tripathi@networkintelli Auditor ;Azure
gence.ai) Fundamentals;

CCSK ;

9 Gaurish 4.6 Years Yes eWPTXv2, ICSI
Kauthankar(gaurish.kauthankar@netw CNSS, Certified
orkintelligence.ai) Appsec

Practitioner

10 Rahul 3.9 Years Yes CISC; CEH;
Mulkar(rahul.mulkar@networkintelligen CPFA; AZ-900
ce.ai)

11 Bipin 3+ Years Yes ISO
Tambe(bipin.tambe@networkintelligenc 27001:2022 LA
e.ai)

12 Anamika A. 1.6 Years Yes ISO
Naikwadi(anamika.naikwadi@networkin 27001:2022 LA,
telligence.ai) LI, CISA

13 Sumedh 1.4 Years Yes ISO
Surepally(sumedh.surepally@networkin 27001:2022 LA
telligence.ai)

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.
Kotak Mahindra Bank,
Indusind Bank,
National stock exchange,
Bandhan Bank,
9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):




Tenable,
Nessus,
Qualys,

IBM Qradar,
Palo Alto,
Kali Linux,
Metasploit,
Postman,
Frida

10. Outsourcing of Project to External Information Security Auditors / Experts: No

11. Whether organization has any Foreign Tie-Ups? If yes, give details:
We have partnered with various international security solutions which we are reselling and / or providing

support in the region. Some of the 3™ party products are:

IBM QRadar
Qualys
Tenable
Checkmarx
PaloAlto
CyberArk
Imperva
AccuKnox

12. Whether organization is a subsidiary of any foreign based organization? : No

13. Locations of Overseas Headquarters/Offices, if any : Yes

¢ Network Intelligence LLC
16192, Coastal Highway, Lewes, Delaware 19958, County of Sussex
¢ Network Intelligence Middle East LLC
803 Blue Bay Tower, Al Abraj Street Marasi Drive, Business Bay, Dubai, UAE.

¢ Network Intelligence LLC
1st Floor, Regus Building, D-Ring Road, Old Airport, PO Box 32522, Doha, Qatar.

¢ Network Intelligence Company for Cyber Security (KSA)
Al Akaria Sitteen Commercial Complex, Tower 4, Office# A/4403 - 3rd Floor, 6567, Salah Al Din Al
Ayoubi Road, 2305 Al Zahra District, Postal Code : 12812, Riyadh,
Saudi Arabia.

¢ Network Intelligence Pte. Ltd.
30 Cecil Street #19-08 Prudential Tower Singapore (049712)

¢ Network Intelligence Europe B.V.
Bezoekadres Herengracht 420, 1017BZ Amsterdam

*Information as provided by Network Intelligence Pvt Ltd on 29" November 2024
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Snapshot of skills and competence of CERT-In empanelled

Information Security Auditing Organisation

M/s Price water house Coopers Pvt. Ltd. (PwC PL)

1. Name & location of the empanelled Information Security Auditing

Price water house Coopers Pvt. Ltd. (PwC PL)

S No.

Location

Address

Ahmedabad

PricewaterhouseCoopers Pvt Ltd 1701, 17th Floor, Shapath V,
Opp. Karnavati Club, S G Highway Ahmedabad, Gujarat 380
051,Telephone: [91] (79) 3091 7000

Bangalore

PricewaterhouseCoopers Pvt Ltd

The Millenia, Tower D, # 1 & 2 Murphy Road, Ulsoor
Bangalore, Karnataka 560008

Telephone: [91] (80) 4079 4000, 5000, 6000, 7000
Telecopier: [91] (80) 4079 4222

Bhopal

PricewaterhouseCoopers Pvt Ltd

OB 2, 2nd floor, D B Corporate Park,D B Mall, Arera Hills, M P
Nagar, Bhopal, Madhya Pradesh 462011, India

Telephone: [91] (755) 676 6202

Chennai

PricewaterhouseCoopers Pvt Ltd Prestige Palladium Bayan,
8th floor 129-140, Greams Road, Chennai, Tamil Nadu 600
006 Telephone: [91] (44) 4228 5000 Telecopier: [91] (44)
4228 5100

Dehradun

PricewaterhouseCoopers Pvt Ltd

Premises No. 11, 2nd Floor, Mak Plaza, Municipal no 75A
Rajpur Road, Dehradun, Uttarakhand 248002, India
Telephone: [91] (135) 2740729

Delhi NCR

PricewaterhouseCoopers Pvt Ltd 7th Floor, Building No.8,
Tower-C DLF Cyber City, Gurgaon, Haryana 122002 ;
Telephone: [91] (124) 626 6600 ; Telecopier: [91] (124) 626
6500

PricewaterhouseCoopers Pvt Ltd Building 10, Tower C, DLF
Cyber City, Gurgaon, Haryana 122002 , Telephone: [91]
(124) 330 6000, Telecopier: [91] (124) 330 6999

PricewaterhouseCoopers Pvt Ltd Building 8, Tower B, DLF
Cyber City, Gurgaon, Haryana 122002 ; Telephone: [91]
(124) 462 0000, 306 0000 ; Telecopier: [91] (124) 462 0620

Hyderabad

PricewaterhouseCoopers Pvt Ltd Plot no. 77/A, 8-624/A/1 ,
3rd Floor , Road No. 10 , Banjara Hills , Hyderabad,
Telangana 500 034 Telephone: [91] (40) 4424 6000
Telecopier: [91] (40) 4424 6300

Kolkata

PricewaterhouseCoopers Pvt Ltd Plot No Y-14, Block EP,
Sector V, Salt Lake Electronics Complex Bidhan Nagar,
Kolkata, West Bengal 700 091

Telephone: [91] (33) 2357 9260, 7600

Telecopier: [91] (33) 2357 7496, 7456

PricewaterhouseCoopers Pvt Ltd, Plot Nos 56 & 57, Block DN-
57, Sector-V, Salt Lake Electronics Complex, Kolkata, West
Bengal 700 091

Telephone: [91] (33) 2357 9100, 9101, 4400 1111
Telecopier: [91] (33) 2357 3395, 2754

Mumbai

PricewaterhouseCoopers Pvt Ltd, 252 Veer Savarkar Marg,
Next to Mayor's Bungalow, ShivajiPark, Dadar Mumbai,
Maharashtra 400 028

Telephone: [91] (22) 6669 1000

Telecopier: [91] (22) 6654 7800/7801/7802

PricewaterhouseCoopers Pvt Ltd, NESCO IT BId 111, 8th Floor,
NESCO IT Park, Nescso Complex,Gate No. 3 Western Express
Highway ,Goregoan East, Mumbai, Maharashtra 400 063
Telephone: [91] (22) 6119 8000




Telecopier: [91] (22) 6119 8799

PricewaterhouseCoopers Pvt Ltd, PwC House, Plot No. 18 A,
Guru Nanak Road (Station Road), Bandra, Mumbai,
Maharashtra 400 050

Telephone: [91] (22) 6689 1000

Telecopier: [91] (22) 6689 1888

PricewaterhouseCoopers Pvt Ltd Tower A - Wing 1, 7th floor
Business Bay Airport Road Yerwada, Pune, Maharashtra

10 Pune 411006

Telephone: [91] (20) 4100 4444

Telecopier: [91] (20) 4100 6161

Unit No 004, 9th Floor, Tower C

Commercial Complex, CBD, Sector 21, Naya Raipur

Raipur, Chhattisgarh 492002, India

Telephone: [91] (771) 242 9100

PricewaterhouseCoopers Pvt Ltd

Eastlin Complex, Near Himurja SDA Commercial Complex
Kusumpti, Shimla, Himachal Pradesh 171009, India
Telephone: [91] (177) 2971828

11 Raipur

12 Shimla

2. Carrying out Information Security Audits since : 1992

3. Capability to audit, category wise (add more if required)

e Network security audit - Yes
e Web-application security audit - Yes
e Wireless security audit - Yes
e Compliance audits - Yes
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) - Yes
e ICS/OT Audits - Yes
e Cloud security Audits - Yes
¢ Information security policy review and assessment against best

security practices - Yes
e Communications Security Testing - Yes

4. Information Security Audits carried out in last 12 Months :

Govt. : 10+

PSU : 10+

Private : 200+

Total Nos. of Information Security Audits done : 300+

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit: 50+

Web-application security audit: 30+

Wireless security audit:1

Compliance audits: 50+

Finance Sector Audits (Swift,ATMs, API, Payment Gateway etc.): 50+
ICS/OT Audits:10

Cloud security Audits:15+

6. Technical manpower deployed for informationsecurity audits :

CISSPs : 10+

BS7799 / 1S0O27001: 100+

CISAs : 10+

DISAs / ISAs : 1

Any other information security qualification:400+ (OSCP, CEH, CISM, DCPP etc.)
Total Nos. of Technical Personnel : 600+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)



S. Name of Employee | Duration with Experience in Qualifications related to
No. PwC Information Security Information security

1. Rajinder Singh 7+ years 16+ years e CISSP

e CIPP/US,
CIPP/E, CIPT,
FIP

DCPP
CEH
BCCS
CISRA
CCNA
1SO31000
1SO27001

OSCP
CEH
OWASP
Member

2 Ankit Goel 5+ years 11+ years

1ISO 27001 LA
1SO
22301:2012 LA
BS 10012
DCPP

1SO 27001 LI
TOGAF 9

3 Faiz Haque 7+ years 7+ years

OSCP
1SO 9001:2015
LA

4 G Karthik 3+ years 3+ years

5 Sameer Gupta 4+ years 4+ years e Associate of
(ISC)2 towards
Certified
Information
Systems
Security
Professional
(CISSP)

DCPP

1SO 31000
1ISO 27001 LA
1SO 27001 LI

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

PwC India was engaged by a large PSU organization to provide various cyber security audit services. We
perform application, infrastructure security penetration test (ethical hacking), including manual and
automated tool techniques to uncover potential security issues.

Contract Value: Confidential

List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

S No. Tools Freeware/ Commercial
1 Nessus Professional Commercial
2 Acunetix WVS Commercial
3 HPE Webinspect Commercial
4 HPE Fortify AWB Commercial
5 Burp Suite Professional Commercial
6 Nmap/Zenmap Freeware

7 Nikto Freeware

8 Kali Linux and associated tools Freeware

9 AirCrack-Ng Freeware
10 MobSF Freeware
11 Metasploit Framework Freeware
12 QARK Freeware




| 13 | Nipper etc. | Freeware |

10. Outsourcing of Project to External Information Security Auditors / Experts : No ( If yes,
kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details :
PricewaterhouseCoopers Pvt. Ltd. ("PwCPL"” or “the Company” hereinafter), a distinct and separate legal
entity being incorporated under the Companies Act, 1956, engaged in rendering advisory and consulting

services. PWCPL is an Indian member company of this global network and provide advisory and consulting
services.

12. Whether organization is a subsidiary of any foreign based organization? :

PricewaterhouseCoopers Pvt. Ltd. ("PwCPL"” or “the Company” hereinafter), a distinct andseparate legal
entity being incorporated under the Companies Act, 1956, engaged in renderingadvisory and consulting
services. PWCPL is an Indian member company of this global networkand provide advisory and consulting

services.
13. Locations of Overseas Headquarters/Offices, if any : NA

*Information as provided by PricewaterhouseCoopers Pvt. Ltd. on 2nd July 2021
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Snapshot of skills and competence of CERT-In empanelled

Information Security Auditing Organisation

M/s Xiarch Solutions Private Limited

1. Name & location of the empanelled Information Security Auditing Organization :

M/s Xiarch Solutions Private Limited,

403-404, 4'" Floor, Tower-A, Spaze Edge,

Sector-47, Sohna Road,
Gurugram-122018, India
Ph: 0124-4293675, 9810874431

2. Carrying out Information Security Audits since

3. Capability to audit, category wise (add more if required)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001:2013)
Cyber Forensics investigations

API Security Audit

Mobile Application Security Audit (iOS, Android)
Source Code Review/Audit

IS Audit

Network Performance Testing

SOC 2 Type 1 & Type 2

GDPR Compliance

Load Testing

ISNP Audit

Root Cause Analysis

AUA/KUA (Aadhaar Audit)

AEPS, Aadhaar Pay, DMT & Micro ATM Audit
Email Spear Phishing

Compliance Audit (RBI, SEBI, NHB, Stock Exchanges)
IT/OT Infrastructure Audit

IT General Controls

Cloud Security Audit

e-Sign Compliance audit

Backend Architecture Review

Process and Policy Review

loT Security Assessment

Red Team Assessment

Incident Response

Server & Database Configuration Review
Thick Client Security Audit

Data Localization Audit

Networking Device Configuration Audit
SCADA Security Audit

California Consumer Privacy Act (CCPA)
SBI Annexure Form C Audit

Cyber Security Training

Data Migration Audit

Logic Audit

Network Architecture Review

4. Information Security Audits carried out in last 12 Months:

Govt.

PSU

Private

Total Nos. of Information Security Audits done
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5. Number of audits in last 12 months, category-wise.

[
S
o
+

Network security audit

Web-application security audit

Wireless security audit

API Security Audit

Mobile Application Security Audit (i0S, Android)

Source Code Audit

IS Audit

ISNP Audit

AUA/KUA (Aadhaar Audit)

AEPS & Aadhaar Pay Micro ATM Audit

Compliance Audit(I1SO, RBI, SEBI, NHB, Stock Exchanges)
IT/OT Infrastructure Audit

SBI Annexure Audit

Email Spear Phishing

Logic Audit :
Data Migration Audit :
e-Sign Compliance audit :
Network/System Configuration Review
Thick Client Audit
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6. Technical manpower deployed for information security audits:

CISSPs :
BS7799 / 1SO27001 Las : 5
CISA :
DISAs / ISAs :
OSCP 12
CEH 12
Any other information security qualification : 10
Total Nos. of Technical Personnel : 20

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

Duration with . .
Experience in

S. Name of Xiarch . Qualifications related to
. Information . .
No. Employee Solutions Pvt. . Information security
Security
Ltd.
1 Utsav Mittal 17 years 17+ years CISSP, CEH, MS Infosec

Purdue Univ, USA

MS - Cyber Law & Information

2 Amarnath Singh 1.8 Years 9 Years Security, B.Tech (CS), ISO
27001 Lead Auditor, CEH

3 Ronak Bal 3 Years 3 Years OSCP, Ewptx

4 Srikar Sama 4 Years 4 Years B-tech (ECE)

o B-tech (ECE),Certified AppSec
5 Nitin Gupta 5 Years 5 Years Practitioner (CAP)

ISO 27001 Lead Auditor
6 Pawan Purohit 1 Years 4.6 years

7 Ankit Anurag 2.8 Years 3 years 1ISO 27001 Lead Auditor



https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fsecops-group%2F
https%3A%2F%2Fwww.linkedin.com%2Fcompany%2Fsecops-group%2F

8 Aditya Bhargava 2.4 years 2.4 years BCA

B.Tech, CCNA, Certified

9 Harsh Kumar 2 Years 2.6 Years AppSec practioner, Ewptx

B.Tech, OSCP, Security +,

10 Nitin Panwar 3 Years 3 Years
eJPT

D.R.D.O Certified Information
Assurance Professional,
11 Lohit Paul 2.4 years 2.4 Years Practical Network Penetration
Tester - PNPT, Certified
AppSec Practitioner

1ISO 27001 Lead Auditor

12 Aayushi Singh 1.2 Years 3.10 Years
13 Suvigya Pandey 1.7 years 1.7 years 1SO 27001 Lead Auditor
14 Anjali Singh 10 months 10 months ISO 27001 Lead Audltor, 1SC2
Cyber Security
(B.Voc) Bachelor's of
15 Shubhrat Kukreja 3 months 3 months voca_tl_onal in cyber secgnty,
Certified Appsec Partetioner
(CAP)
Arun Kumar B.C.A , Diploma in Cyber
16 ) 2 months 2 months security, Certified AppSec
Kaushik .
practioner
17 Divita Miglani 3 months 3 months PGDBM in CE::U security &
Bachelor's of vocational in
18 Manav Bhuyare 3 months 3 months cyber security
. Post Graduate Diploma in
19 Aishwary 3 months 3 months Cyber Security & Law
CAP, EHE, Network Security,
Star Certification Secure
20 Naresh Kumar 3 months 3 months User,MTA: Introduction to

Programming Using Python -
Certified 2021, CEH
training(Edited)

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

| S. No ‘ Project Scope of work ‘ Complexity Location ‘




Petroleum Industry

150 Web Applications, 200
Servers audit,
Email Spear Phishing Drill

(Internal Employees), Network
device Configuration Review,
Onsite Training at different
locations and Forensics
Investigation Activities.

-Web Applications for Black
box Testing,

-Web Applications for Grey
box Testing,

-Email Spear Phishing Drill,
-Vulnerability Assessment &
Penetration Testing of
Critical IT Systems including
Servers, Databases,
Network devices, Security
devices etc,
-Configuration Review of
Network & Security
solutions,

-Cyber Security Awareness
Workshop for End-users,
-Forensics / Incident
Investigation

Mumbai

Project for | Approx 683 Websites and web Audit of all websites and Gujarat
Government of | Applications Security Audit web applications (hosted in
Gujarat GSDC and NIC Data Centre).
One of the Largest | Managing complete IS and | Work included Compliance, Delhi/NCR
NBFC in India Compliance Services. Vulnerability Assessment
Penetration Testing, Web
Application Security, Infra
Audit, Aadhaar Audit etc
SaaS Company Information Security, Cyber - Application Security Delhi/NCR
Security Services and Assessment
Compliance Services - VAPT
- APl Security Assessment
-Devices Configuration
Review/ Audit
- Compliance Service
-IT Security Roadmap
Development and consulting
Maharatna Company | SCADA/Industrial Control -SCADA/Industrial Control PAN India
Systems/ Distributed Control | Systems/Distributed Control
Systems Security Vulnerability Systems Security
Assessment and Penetration Vulnerability Assessment
Testing. and Penetration Testing.
-Servers/WorkStation
Vulnerability Assessment
and Penetration Testing
-Firewall and Switches
Configuration Review.
-Policies and Procedure
Review
India's largest | Comprehensive IT Security | - Different Locations IT Infra | PAN India
public sector trading | Audit of IT Infrastructure & VAPT
body. Systems. - IS Policy Review
Industry - Power | Cyber Security Audit of -Network Architecture Delhi/NCR
Market Regulation | Information Technology Review,
(Govt. Sector) System -VA & PT (Internal) of
Servers, Desktops,
-Network & Security Devices
and Applications,
-Configuration Audit of
Servers,
-Network Devices & Security
Devices,
-External Penetration
Testing for Public IPs,
-Source Code Review
Enterprise Security Audit of Different | Vulnerability Assessment & Gujarat
Information Application Modules. Penetration Testing




Technology
Company

India’s largest
Mutual Fund
Transfer Agency

Comprehensive IS Audit and
VAPT Audit.

Vulnerability
Assessment of
Internal IP’s &
External IP’s.
External Penetration
Testing of
Infrastructure &
Application.

Internal Penetration
Testing of
Infrastructure &
Application.
Vulnerability
Assessment of Wifi
device

Network
Segmentation.
VAPT of Mobile
Applications

OS & DB Assessment
VAPT of Cloud
implementation and
deployments

Chennai

10

India’s Top
Multinational
Conglomerate

Compliance IS Audit & VAPT
Audit

Different Locations
IT Infra VAPT
IS Policy Review

PAN India

11

Pharmaceutical
Company

Review of ISMS and VAPT
Audit

Different Locations
IT Infra VAPT
Network
Architecture Review
Review Policies &
Procedures as per
1SO 27001:2022
Standard.

PAN India

List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

e Burp Suite
Puma Scan
SQL Map
Nmap
Superscan
Kali Linux

Tamper Data

Nikto
Ettercap
Paros Proxy
Webscarab
Brutus

Echo Mirage
Paros Proxy
Fiddler Proxy

Metasploit Framework, Netcat , BeEf
Wireshark - Packet Analyser

Cisco Netwitness

Tenable Nessus

Rapid7 Nexpose community edition

Directory Buster

Encase, FTK, Pro discover etc
Custom Scripts and tools
OWASP Xenotix

Browser Addons

Angry IP Scanner




Nmap

Aircrack

Kismet

WinHex

Proccess Monitor

WP-Scanner

Accunetix Vulnerability Scanner
SonarQube Community

10. Outsourcing of Project to External Information Security Auditors / Experts :No
( If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details :No

12. Whether organization is a subsidiary of any foreign based organization? :No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by Xiarch Solutions Private Limited on 18/12/2024
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Yoganandh & Ram LLP

1. Name & location of the empanelled Information Security Auditing Organization :

Yoganandh & Ram LLP

G-1, SHREE VISHNU APARTMENTS,

#12, 12TH CROSS STREET,DHANDEESWARAM NAGAR,
VELACHERY, CHENNAI - 600 042

2. Carrying out Information Security Audits since : September-2009
(15 Years — 1 Month)

3. Capability to audit, category wise (add more if required)

e Network security audit : YES
e Web-application security audit : YES
e Wireless security audit : YES
e IT Security Audit : YES
e Data Centre Physical and Environment Security Audit : YES
. Internet & Mobile Security Audit : YES
. CBS/ERP Application Security Assessment : YES
o Information Security Policy Formulation & Assessment : YES
e Data Migration Audit : YES
e Cyber Forensics & Mail Forensics Analysis : YES
e Compliance audits (ISO 27001, RBI, CCA, IRDAI, PFRDA, CRA, etc.) : YES
e NPA Configuration Review : YES
e  Swift Infrastructure Audit : YES
e AUA/KUA Audit : YES
e BCP Policy Formation & Assessment : YES
e BCP DR Testing & Implementation : YES

4. Information Security Audits carried out in last 12 Months:

Govt. : 1 Organisation - 02 Audits
PSU : 1 Organisation - 278 Audits
Private : 7 Organisations - 131 Audits
Total Nos. of Information Security Audits done 1411

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them).

Server VA : 1500+ servers
Web-application security audit : 330 + Web Applications
API Security Audits 1 26

Compliance Audits (IRDAI) 1

Compliance Audits (Controller of Certifying Authorities): 1

Comprehensive IT Audit as per directions of RBI 2

IS Audit as per RBI guidelines for NBFCs 12

IS Audit as per RBI guidelines for Banks o1

Application Functional Assessments : 10

Internet Banking & Mobile Security Audit 118

6. Technical manpower deployed for information security audits :

CISSPs 01
CISAs .6
1SO27001 LAs 11
BS 10012 :5

BS25999 01



DISAs / ISAs 12

Any other information security qualification:

1. Certified Ethical Hacker 4
2. PG Diploma in Cyber Law 12
3. System Security Certified Practitioner 1
4. CRISC -1
5. CDCP -1
Total Nos. of Technical Personnel ;17

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required) : As per Annexure-1

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

Comprehensive Information Technology (IT-Vertical) Audit for one of the leading Nationalised
Bank in India as per directions of RBI:

1. Scope inclusive of :

a. IT Governance

b. IT Investment and Capacity

c. Access Control/Access Management

d. BCP/DR Readiness

e. System Integration/ Architecture Review Audit.

2. Value: Over 3 crores
3. Locations: Mumbai, Bangalore

9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

1. Nessus(Commercial)

2. Burpsuite(Commercial)
3. Nmap

4. Nikto

5. Sglmap

6. John the Ripper

7

8

9

Wireshark
Hping3
. SNMP Walk
10. Metasploit
11. Wa3af
12. Netcat
13. Pdump

14. THC Hydra

15. Acunetix Free Web Application Scanner
16. Dirbuster

17. ZAP

18. PW Dump

19. OWASP Xenotix

20. SEToolikit

21. Aircrack-ng



10. Outsourcing of Project to External Information Security Auditors / Experts : No (
If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : No

12. Whether organization is a subsidiary of any foreign based organization? : No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by Yoganandh & Ram LLP on 15" November 2024
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Annexure-1

SI.No Name of Employee Duration with Experience in Qualifications related to
organization Information Information security
Security
1. Chandrasekhar R 15 Years 22 Years CISSP ,ISA, CISA, ,
1SO27001:2013 LA CDCP,
ISO 25999, PG Diploma
Cyber Law, BS 10012, PG
Diploma in Cyber Crime and
Information Security
2. Manoj Kumar Jain .T 18 Years 13 Years CISA, ISO 27001: 2013
LA, BS 10012
3. Mariappan T 15 Years 13 Years CISA, ISA
4. Pavana Kumar L K G Mushti 10 Years 10 Years 9 Months CISA, ISO 27001: 2013 LA,
BS10012, Certified Risk
Manager IGRCI and
Certified in Cybersecurity
ISC2
5. Vasanth K 6 Years 6 Months 6 Years 6 Months CISA, ISO 27001: 2013 LA
,CRISC, SSCP, , BS 10012
and Certified Risk
Professional from BSI.
6. Prasanna P 12 Years 6 Years ISO 27001: 2013 LA, BS
10012
7. Yegnesh C Tawker 6 Years 3 Years 1ISO 27001: 2013 LA,
Diploma in Cyber Law.
8. Bharath Kumar.V 1 Year 8 Months 9 Years CISA, ISO 27001: 2013 LA
9. Parameshwaran. S 3 Years 10 Months 3 Years 10 Months Certified Ethical Hacker
(CIEH)
10. Dinesh Kumar.N 1 Year 7 Months 2 Year 7 Months Certified Ethical Hacker
(CIEH)
11. Ramkumar.S 2 Year 6 Months 2 Year 6 Months Certified Ethical Hacker
(CIEH)
12. Periyannan.S 1 Year 9 Months 1 Year 9 Months Certified Ethical Hacker
(CIEH)
13. Praveena.R 1 Year 9 Months 1 Year 9 Months Certified Ethical Hacker
(CIEH)
14. Sriram G 3 Years 7 Months 1 Year ISO 27001: 2013 LA
15. Vijayaraghavan V 4 Years 1 Year ISO 27001: 2013 LA
16. Rajeshkumar S 12 Years 1 Year 1ISO 27001: 2013 LA
17. Ramesh k 12 Years 1 Year 1ISO 27001: 2013 LA
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Protiviti India Member Private Limited

1. Name & location of the empanelled Information Security Auditing Organization : Protiviti India Member
Private Limited

2. Carrying out Information Security Audits since : 2006

3. Capability to audit , category wise (add more if required)

e Artificial Intelligence (Al) & Machine Learning (ML) Security Audit )
e Assumed Breach Exercise )
e Blackbox Software Security Testing )
e Blockchain and Cryptocurrency Security Audit )
e Cloud Security Audits )
e Compliance Audits (ISO 27001, PCI, etc.) )
e Configuration Review Audits )
e Cyber Forensics )
e Data Loss Prevention (DLP) Audit )
e DevSecOps Assessment )
e Domain & Email Exchange Audit )
e Endpoint Security Audits )
¢ Finance Sector Audits (Swift, ATMs, API, Payment Gateway, etc.) )
e ICS Security Audit )
¢ Incident Response )
e 10T Devices Security Audit )
e IT/ IS Reviews )
e Malware Analysis Q9]
e Mobile Application Security Audit )
e Mobile Device Management Solution Review )
e Network and Web Application Architecture Review Audit Q9]
e Network Security Audit )
e Penetration Testing (PenTest) )
e Physical Security Audit )
e Privacy Reviews Q9]
e Red Team Assessment )
e SCADA Security Audit )
e Security Awareness Training Audit )
e Security Tool Review )
e Source Code Review Audits )
e Supply Chain Security Audit )
e Third-Party Risk Assessments )
e Web-Application Security Audit )
e Wireless Security Audit )

4. Information Security Audits carried out in the last 12 Months:

Govt. : 0
PSU : 5+
Private : 100+
Total Nos. of Information Security Audits done : 110+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

¢ Network Security Audit : ~45

e Web-application security audit 1 ~47

e Wireless security audit :~10

e Compliance audits (ISO 27001, PCI, etc.) : ~60+
e Configuration Review audits : ~60+
e Cloud security audits :~34
e Mobile device management solution review :~3



e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) :~6
e Source code review audits 1 ~17
e Mobile application security audit :~41
¢ Network and Web application architecture review audit :~9
e Cyber Forensics / Incident Response :—~8
e Firewall Audit :~31
e Thick Client Testing :~21

6. Technical manpower deployed for information security audits :

CISSP -3
BS7799 / 1SO27001 LAs : ~30
CISAs : —~10
DISAs / ISAs : 0
Any other information security qualification 1 27
Total Nos. of Technical Personnel : ~50

lllustrative Certification details are as follows -

z:. Certification Name Count
1 Certified Ethical Hacker(CEH)-EC Council 23
2 ISO 27001 2013 Lead Auditor 18
3 Cert_ified ISO/IEC 27001:2022 Information Security Management Lead 13
Auditor
4 AZ-900: Microsoft Azure Fundamentals 8
5 One Trust Certified Privacy Professional 7
6 ITIL V3 Foundation 6
7 AZ-500 4
8 Certified In CyberSecurity - (1SC2) 4
9 Certified ISO/IEC 27001:2022 Information Security Management Lead 4
Implementor

10 NSE-1 4
11 NSE-2 4
12 Offensive Security Certified Professional (OSCP) 6
13 SC-200: Security Operations Analyst Associate 4
14 Microsoft SC 900 - Security Compliance and ldentity Fundamentals 4
15 CyberArk Defender 3
16 OneTrust Vendor Risk Management Expert 3
17 Certified Red Team Expert (CRTP) 3
18 AZ-104 2
19 CCSK 2
20 Certified Privacy Professional by One Trust. 2
21 CIPP/E 2
23 CompTIA Security+ (SY0-501) 2
24 CyberArk Sentry 2
25 OneTrust Consent & Preference Management Expert 2
26 SC-300 Microsoft Certified: Identity and Access Administrator Associate 2
27 ISO 27701 Lead Implementor 2

Total Nos. of Technical Personnel: 90+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required):

lllustrative Details of the Technical Man Power is as follows:



Sr

Name

Designatio
n

Years
with
Protivit
i

Total
years of
experienc
e

Graduation

Post
Graduation

Certifications

Aanchal

Senior
Consultant

2.5

6.5

B. Com (H)

M.Com

ISO 27701:2022
LI (BSI)

Aaron

Senior
Consultant

1.1

4.6

B. Com

Certified
Information Ethical
Hacker (CISEH)
From
PristinelnfoSolutio
ns

Certified
Penertation Tester
Expert (CPTE)
From
PristineinfoSolutio
ns

Certfified Red
Team Expert
(CRTP) From
Pentester
Academy

AJAY

Consultant -
2

2.6

4.5

B.Com

NA

CISSO - Mile2
CPTC - Mlle 2

Anil

Deputy
Manager

3.7

17

Bsc.IT

NA

ISO 27001:2013
LA from BSI
OneTrust Privacy
Professional
Certification.
OneTrust Third
Party Risk
Management.

ANITHA

Consultant -
3

3.6

6.9

B.tech ECE

NA

Certified

Lead Implementer
based on ISO/IEC
27701:2019 and
GDPR from (BSI),
Certified in
CompTIA
Security+

Ankit

Consultant -
3

2.39

52

BE (CSE)

ISO 27001:2013
LA from Intertek

Anmol

Senior
Consultant

1.9

LLB

LLM

CIPP/E

OneTrust Consent
& Preference
Management
Expert, One Trust
Data Mapping
Automation
Expert, One Trust
Certified Privacy
Professional

ANUPAM

Consultant -
3

57

B.Com

MBA

1. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Auditor.

2. Certified
ISO/IEC
27001:2022
Information
Security




Management Lead
Implementor.

ARINDAM

Director

3.5

21

Bachelor of
Commerce

N/A

1. AZ-500

2. Forcepoint
Administrator

3. 1SO 27001 Lead
Auditor

4. Skybox
Adminitrator

5. Algosec Security
5. CCsSK

6. CCNA

10

Banu

Senior
Consultant

2.4

BCA

MCA

1ISO 27001 LA

11

Baxamusa

Consultant -
1

1.4

BCA

MCA in ISMS

1. Certified Ethical
Hacker (v12) -
Pursuing

12

Bhanwar

Manager

13

BSC

MBA - Risk
Management

ISO 27001 LA, ISO
22301, 1SO 9001,
CBCP-DRI, CPP-
ASIS

13

BHARATH

Manager

1. AZ-
500.Microsoft
Azure Security

2. SC-300
Microsoft Identity
&Access
Administrator

14

Chintan

Senior
Consultant

1.2

9.4

BSC(Comp Sci)

MBA-IT

1.1S027001:2022
LA
2.1S020000-1

15

CHIRANJEEVI

Senior
Consultant

6.5

B.Tech
Mechanical

MBA in HR &
IT Systems

1. 1SO: TS 16949
Internal auditor
2. DCPLA
Certification for
DSCI

16

CHRISTOPHER

Consultant -
3

2.5

10

BE Mechanical

NA

One Trust Certified
Privacy
Professional

17

Deputy
Manager

2.7

BE

Msc

ISO 27001, CEH

18

Deb

Manager

1.3

18

B.B.A

Executive
MBA

1. Lean Six Sigma
2. Certified
Regulatory Vendor
Program Manager
(CRVPM®)

19

DEEPAK

Manager

12

BSC

N/7A

1ISO 27001 LA
Certified
Information
Security and
Ethical Hacker
CISA




20

Deewakar

Manager

2.3

13

B.A (Hons)

MBA

ISO 27001 LA
Certified ITGC
practitioner
Certified IT SOX
implementer

21

Devansh

Deputy
Manager

1.3

5.2

B.tech CSE

NA

Splunk
Fundamentals,
CompTIA
Security+ (SYO-
501) ,

Qualys
(Vulnerability
Management),
Azure AZ-900

22

DHRUV

Manager

B.Tech (ECE)

PGDM (Cyber
Security)

1. CEH

2. AZ-
500.Microsoft
Azure Security
Engineer

3. Carbon Black
Associate Analyst

23

DURGESH

Senior
Consultant

2.11

6.7

B.E Computer

C-DAC

1.CEH v11
2.SC-200 Microsoft
Security
Operations Analyst

24

GANDHARV

Consultant -
3

3.7

3.7

B.tech

MBA

1SO 27001 LA,
OneTrust Privacy
Professional,
OneTrust Vendor
Risk Management
Expert

25

Ganesh

Senior
Consultant

1.1

4.5

B.Tech (ECE)

1. AZ-900
Microsoft Azure
Fundamentals

26

Gaurav

Deputy
Manager

1.3

6.2

B.tech (EE)

NA

1SO 27001:2013,
ISC2 (CC)

27

GOPITARUN

Deputy
Manager

3.4

B.Tech —
Electronics and
Communication

NA

1ISO 27001:2022
Lead Auditor

28

Hamza

Deputy
Manager

1.6

6.7

BBA

MS in Cyber
Law and
Information
Security

1SO 27001:2013
LA

29

HARIN

Senior
Consultant

1. AZ-
500.Microsoft
Azure Security

2. SC-300
Microsoft Identity
&Access
Administrator

30

Harsh

Consultant -
3

1.8

B.Com

ISO 27001 Lead
Auditor

31

JAGADEESH

Consultant -
3

6.5

B.tech CE

NA

OneTrust Vendor
Risk Management
Expert, 1ISO 27001
LA (Course
Completed), Cyber
Security Program
with CodinGrad




32

JANAVI

Consultant -
2

2.1

511

B.Com (General)

M.Com

1. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Auditor

2. Pursuing 1SC2
cc

33

JUGAL

Deputy
Manager

B.Tech CS

NA

CEHvV9
SANS GPEN
CRTP
AZ-900

34

Kandikonda

Senior
Consultant

2.5

B.tech EEE

-NA-

1. I1SO LA
27001:2022
2. Onetrust
Privacy
professional
3.1sC2 CC

35

KRITIKA

Manager

3.5

B.Tech (CSE)

RSA Archer 5.x
Certified
Professional,
OneTrust GRC
Professional

36

Krunal

Deputy
Manager

0.1

MBA-(IT)

CEH

37

KUNAL

Deputy
Manager

3.2

7.5

B.E-CSE

1) Forensic
Aptitude and
CaliberTest (FACT-
Cyber Forensics-
2018, 2022)
Certifications,
MHA, Govt. of
India

2) AD-AccessData
Certified
Investigator

3) OSForensics
Triage
Certification-
PassMark Software

38

Kunal

Consultant -
1

2.4

2.4

B.sc Computer
Science

NA

1. Introduction to
Cybersecurity
Tools & Cyber
Attacks by IBM

2. Linux Privilege
Escalation by TCM
security

3. Windows
Privilege Escalation
by TCM security
4. API Security
Fundamentals by
APlsec University

39

LIBIN

Deputy
Manager

2.11

5.11

B.Tech

1. Microsoft AZ-
500

2. Microsoft SC
900

3. Microsoft
NASSCOM SOC
Anlayst




40

Maksud

Consultant -
3

1.9

B.E-EXTC

EC Council -
Certified Ethical
Hacker (v12)
Course Completed
- Cloud AZ, Mobile
Pentesting, API
Pentesting

41

Manish

Director

18

B.E.

MBA

CISA, ISO 27001
LA, Prince2
Practitioner

42

Mansha

Senior
Consultant

55

B-Tech (CSE)

NA

EPJM

43

MRUTHYUNJAY
A

Deputy
Manager

3.4

B.Tech

M.Tech

SC-200: Security
Operations Analyst
Associate

SC-900: Security,
Compliance, and
Identify
Fundamentals
AZ-900: Microsoft
Azure
Fundamentals

44

MUKTANAND

Manager

51

10

BE EXTC

1. CRTP
2. Rapid 7 Insight
VM

45

NAGENDRA

Senior
Consultant

1.5

51

B.Com(Comp)

MBA

1. SC-200:
Security
Operations Analyst
Associate

2. Azure Sentinel
Training Course -
Udemy

3. Splunk SIEM
4. Seceon
Innovation and
certification

5. Security and
Compliance --
Udemy

46

NAVEEN

Deputy
Manager

B.Tech ME

M.Tech ME

1. CyberArk
Trustee

2. CyberArk
Defender

3. CyberArk Sentry
4. CyberArk CDE
5. BeyondTrust
Administrator

6. CyberArk CPC
7. Microsoft
Identity and
Access
Administrator

47

NIKHIL

Deputy
Manager

3.5

B.E. CSE

MBA - ITBM

1ISO 27001:2013
LA

48

Nipun

Senior
Director

1.66

16

B.tech CSE

M.tech CSE

OSCP, OSWP,
CEH, ECES, SLAE,
ITIL




49

Nishad

Consultant -
2

2.5

B.sc IT

1. CCNA - Cisco
Certified Network
Associate

2. CCNP - Cisco
Certified Network
Professional

3. Certifed Ethical
Hacker(CEH)-EC
Council

4. Certified In
CyberSecurity -
(IsC2)

5. Microsoft AZ
900 - Azure
Fundamentals

6. Microsfot SC
900 - Security,
Compliance, and
Identity
Fundamentals

50

Nitin

Manager

3.11

7.3

B.E (E&TC)

MBA -
Marketing &
Finance

ISO 27001:2013
LA

ISO 31000:2018
ITIL v3 Foundation
GDPR Data
Protection Officer
Skills

51

PASUPULA

Consultant -
3

3.3

B.tech EEE

NA

SC-200: Security
Operations Analyst
Associate

52

Patil

Consultant -
3

54

BE (CS)

NA

Certified OneTrust
Privacy
Professional
OneTrust Data
Mapping Expert
OneTrust Vendor
Risk Management
Expert

53

PIYUSH

Senior
Manager

3.6

7.5

B.Tech (EE)

NA

1. CyberArk
Certified Privilege
Cloud Delivery
Engineer(CDE-
CPC)

2. CyberArk
Certified Delivery
Engineer(CDE-
PAM)

3. CyberArk
Certified Sentry
4. CyberArk
Certified Defender
5. CyberArk
Certified Trustee
6. BeyondTrust
Certified Password
Safe Administrator
7. Microsoft
Certified Identity
and Access
Administrator
Associate (SC-
300)




54

Piyush

Associate
Director

2.2

19

B.Sc (IT)

1. Certified ISMS
Lead Auditor

2. CISA

3. CISM

4. ITIL V2 Masters
5. ITIL V3 Expert

55

Prabhat

Consultant -
3

4.5

BA LLB

CIPP-US

56

Pramod

Senior
Manager

1.3

B.E (IP)

M.Tech (CIM)

CISSP

CISM

I1ISO 27001:2022
LI

DSCI Certified
Privacy
Professional

57

Pratik

Associate
Director

2.5

12

B.Tech

CISA

58

PRAVALIKA

Senior
Consultant

3.5

B.Tech (IT)

NA

OneTrust GRC
Professional
Certification
OneTrust Privacy
Professional
Certification.
OneTrust Third
Party Risk
Management.

59

PRIYANKA

Senior
Consultant

2.8

B.Com(Comp)

M.Com(Com
P)

1. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Auditor

2. Certified Privacy
Professional by
One Trust.

3. Certified in
Third Party Risk
Management
Expert

4. Pursuing I1SC2
CC

60

Puneeth

Consultant -
3

3.7

6.5

B.Tech ISE

MBA

ISO 27001 LA

61

Pushpendra

Deputy
Manager

1.2

B.tech (E&C)

NA

ITIL V3 Foundation
AZ-104

62

Rajnish

Senior
Manager

1.2

16

B.Sc (Comp.Sc)

NA

ITIL V3 Foundation
CPISI

CCSK

CISA (under
renewal)

AZ-900

OCl 2023
Foundations
OneTrust - Data
Governance

63

Ravi

Senior
Consultant

2.3

16

Bsc- IT

1ISO27001 LA, ITIL
v3, MCTS, MCTS -
2008 R2




64

RAVINDRA

Consultant -
3

2.11

11

BE Electronics &
Telecommunicati
on

NA

1. Certified Ethical
Hacker (v11_EC-
Council)

2. Cisco Certified
Ethical Hacker

3. Ransomware
Uncovered
Specialist (
International
Compliance
Association)

4. Computer
Forensics Best
Practices (EC-
Council)

5. Ethical Hacking
Essentials/Network
Defense
Essentials/Digital
forensics
Essentials (EC-
Council)

6. Qualys Certified
Specialist

7. NSE1, NSE2

65

Roshankumar

Deputy
Manager

1.3

B.E (Computer)

NA

1) CEH

2) ITIL

3) SECEON
Certified
Professional
4) CSOCP

66

RUDHIR

Deputy
Manager

3.9

7.5

BSC.CS

Msc. IT

1ISO 27001 LA
One Trust Privacy
Professional, Data
Discovery &
Governance
Professional

Adv. Dip in Cyber
Laws, Dip. in
Internet Crime
Investigation from
ADCL

NSE1, NSE2

CEH v9

AWS Cloud Audit
Academy

67

RUKHSAR

Manager

3.7

14.7

BSC

MBA

CISA,

ISO 27701

ISO 27001
ITIL-V3

CCIE
Security(Written).

68

SAGAR

Deputy
Manager

55

BSCIT

MBA-IT

I1ISO 27001 LA, ISO
27701 LI,
OneTrust
Professional




69

Salomi

Deputy
Manager

1.8

Bachelor of
Science in

Information
Technology

N/A

1. Certified 1SO
27001 Lead
Auditor

2. Certified AWS
Cloud Practitioner
3. OneTrust
Consent &
Preference
Management
Expert

4. OneTrust Cookie
Consent Expert

70

Saloni

Deputy
Manager

3.2

B.Tech Computer
Sciences

M.Tech
Computer
Sciences

ISO 27001: 2013
Lead Implementer

71

SAMARTH

Senior
Consultant

B.Tech

MS (Cyber
Law &
Information
Security)

CIPP/E, I1SO 27001
LA, One Trust
Certified Privacy
Professional)

72

Sanket

Consulant -
2

0.2

1.3

Msc. (Digital
Forensics)

NA

73

SARITA

Senior
Director

3.5

16

B.Tech

MBA

1.Certified
Information
Systems Auditor
(CISA)

2.Cloud Security
Certified STAR
Auditor
3.Certified
Payment Card
Industry Security
Implementer(CPIS
D

4 .Certified ISMS
Lead Auditor (ISO
27001:2013)
5.0WASP Top 10
Vulnerabilities -
Trained

74

SATISH

Consultant -
2

57

B.E (Automobile)

NA

1. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Auditor

2. Pursuing ISC2
CcCc

75

SAURABH

Deputy
Manager

3.11

B. E. (Computer
Engg.)

N/A

1. Certified Ethical
Hacker (CEH v10)
2. Fortinet
Certified NSE 1 -
Associate

3. Fortinet
Certified NSE 2 -
Associate

4. 1SO
27001:2013 ISMS
Certification
(training
completed)

76

Shashwat

Senior
Consultant

1.2

3.4

B.Tech
(Petroleum)

NA

ISO 27001:2022
LI (BSI)




77

SHOBHIT

Director

15

B.Tech

MBA

1. Certified ISMS
Lead Implementor
(ISO 27001:2013)
2. Cyber Ark
Certified Trustee
3. IBM Blockchain
Essentials

4. I1BM Blockchain
Foundation
Developer

78

Siddharth

Manager

2.5

10

B.Tech (CSE)

MBA

1ISO 27001:2022
Lead Auditor

1ISO 22301:2019
Lead Implementer

79

Steven

Consultant -
3

Bachelor of
Science in

Information
Technology

N/A

1. Jr. Penetration
Tester -
TryHackMe

2. Practical Ethical
Hacker - TCM
Academy

3. Certified Ethical
Hacker v12 (CEH)
- ECCouncil

4. Certified Ethical
Hacker Practical
(CEH Practical) -
ECCouncil

5. Certified Ethical
Hacker Master
(CEH Master) -
ECCouncil

6. Certified
Penetration
Testing
Professional
(CPENT) -
ECCouncil

7. Licensed
Penetration Tester
(LPT Master) -
ECCouncil

8. Certified Red
Team Professional
(CRTP) - Altered
Security

9. Offensive
Security Certified
Professional
(OSCP) - Offsec
10. Certified Red
Team Operator
(CRTO) - Currently
Pursuing

80

SUKHPREET

Consultant -
3

B.Tech -
Computer
Science

1. 1S0O27001:2022
certified

81

Suman

Consultant -
1

1.4

BScIT

N/7A

1. Certified Ethical
Hacker (v12)

82

Sushil

Senior
Manager

BA

PGDCA

CISSP Trained,
CCSK, OSCP,
TOGAF, JCHNP,
CHFI, CEH, AZ500,
AZ900, CNSS,
NSE1, NSE2, DCA




83

Swagata

Consultant -
3

3.6

B.Tech -
Information
Technology

MTA- Networking
Fundamentals
Cloud System
Adminisstration

84

Syed

Manager

1.3

B.Tech EEE

NA

1. SC-300
Microsoft Certified:
Identity and
Access
Administrator
Associate

2. CyberArk
Defender

85

TANISHQA

Consultant -
3

2.11

B.Com

MBA

1. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Auditor

2. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Implementor

86

Tanmay

Deputy
Manager

10

11

BScIT

NA

1. Modern IBM
QRadar 7.5 SIEM
Administration

2. MITRE ATT&CK
Defender™ (MAD)
ATT&CK®
Fundamentals
Badge Training

87

Tanooz

Deputy
Manager

11

10

BScIT

N/A

Certified Ethical
Hacker (v11)
CompTIA
Security+

88

TRINATHSAI

Senior
Consultant

3.3

7.5

B Tech (CSE)

MBA

1.1SO
27701:2019 Lead
Implementor
Certification

89

Vaibhav

Managing
Director

11

18

BE, Electrical
Engineering
VIt

1. CISA

2. CDPSE

3. Checkpoint
Certified Security
Administrator
(CCSA)

90

VARUN

Deputy
Manager

3.11

10

BE- Mechanical

1. 1SO 27001 2013
Lead Auditor

2. DSCI DCPLA
(Data Security
Council of India
Privacy Lead
Assessor)

3. AWS Solution
Architect

4. One Trust
Privacy
Proffesional

5. One Trust GRC
Proffesional




91

VEMULA

Senior
Consultant

2.11

B Tech (IT)

1. Certified
ISO/IEC
27001:2022
Information
Security
Management Lead
Auditor

2. Certified Privacy
Professional by
One Trust.

92

Vinod

Senior
Consultant

1.11

14

B.E (E&TC)

MBA-Project
Management

ITIL v3 Foundation
certificate

Red Hat Certified
Engineer

PCI- DSS v4.0
Masterclass

93

Vipparla

Manager

1.6

B.TECH EEE

1.CyberArk
Defender
2.CyberArk Sentry
3.AZ-900
4.SC-900
5.AZ-104
6.SC-300

94

Vipul

Senior
Consultant

1.1

LLB

LLM

1. OneTrust Fellow
of Privacy
Technology

2. Privacyops-
Securiti

3. GDPR Data
Protection Offocer
Skills

4. Office of the
Australian
Information
Commissioner

95

YADAV

Consultant -
2

BCA

NA

CEH v11
NSE-1
NSE-2

96

Yash

Consultant -
2

2.25

2.25

B.E. CSE

NA

Certified
Information
Security
Management
System (ISMS)
Lead Auditor
Professional
ISO/IEC
27001:2022

Specify the Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along
with project value.

One of the large banks in India - Security Assessments — Quarterly assessment of Internal & External
VAPT, configuration review of servers network devices and web application security assessment as well as IT

audit

One of the large NBFC in India - Red Team Assessment — Executed a Red Team Assessment,
incorporating an Assumed Breach Exercise and Social Engineering Penetration Test. This comprehensive
approach simulates real-world attack scenarios to evaluate and enhance the organization's security posture.




One of the leading Small finance bank in India — Source Code Review: Conducting themed audits
across diverse facets of information security, including critical applications, Internet Gateway, ATM/Switch
systems, Cloud infrastructure, Mobile Banking platforms, and Vendor assessments.

One of the leading hospitality companies - IT/IS assessments: Conducted specialized audits for the
corporate entity and hotel properties, encompassing thorough evaluations of data privacy, information
security, and technical assessments. This included Vulnerability Assessment and Penetration Testing (VAPT)
as well as reviews of system configurations.

One of the largest global multinational conglomerate corporations - Over the past 7 years, have
provided ongoing assistance to the client in conducting comprehensive IT audits spanning diverse domains.
This collaborative effort has extended across locations such as India, the United States, and numerous other
countries and cities. Notably, detailed IT control testing, encompassing tests of design and effectiveness, has
been diligently executed for various functions within the client's organization.

List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

The illustrative list of tools is as follows:
e Acunetix

Nessus

Nmap

Invigrid

Wireshark

OpenVAS

Nikto

Metasploit

Burpsuite

Beef

W3AF

SQLMap

Kali Linux

Dradis framework

e MobSF

e Fiddler

e Custom Scripts

e Genny Motion

e Echo Mirage

e Vound Intella Pro

e X-ways forensics

¢ Magnet Axiom

¢ EnCase
e FTK
e Syhunt

e Checkmarx

e OWASP ZAP

e Paros

e Web Scarab

e Aircrack suite

e MBSA

e FOCA

e Inhouse custom scripts / Tools

9. Outsourcing of Project to External Information Security Auditors / Experts: No (If yes,
kindly provide oversight arrangement (MoU, contract etc.))

10. Whether organization has any Foreign Tie-Ups? If yes, give details : Yes
We have alliance partners for tools and technologies that help us deliver the information / cyber security
audits and projects. Some of our alliance partners are: Flexera, Kaspersky etc. Further, we have a network
where in our global offices assist in providing support from a global technology alliance perspective

12. Whether organization is a subsidiary of any foreign-based organization? : Yes If

yes, give details



The parent company of Protiviti India Member Pvt. Ltd (headquartered in Gurugram) is Independent
Consultants FZE (Sharjah). Protiviti India Member Pvt. Ltd. is member firm of the Protiviti Inc. Protiviti Inc.
is a wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the
S&P 500 index.

13. Locations of Overseas Headquarters/Offices, if any : Yes

The parent company of Protiviti India Member Pvt. Ltd (headquartered in Gurugram) is Independent
Consultants FZE (Sharjah). Protiviti India Member Pvt. Ltd. is a member firm of Protiviti Inc. Protiviti Inc., a
wholly owned subsidiary of Robert Half (NYSE: RHI). Founded in 1948, Robert Half is a member of the S&P
500 index. Offices of Protiviti Inc. and the member firms are spread across 75+ offices across 27 countries.

Australia: -
1. Level 32, 10 Eagle Street, Brisbane, QLD, 4000, Australia
2. Level 12, 14 Moore Street, Canberra, ACT, 2601, Australia
3. Level 39, 140 William Street, Melbourne, VIC, 3000, Australia
4. Level 19, St. Martin's Tower, 44 St. Georges Terrace, Perth, WA, 6000, Australia
5. Level 24, No 1 Martin Place, Sydney, NSW, 2000, Australia.
China:-
6. Unit 718, China World Office 1, No. 1 Jianguomenwai Street, Chaoyang District, Beijing, China
7. 9th Floor, Nexxus Building, 41 Connaught Road, Central, Hong Kong S.A.R., China.
8. Rm. 1915-16, Bldg. 2, International Commerce Centre, No. 288 South Shaanxi Road, Shanghai,

200030, China.
9. Unit 1404, Tower One, Kerry Plaza, No. 1 Zhong Xin Si Road, Futian District, Shenzhen, 518048,

China.
Japan:-
10. Osaka Center Building 13F, 4-1-3 Kyutaro-machi, Osaka, 27, 541-0056, Japan.
11. Ote Center Building, 1-1-3 Ote-machi, Tokyo, 13, 100-0004, Japan.
Singapore: -
12. 9 Raffles Place, #40-02 Republic Plaza I, 048619, Singapore.
Bahrain:-
13. Platinum Tower, 17th Floor Bldg 190, Road 2803, Block 428, Seef, P.O. Box 10231, Manama,
Bahrain.
France:-
14. 15-19 rue des Mathurins, Paris, 75009, France.
Germany:-
15. Protiviti GmbH, Upper West (27th Floor) Kantstr. 164, 10623, Berlin, Germany.
16. Protiviti GmbH, Kennedydamm 24, 40476, Dusseldorf, Germany.
17. Mainzer Landstrafl’e 50, 60325, Frankfurt, Germany.
18. Sendlinger Strafl’e 12, 80331 Munchen, Germany.
Italy:-
19. Via Tiziano, 32, Milan, MI, 20145, Italy.
20. Via Bissolati 76, Rome, RM, 00187, Italy.
21. Via Viotti, 1, Turin, TO, 10121, Italy
Kuwait: -

22. Al Shaheed Tower, 4th Floor, Khaled Ben Al Waleed Street, Sharq, P.O. Box 1773, Safat, 13018,
Kuwait.

Netherlands:-
23. SOM 1 building (Floor M); Gustav Mahlerlaan 32; 1082 MC Amsterdam, Netherlands.

Oman:-
24. Al Ufuq Building, Shatti Al Qurum, P.O. Box 1130, Ruwi, PC 112, Oman.

Qatar:-
25. Palm Tower B, 19th Floor, P.O. Box 13374, West Bay Doha, Qatar.



Saudi Arabia:-
26. Al-Ibdaa Tower, 18th Floor, King Fahad Branch Road, Al-Olaya, Building No. 7906, P.O. Box 3825,
Riyadh, 12313, Saudi Arabia.

South Africa:-
27. Suite 1A, 100 On Armstrong, La Lucia, Durban, 4051, South Africa.
28. 15 Forest Rd, Building 1 Waverley Office Park, Johannesburg, 2090, South Africa.

United Arab Emirates:-
29. 9th Floor, Al Ghaith Holding Tower, Airport Road, P.O. Box 32468, AZ, United Arab Emirates.
30. U-Bora Tower 2, 21st Floor, Office 2104, Business Bay, P.O. Box 78475, DU, United Arab Emirates.

United Kingdom:
31. Colmore Building, 20 Colmore Circus, Queensway, Birmingham, B4 6AT, United Kingdom.
32. Whitefriars, Lewins Mead, Bristol, BS1 2NT, United Kingdom.
33. The Bourse, Boar Lane, Leeds, LS1 5EQ, United Kingdom.
34. Protiviti Limited, The Shard, 32 London Bridge Street, London, SE1 9SG, United Kingdom.
35. 8th Floor, The Zenith Building, 26 Spring Gardens, Manchester, M2 1AB, United Kingdom.
36. Pinnacle Mews, 1 Grafton Mews, Milton Keynes, MK9 1FB, United Kingdom.
37. Suite B, Ground Floor, The Stella Building, Whitehall Way, Swindon, SN5 6NX, United Kingdom.

Bulgaria:-
38. 146, Vitosha blvd., entrance B, 3rd floor, office 32, Sofia 1000, Bulgaria.

Egypt:-
39. Cairo Complex, Ankara Street, Bureau 1, Second Floor Sheraton Area, Heliopolis, Cairo, Egypt.

Switzerland:-
40. Bahnhofpl. 9, 8001 Zirich, Switzerland.

Argentina:-
41. Alicia Moreau de Justo 1150, piso 3, oficina 306A, (CPAAX1107), Dock 8, Puerto Madero, Ciudad
Auténoma de Buenos Aires, Argentina.

Brazil:-
42. Rua Antonio de Albuquerque, 330, 8° andar Savassi, Belo Horizonte, MG, Brazil
43. Av. Rio Branco, 109, Cj. 702, 7° andar, Rio de Janeiro, RJ, 20040-004, Brazil.
44. Rua James Joule 65-5° andar, Sao Paulo, SP, 04576-080, Brazil.
Chile:-
45. Alonso de Cordova 5320, Off 1905 Las Condes, Santiago, RM, Chile.
Mexico:-
46. Paseo de la Reforma 243 P18, Mexico, DIF, 06500, Mexico.
Peru:-
47. Amador Merino 307 Of. 501, 27, LIM, 15046, Peru.
Venezuela:-
48. Av. La Estancia, CCCT Piramide Invertida, Piso 6, Oficina 612, Urb. Chuao, Municipio Chacao Codigo
Postal 1064 Estado Miranda Caracas, Venezuela.
Colombia:-
49. Calle 95 con Carrera 15, Edificio 14-48, Oficina 305, Bogota, 110221, Colombia.
Canada:-

50. 487 Riverbend Dr, 3rd Floor, Kitchener, ON, N2K 3S3, Canada.
51. 1, Place Ville Marie, Suite 2330, Montréal, QC, H3B 3M5, Canada.
52. Brookfield Place, 181 Bay Street, Suite 820, Toronto, ON, M5J 2T3, Canada.

United States:-
53. 1640 King Street Suite 400, Alexandria, VA, 22314.
54. Regions Plaza, 1180 West Peachtree St., NE Suite 400, Atlanta, GA, 30309.
55. 1 East Pratt Street, Suite 900, Baltimore, MD, 21202.
56. Oliver Street Tower, 125 High Street, 17th Floor, Boston, MA, 02110.
57. 201 South College Street, 15th Floor, Suite 1500, Charlotte, NC, 28244.



58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.

101 North Wacker Drive, Suite 1400, Chicago, IL, 60606.

PNC Center, 201 E. Fifth Street Suite 700, Cincinnati, OH, 45202.
1001 Lakeside Avenue, Suite 1320, Cleveland, OH, 44114.

13727 Noel Road, Suite 800, Dallas, TX, 75240.

1125 Seventeenth Street, Suite 825, Denver, CO, 80202.

200 E. Broward Blvd, Suite 1600, Ft. Lauderdale, FL, 33301.

600 Travis Street, 8th Floor, Houston, TX, 77002.

135 N. Pennsylvania St, Suite 1700, Indianapolis, IN, 46204

9401 Indian Creek Parkway, Suite 770, Overland Park, KS, 66210
400 S. Hope Street, Suite 900, Los Angeles, CA, 90071.

411 E. Wisconsin Avenue, Suite 2150, Milwaukee, WI, 53202-4413
225 South Sixth Street, Suite 1730, Minneapolis, MN, 55402

888 7th Ave 13th Floor, New York, NY, 10106

301 E. Pine St, Suite 225, Orlando, FL, 32801

1700 Market Street, Suite 2850, Philadelphia, PA, 19103

Airport Tech Center 4127 E. Van Buren Street, Suite 210, Phoenix, AZ, 85008
1001 Liberty Ave, Suite 400, Pittsburgh, PA, 15222

222 SW Columbia St, Suite 1100, Portland, OR, 97201

1051 East Cary St., Suite 602, Richmond, VA, 23219

2180 Harvard St., Suite 250, Sacramento, CA, 95815

3451 N. Triumph Blvd., Suite 103, Lehi, UT, 84043

555 Market Street, Suite 1800, San Francisco, CA, 94105

10 Almaden Blvd., Suite 900, San Jose, CA, 95113.

601 Union St., Suite 4300, Seattle, WA, 98101

1401 S. Brentwood Blvd, Suite 715, St. Louis, MO, 63144

263 Tresser Blvd., 12th Floor, Stamford, CT, 06901

Corporate Center 111, 4221 Boy Scout. Blvd., Suite 450, Tampa, FL, 33607
1751 Pinnacle Dr., Suite 1600, Mclean, VA, 22102

131 Frogale Ct., Winchester, VA, 22601

10 Woodbridge Center Dr., Woodbridge, NJ, 07095

Switzerland:-

88.

India:-

89.

90.

91.

92.

93.

94.
95.

Bahnhofpl. 9, 8001 Zurich, Switzerland

77° Town Centre, Ground Floor (East Wing), Building 3 Block B, Divyasree Technopolis Yemalur,
Bengaluru, KA, 560037, India

4th Floor, A Wing, Alexander Square, No 2, Sardar Patel Road, Little Mount, Guindy, Chennai, TN,
600032, India

Q City, 5th Floor, Block A, Survey No. 109, 110 & 111/2, Nanakramguda Village, Serilingampally
Mandal, R.R. District, Hyderabad, TG, 500 032, India

PS Srijan Corporate Park, 1001B, 10th floor, Tower-2, Plot No. 2, Block EP & GP, Sector -V, Salt
Lake City, Kolkata, WB, 700091, India

1st Floor, Godrej Coliseum, Unit No 101, B Wing, Somaiya Hospital Road, Sion (East), Mumbai, MH,
400 022, India

15th Floor, Tower A, DLF Building No. 5, DLF Phase |11, DLF Cyber City, Gurgaon, HR, 122002, India
Windsor Grand, 14" & 16th Floor 1C, Sector - 126 Noida Gautam Buddha Nagar, 201 313, Uttar
Pradesh, India

*Information as provided by Protiviti India Member Pvt. Ltd. on 20.11.2024
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s eSec Forte Technologies Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization :

M/s eSec Forte Technologies Pvt. Ltd.

Registered Address:
DELHI: 5th Floor, Caddie Commercial Tower, Aerocity, New Delhi, Delhi 110037

Corporate Office (Mailing Address):
GURUGRAM: Plot No. 888, Phase V, Udyog Vihar, Sector 20, Gurugram, Haryana 122008

Branch Office:
BANGALORE: 143, 3rd Floor, 10th Cross, Indira Nagar 1st Stage, Bangalore — 560038, Karnataka, India

MUMBAI: A 1203, Centrum Business Square, Plot no - D1, G. B. Barve Road, next to Lotus IT Park, Wagle
Estate, Thane (w.) 400604

2. Carrying out Information Security Audits since : 2011

3. Capability to audit, category wise (add more if required)

e Network security audit : Yes
e Web-application security audit : Yes
e Wireless security audit : Yes
e Compliance audits (ISO 27001, PCI DSS, Data Localization etc.) : Yes
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : Yes
e ICS/OT Audits (Y/N) : Yes
e Cloud security Audits : Yes
e Mobile Application Security Audit : Yes
e Source Code Review : Yes
¢ Red Team Assessment : Yes
e Blue Team Assessment : Yes
e Cyber Drill Assessment : Yes
e Managed Security Services : Yes
e DevSecOps : Yes
e Incident Response Services : Yes
e Tabletop Exercises : Yes
e Cyber Security Maturity Assessment : Yes
e Compromise Assessment : Yes
e Ransomware Assessment : Yes
e Specialized Trainings : Yes

¢ Digital Forensic Investigations and many more

4. Information Security Audits carried out in last 12 Months :

Govt. : 5+
PSU : 5+
Private : 80+
Total Nos. of Information Security Audits done : 100+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)



Network security audit : 50+

Web-application security audit : 50+
Wireless security audit : 10+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 25+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 20+
Cloud security Audits : 15+
Red Team Assessment : 10+
Managed Security Services : 10+

6. Technical manpower deployed for information security audits :

CISSPs : 3
BS7799 / 1SO27001 LAs : 10+
CISAs : 3
Any other information security qualification:
e OSCP 14
CEH 1 20+
PCI QSA
CompTIA Security+
CCNA
CEPT
CCSK
CHFI
CTRO
CRTE
Others

NRRNRPRPRPRNW®

5+

Total Nos. of Technical Personnel : 150+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Duration with Experience in Qualifications related to
Name of . . ) . .
No. <organization> Information Information security
Employee .
Security
1 Sachin Bahl 2020 26+ Years PCI QSA, and CCSK

CISSP, Certified RSA SE
Associate in Fraud & Risk
2 Priyakant Taneja 2020 23+ Years Intelligence (FRI), Certified
RSA SE In ASOC, Certified
IBM Q-Radar Analyst

CISSP, PClI QSA, AWS
Certified Cloud Practitioner,
Cellebrite Certified Operator
(CCO), Tufin Certified
Engineer, Certified Digital

3 Sachin Kumar 2011 18+ Years . .
Forensic Examiner,
Metasploit Certified
Administrator, Nexpose

Certified Administrator, 1SO
27001-2013 LA

MS in Cyber Law and
4 Saurabh Seth 2017 18+ Years Security, ECSA,
MCSE:Security, CEH

CISSP, Qradar  Software

6 Puneet Chawla 2024 18 Years

Suite
Google Cloud Certified, AWS
6 Mohit Mittal 2015 16+ Years Certified Solutions Architect,
PMP
Mayank Prakash 2022 15+ Years CISSP, and CPISI

Singh
8 Deep Shankar 2019 11+ Years Certified Incident Handler




Yadav (ECIH), Certified Threat
Intelligence Analyst (CTIA),
Palo Alto Networks PSE -
Public Cloud Associate, Cato
Networks Sales Certification,
Certified Kubernetes
Administrator, Computer
Hacking Forensic
Investigator (CHFD),
AccessData Certified
Examiner, Prisma Certified
Cloud Security Engineer,
Associate Cloud Engineer
(Google Cloud Certified),
Microsoft Certified: Azure
Security Engineer Associate
(AZ500)
PCI QSA, CISA, 1SO
9 Vishal Rai 2019 10+ Years 27001:2022 Lead Auditor
and Lead Implementer
1SO 27001:2022 Lead
10 Gagan Ojha 2019 8+ Years Auditor and Lead
Implementer, and CIPM
. CEH and ISO 27001:2022
11 Jatin Gupta 2023 6+ Years Lead Auditor
12 Nitin Sharma 2021 6+ Years CEH
13 Sunil Kumar 2021 6+ Years CEH
1. Guardium Suite Sales
Foundation
2. QRadar Security
Orchestration and
Response (SOAR) Sales
Foundation
3. QRadar Security
Orchestration Automation
14 Rajat Jain 2022 5 Years and Response (SOAR)
Technical Sales
Intermediate
4. QRadar Suite (Software)
Sales Foundation
5. QRadar Suite Software
Technical Sales
Intermediate
15 | Sanyam Agarwal 2019 5.5 Years ISO. 27001:2013 Lead
Auditor
16 | Vishal Bhardwaj 2020 4.5+ Years CEH
. CISA, I1SO 27001:2022 Lead
17 | Dipendar Sharma 2023 4.5+Years Auditor and CNSS
18 | Hemanth Kunani 2023 4.5 Years CEH
19 Mabu Basha 2023 4.5 Years CEH
Dudekula
1SO 27001:2022 Lead
20 | Abhishek Pandey 2023 4.4 Years Auditor and Lead
Implementer
27 | Phaneendrasai 2023 4+ Years CEH
Jonnadula
2o | Balbeer Kumar 2019 4+ Years CNSS
Nishad
23 Sameer Saini 2020 4+ Years CEH
24 Rahul Agrahari 2022 4+ Years CEH
25 Gaurav Mishra 2024 4+ Years CAP, ISO 27001:2022 Lead




Auditor and CISA
26 Rajat Yadav 2022 4 Years
27 Shivam Guleri 2024 4 Years CNSS, and Qualys-PCI
28 Mamidipalli 2023 3.5+ Years CEH
Kishorekumar
29 Ankit Yadav 2022 3.5+ Years CEH and CAP
30 Vinay Pandey 2021 3.5+ Years CEH
31 | Sachin Suresh 2022 3.5+ years
Kumar
32 Aviral Jain 2021 3+ Years CRTO, and CEH
33 Aman 2022 3+ Years OSCP, and CEPT
Chourpagar
34 Valbhav Kumar 2022 3+ Years CompTIA Security+
Srivastava
35 | Pragati Bhardwaj 2023 3+ Years CEH
1SO 27001:2022 Lead
36 Ritu Sharma 2023 3+ Years Auditor and Lead
Implementer
37 Krishna Singh 2021 3+ Years
38 Vikas Kumawat 2023 3+Years CPTE, CISEH, and CAP
39 | Madhurendra 2024 3 Years CEH and CAP
Kumar
40 Ankit Yadav 2024 3 Years OSCP, CRTP and eCPPT
Certified Cloud  Security
41 | Vishal Chaudhary 2024 2.8 Years Practitioner - AWS (CCSP-
AWS), and CAP
42 Kuldeep Tiwari 2022 2.6 Years
43 Tarun Kumar 2022 2.5+ Years CEH, and eWPTX
44 Anuraag 2024 2.5+ Years CIPP/E
Warawadekar
45 Akansha 2022 2.5+ Years CAP
Bhatnagar
46 Archit Jain 2022 2.5+ Years eJPT
47 Nandini Sharma 2022 2.5 Years eWPT
48 Sooraj Vishwas 2022 2+ Years CEH
49 Rakesh Sharma 2023 2+ Years CRTP
50 Harnam Singh 2022 5 Years
51 Vibha Panwar 2022 2+ Years CEH
52 Harsh Verma 2023 2 Years
53 Vinay Kumar 2022 2 Years CEH
Singh
54 Balaroopan MS 2023 1.5+ Years CompTIA Security+
55 _Sandeep 2024 1.5+ Years OSCP, CEH, and CNSP
Vishwakarma
1SO 27001:2022 Lead
56 Shalini Tyagi 2023 1.5 Years Auditor and Lead
Implementer
57 Sakshi Sharma 2023 2 Years CHFI, Exterro Ace
58 Hammad Aftab 2023 1.5+ Year CHFI, Exterro Ace, OSFTC
AWS Cloud Practitioner,
59 Komal Bamne 2023 2 Years Prisma PCCSE Certified
AWS Cloud Practitioner,
60 Saksham Singh 2023 1.5+ Year AWS  Security Specialty,
Prisma System Engineer

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Conducted Security Audit for Govt. Entity across 100+ locations for 10,000+ End points

Performed Audit of 100+ Applications for a large Business Process Organization across different

environments

Led multiple red teaming engagements for large organizations, simulating real-world cyberattacks to

identify vulnerabilities and enhance security defenses.




e Successfully executed numerous managed services projects covering Application Security, Network
Security, Configuration Reviews, DevSecOps etc.

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Metasploit

Nexpose

Nessus

Nipper

Netsparker

HCL App Scan
Checkmarx

Burp Suite

. Nmap

10. SSLScan

11. Wireshark

12. Immunity Canvas

13. Immunity Silica

14. Hak5 (Pineapple Wifi)
15. Social Engineering Toolkit
16. Kali Linux

17.  Aircrack-ng

18. Ettercap

19. John the Ripper

CoNOORAWNE

20. Kismet
21. Maltego
22. Cuckoo
23.  Volatility
24.  sslstrip
25. hping3

26. dnswalk

10. Outsourcing of Project to External Information Security Auditors / Experts: No ( If yes,
kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details:
Yes, eSec Forte Technologies is partner with multiple OEM Companies such as Sentinel One,
Tenable, IBM, OpenText, Tufin, HCL Software, Fortra, Compelson, Atola, Exterro, Palo Alto,

Checkmarx, Salepoint etc. for Information Security and Forensic Products.

eSec Forte acts as Value Added Partner for these companies and is involved in Pre-Sales,
Implementation and Post-Sales activities.

12. Whether organization is a subsidiary of any foreign based organization? : No If
yes, give details

13. Locations of Overseas Headquarters/Offices, if any : Yes.
Singapore: eSec Forte® Technologies Singapore PTE Ltd.
1 North Bridge Road, #11-10, High Street Centre, Singapore 179094 P: +65 31650903

Sri Lanka: eSec Forte Technologies Sri Lanka Pvt. Ltd.
Level 26 & 34, East Tower, World Trade Center, Echelon Square, Colombo, 00100, Sri Lanka

USA: eSec Forte Technologies USA LLC
16192 Coastal Highway, Lewes, Delaware 19958, County of Sussex, United States

*Information as provided by eSec Forte Technologies Pvt. Ltd. on 25/11/2024
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Talakunchi Networks Pvt Ltd
1. Name & location of the empanelled Information Security Auditing Organization :
Talakunchi Networks Pvt. Ltd., Mumbai

2. Carrying out Information Security Audits since : 2016

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) Yes
e Web-application security audit (Y/N) Yes
e Wireless security audit (Y/N) Yes
¢ Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) Yes
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) Yes
e ICS/OT Audits (Y/N) Yes
e Cloud security Audits (Y/N) Yes
e Red Team and Blue Team Assessments Yes
e Source Code Review Yes
e Web and Mobile Application Security Testing (VAPT) Yes
¢ Network, Server and Firewall Security Testing (VAPT) Yes
¢ Vulnerability Assessment and Configuration Assessment Yes
e SAP Security Audits Yes
e 10T, Embedded and SCADA Security Assessments Yes
e DevSecOps Yes
e Cyber Security Threat Analysis Yes
e Compromised Assessments Yes
¢ Incidence Management and Response Yes
e Reverse Engineering and Forensic Assessments Yes
e Building & Maintaining Security Operations Centre (SOC) Yes
e Managed Security Services (MSS) Yes
¢ Managed Detection and Response (MDR) Yes
e Security Awareness Trainings Yes
e Physical Access Controls & Security Testing Yes
¢ Business Continuity Disaster Recovery Planning (BCP-DRP) Yes
¢ Regulatory Compliance Implementation and Management

(RBI, NCIIPC, IRDA, ISNP, SEBI, TRAI) Yes
¢ International Cyber Security Framework (ISO, NIST, ISACA, SANS, CIS) Yes

4. Information Security Audits carried out in last 12 Months :

Govt. : 10
PSU : 5
Private : 50+
Total Nos. of Information Security Audits done : 60+

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit : 50+
Web-application security audit : 100+
Wireless security audit : 3
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 5+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 5+
ICS/OT Audits : 2
Cloud security Audits : 3

6. Technical manpower deployed for information security audits :

Certification Name Count




CISSPs NA
Certified Information Systems Auditor (CISA) 2
Certified Ethical Hacker (CEH) A5+
Certified Ethical Hacker (CEH) Practical 10+
Certified Information Security Manager (CISM) 1
Certified Network Security Practitioner (CNSP) - The SecOps Group 2
Certified Professional Penetration Tester (eCPPT) 2
Certified Red Team Professional (CRTP) 2
EC-Council Certified Incident Handler (ECIH) 1
EC-Council Certified Security Analyst (ECSA) 4
Junior Penetration Tester (eJPT) 20+
ISO 27001 Lead Auditors 45+
1ISO 22301 2
1SO 20000 1
Offensive Security Certified Professional (OSCP) 3
Practical Junior Penetration Tester (PPTP) - TCM Security 1
Qualys VM 2
Qualys VMDR 2
Web application Penetration Tester eXtreme (eWPTX) 10+
Certified Cloud Security Practitioner - AWS (CCSP-AWS) - The SecOps

Group 10+
Total Nos. of Technical Personnel : 150+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)
S. Name of Dl_Jration Experienc_:e in Qualifications related to
No. | Employee with . Inforrpatlon Information security
Talakunchi Security
1 |Rahuie. | 78veas | 16.3vears B, OSCP, CISA, CEH, ECSA, ECSP,
2 Vishal S. 7.8 Years 16.3 Years BE, OSCP, CISA, CEH, GCIH, FireEye
3 Pranjali S. 7.8 Years 16.3 Years BE
4 Sujal S. 7.8 Years 16.3 Years BE
5 Kapil D. 6 Years 16.3 Years BE
6 Radhesh T. 1 Year 16.3 Years MSc IT
7 Atik V. 7.10 Years 7.10 Years BE, ECSA, ECSA Practical, ECIH, Qualys
8 Talha S. 6.5 Years 6.5 Years BE, CEH
9 Saad S. 5.11 Years 5.11 Years BTech
10 Harsh B. 4.5 Years 4.5 Years MSc CS, ECSA, ECPPT
11 Dhruv K. 4.5 Years 4.5 Years BE, CEH
12 g.evendra 4.5 Years 4.5 Years MSc CS
13 | Viraj C. 3.10 Years 3.10 Years BE, CEH, CRTP
14 Arti B. 2.5 Years 4 Years PGDIB, I1SO 27001
15 | Rahul S. 2.11 Years 2.11 Years BSc CS, ISO 27001
16 Dolly P. 3.5 Years 3.5 Years MCA, CEH




S. Name of Dyration Experienc_:e in Qualifications related to
No. | Employee with . Inforlpatlon Information security
Talakunchi Security

17 | Deepali P. 4.5 Years 4.5 Years BE, CEH

18 \H/aiSh”aVi 4.5 Years 4.5 Years BSc IT, CEH

19 | Mohin S. 4.5 Years 4.5 Years BSc IT

20 | Prasad D. 3.10 Years 3.10 Years BSc IT, CEH, eJPT

21 | Titiksha S. 3.5 Years 3.5 Years BE

22 | Rachana T. | 3 Years 3 Years BE, CEH

23 | Vinay S. 3 Years 3 Years BSc CS, CEH

24 | Vasant P. 1.7 Years 1.7 Years BE

25 | Prithvi M. 1 Year 1 Year BTech

26 | Gilbert R. 1.8 Years 1.8 Years BSc CS, elJPT

27 | Abdullah S. | 3.6 Years 3.6 Years BSc CS

28 | Jitendra J. 1.5 Years 1.5 Years BTech, eJPT

29 | Ibrahim K. 2.5 Years 2.5 Years BSc IT

30 | Anuj G. 2 Years 2 Years BSc CS, 1SO 27001

31 | Maulik G. 2 Years 2 Years BCA

32 | Vivek P. 1.11 Years 1.11 Years BE, eJPT

33 | Anup S. 1.11 Years 1.11 Years BE, eJPT

34 | Surendra V. | 1.8 Years 1.8 Years BSc, eJPT

35 | Aniket K. 1.5 Years 1.5 Years BE, OSCP

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

Client Proiect Scope Project Term
Category ] P & Value

e Application Penetration Testing — 120+ Web Application, 15+

Mobile Applications, 200+ API

e Infrastructure Penetration Testing - 6000+ IP Addresses Quarterly | Project Term -
Private Basis 1.5 + Years
Sector Bank | ¢ Configuration Audit - 6000+ Servers & Network Devices Half Project Value -

Yearly Approx. 1 Cr

e Security Solutions Review — 50 Devices of 15 different category of
devices

International

e 24x7 SOC & DLP Monitoring

Project Term -
2 + Years

Mortgage e Application Penetration Testing — 200+ Web Application, 50+ .
Company Mobile Applications, 250+ API Project Value -
’ Approx. 2 Cr
Project Term -
Private e Application Penetration Testing — 200+ Web Application, 50+ 1.2 + Years
Sector Bank | Mobile Applications, 250+ API Project Value -
Approx. 70L

Value Added
Service
Provider

e Application Penetration Testing — 50+ Web Application, 20+ Mobile
Applications, 100+ API

e Infrastructure Penetration Testing — 2000+ IP Addresses Quarterly
Basis

e Configuration Audit - 2000+ Servers & Network Devices Half
Yearly

e Firewall Rulebase Review — 15 firewall devices with 20000+
firewall rules

Project Term -
2 + Years
Project Value -
Approx. 1 Cr




Client Proiect Scope Project Term
Category ] p & Value
e Application Penetration Testing — 100+ Web Application, 25+ Proiect Term —
Largest Mobile Applications, 250+ API J
. - . . 1 + Years
Transaction e Source Code Review — lcr+ lines of codes reviewed .
- - . . Project Value -
Facilitators e Integrating Security at every stage of development cycle with
Approx. 1.35 Cr
DevSecOps Model

9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Squadl (Proprietary) Burp Suite Professional | MicroFocus Fortify Tenable SC

MicroFocus Weblnspect | Checkmarx Nessus Professional QualysGuard

Metasploit SQLMAP Kali Linux Wireshark

ZAP Charle’s Proxy Netsparker Nikto

Fiddler CSRF Tester Wapiti WinHex

Drozer SQL Ninja W3af Nagios

Aircrack-ng WebScarab IDAPro Social Engineer
Toolkit

IronWasp MobSF Nmap JohnTheRipper

Nuclei Cain & Able

10. Outsourcing of Project to External Information Security Auditors / Experts:

If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details:

12. Whether organization is a subsidiary of any foreign based organization? :
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any :

*Information as provided by Talakunchi Networks Pvt. Ltd. on 13-Nov-2024

No

No

No

No
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s A3S Tech & Company

1. Name & location of the empanelled Information Security Auditing Organization :

A3S Tech & Company.

Registered Office- A/95 Kamla Nagar, Delhi- 110007.
Corporate Office- 1314, 13th Floor, Devika Tower,
Nehru Place, New Delhi- 110019

2. Carrying out Information Security Audits since : 2014

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) Yes
e Web-application security audit (Y/N) Yes
e Wireless security audit (Y/N) Yes
e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) Yes
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) Yes
e ICS/OT Audits (Y/N) Yes
e Cloud security Audits (Y/N) Yes
e Mobile Application Security Audit (Y/N) Yes
e ERP Audit (Y/N) Yes
e Payment Gateway Audit (Y/N) Yes
¢ Compliance audit as per Government of India guidelines (Y/N) Yes
e Source Code Review (Y/N) Yes
e Swift Review (Y/N) Yes
e Concurrent/ Continuous Audit (Y/N) Yes
e Data Privacy audits (Y/N) Yes
e Regulatory audit as per guidelines by RBI, IRDA, SEBI, UIDAI etc (Y/N) Yes
e Device Security Audit Yes
e Web server security audit Yes
¢ Network device audit (router/ switch/ firewall/ WAF/ PIM/PAM etc) Yes
e Aadhaar Audit/ UIDAI Audit Yes
e 10T Audit Yes
¢ Red Teaming Yes

4. Information Security Audits carried out in last 12 Months :

Govt. : <number of>

PSU : <number of>

Private : <number of>

Total Nos. of Information Security Audits done :

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit : 30+
Web-application security audit : 200+
Wireless security audit : 30+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 5+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 50+
ICS/OT Audits : 3+
Cloud security Audits : 10+

6. Technical manpower deployed for informationsecurity audits :

CISSPs -
BS7799 / 1SO27001 LAs 4
CISAs 3
DISAs / ISAs 1



Any other information security qualification

Total Nos. of Technical Personnel

©COoNoOAWON P

Nmap

Backtrack kali linux

Custom Scripts and tools.

Metasploit Framework, Netcat , BeEf
Wireshark

Tenable Nessus

Burpsuite

SQL Map

Tamper Data

. Directory Buster

. Nikto

. Ettercap

. Webscarab

. Veda

. Backtrack

. Meta Sploit

. A3S customised scripts

10. Outsourcing of Project to External Information Security Auditors / Experts
If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details

12. Whether organization is a subsidiary of any foreign based organization?
If yes, give details

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)
S. Name of Employee | Duration with Experience in Qualifications related to
No. A3S Tech and | Information Security Information security
Company
1 Sagar Gupta 10+ years 12+ years CISA, ISA/DISA, I1SO
27001 LA, CEH,
CDPSE, ISO 27701
2 Arpita Gupta 10+ years 12+ years 1ISO 27001 LA
3 Akash Goel 5+ years 10+ years CISA
4 Vidhya Jayaraman | 7+ years 8+ years CISA
5 Jasmeet Singh 3+ years 4+ years CEH
6 Shivam Yadav 2+ years 3+ years CEH
7 Aryaa 2+ years 3+ years CEH
8 Rashi Gupta 1 + years 4+ years RHCSA
9 Tejinder Singh 1 + years 3+ years CAP/CNSP
10 Raj Patil 1 + years 2 + years CEH
11 Shivam Singh 1 year 1+ years CEH
12 Mukul 1 year 1 year CEH
13 Syed Hadi 1 year 2 + years 1SO 27001
14 Somdutt Saraswat | 1 year 1 year CEH
8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.
1. VAPT Audit for 200+ applications and 100 + infra devices in India for Rs 60 lakhs +
2. VAPT for 500 + IPs in India and cloud security for Rs 65 lakhs +
3. UIDAI audit for 30+ locations for Rs 28 lakhs +
4. VAPT and process audit in power sector in India for 25 lakhs +
9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):

No

No

No



13. Locations of Overseas Headquarters/Offices, if any : No

*Information as provided by <A3S Tech & Company > on November 14, 2024

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Andhra Pradesh Technology Services Ltd

1. Name & location of the empanelled Information Security Auditing Organization:
Andhra Pradesh Technology Services Ltd.
(Govt. of AP Undertaking)
Location: Vijayawada

2. Carrying out Information Security Audits since : 2018

3. Capability to audit, category wise (add more if required)

e Network security audit : (Yes)
e Web-application security audit : (Yes)
e Mobile Application Security audit : (Yes)
e Wireless security audit : (Yes)
e Compliance audits (ISO 27001) : (Yes)
e Infrastructure Audits : (Yes)
e Source Code Review : (Yes)
e Configuration Review (OS, DBMS & Network Devices) : (Yes)
¢ Remediation Consulting : (Yes)
¢ RedTeam Assessment : (Yes)

4. Information Security Audits carried out in last 12 Months:

Govt. : 318
Private : 40
Total Nos. of Information Security Audits done : 828

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit : 14
Web-application security audit : 358
Wireless security audit : 0
Compliance audits (ISO 27001, PCI, etc.) : 0
RedTeam Assessments : 456

6. Technical manpower deployed for information security audits:

CISSPs : 00
BS7799 / 1SO27001 LAs : 04
CISAs : 05
DISAs / ISAs : 00
Any other information security qualification:

1. ISMS : 01

2. OSCP:01,

3. CEH: 05,

4. ECSA:00,
Total Nos. of Technical Personnel : 15

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Employee Duration with Experience in Qualifications related to

No. <organization> | Information Information security
Security

1 M. Krishnaveni 27-04-1998 10+ Years CISA, ISO 27001




2 K.Raju 19-11-1997 4+ Years

3 K.Chandrasekhar 28-10-1992 6+ years CISA, I1SO 27001
Reddy

4 P.Srinivasulu 06-04-1998 6+ years CISA, ISO 27001
K.Dhavuryan Naik 14-08-1998 6+ years CISA, I1SO 27001

5 Ch. Venkateswara Dec, 2018 10+ years M.Tech, CISA, OSCP,
Reddy CEH,Nessus, Nessus Security

Center, Qualys
6 N.Durga Pavani Feb, 2019 6+ years B.Tech, CEH Master,

CAP,CNSP, EHE, Qualys
(VM,API),C3SA

7 B. Sai Kiran April, 2021 3+ years CEH, CAP, Qualys (VM)
8 P. Srilakshmi Nov, 2019 5+ years B.Tech, CEH, Qualys (VM)
9 G. John Vikas Mar, 2022 3+ years B.Tech,CEH, Qualys
Ratnam (VMDR,API), CAP, CNSP
10 | D. Sai Varshitha Apr,2018 4+years B.Tech, CAP, Qualys (VM)
11 | J. Prabhu Sai Aug, 2021 3+ years B.Tech, CAP, Qualys (VM)
12 N. Manideep Reddy Mar, 2022 2+ years B.Tech, CAP, Qualys (VM)
13 K Sai Venkata Feb, 2023 2+ years B.Tech,CAP, C3SA
Kishore
14 K. Durga Prasad Sept,2022 2+ years B.Tech, CAP,CNSP,CCSP-AWS

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

S.No | Name of Scope of work Value
Client
Department

1. AIIMS, The All India Institute of Medical Sciences | Inter
Mangalagiri (AlIMS), Mangalagiri, is one of the | Departmental

prestigious AIIMS institutions established by | within the AP
the Government of India under the Pradhan | State

Mantri Swasthya Suraksha Yojana (PMSSY). | Government
Situated in the Guntur district of Andhra
Pradesh, it is part of the initiative to provide
high-quality medical education, healthcare
services, and research opportunities across
the country.

The audit scope includes a review of
applications covered in the firewall rule set,
configuration scanning of IT  assets,
application  security  scanning, internal
vulnerability scanning, external vulnerability
scanning, and both internal and external
penetration testing.

2. KSEB The Kerala State Electricity Board (KSEB) | Inter

is a government-owned corporation | Departmental
responsible for electricity = generation, | within the AP
transmission, and distribution in the state of | State

Kerala, India. Established in 1957, KSEB | Government
plays a vital role in powering the state's
development and ensuring reliable electricity
services to its residents.

The scope of work include the IT & OT
security audit of power plant.

3. AP State Data | The scope covers IT infra and security audit. Inter

Centre The audit scope covers applications cover in | Departmental
the Fire wall rule set review, Configuration | within the AP
scanning of IT Assets, Internal vulnerability | State

scan, External vulnerability scan, Internal and | Government
external penetration testing.

9. List of Information Security Audit Tools used (Commercial/ freeware/proprietary):
commercial: Acunetix, Burp Suite, Nessus, Nexpose, Metasploit.



Freeware: Kali Linux open source tools and MobSF ..etc

10. Outsourcing of Project to External Information Security Auditors / Experts: No
(If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: No

12. Whether organization is a subsidiary of any foreign based organization?: No
If yes, give details

13. Locations of Overseas Headquarters/Offices, if any: No

*Information as provided by Andhra Pradesh Technology Services Ltd on 10/12/2024

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Bharti Airtel Service Limited

1. Name & location of the empanelled Information Security Auditing Organization :
Bharti Airtel Services Limited
Plot No. 16, Udyog Vihar, Phase 1V, Gurgaon, Haryana - 122015

2. Carrying out Information Security Audits since : August 2015-16

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) Y
e \Web-application security audit (Y/N) tY
e Wireless security audit (Y/N) Y
e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) Y
® Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) tY
e ICS/OT Audits (Y/N) Y
e Cloud security Audits (Y/N) tY
e Vulnerability Management As A Service (V-MAAS) Y
e Vulnerability Mitigation & Patch Management Y
e Managed Security Services (MSS) tY
e Building & Maintaining Security Operations Centre (SOC) Y
® SOC & SIEM Monitoring Review Audits Y
e SOAR Security Orchestration, Automation and Response Audit & Review Y
® Cyber Security Threat Analysis tY
e V-CISO As A Service (V-CISO) Y
e Red Teaming, Purple Teaming & Blue Teaming Y
e \Website, Server & Firewall Security Testing Audits :Y
e Cybersecurity Monitoring tY
e Cyber Incident Management & Defense :Y
e Black Box, Gray-Box & White Box - VA/PT Y
e Encryption Security Assessment Audits :Y
e Security Code Review (SCR) Y
e RBI/NABARD/IRDA/NBFC/ SEBI Stock Brokers/DP Compliance audit Y
e SEBI Cyber Security & Cyber Resilience Framework :Y
e |S Compliance Audit as per Government Guidelines - IT Acts, RBI, SEBI, etc. : Y
e |IT Risk Assessments iy
e Formulation of IT policies & Procedures :Y
e Digital Forensics Investigation (Mobile, Computer, Network, Email, etc. Y
e Assistance on IT Acts, Cyber Laws, International Data Protection Acts etc. Y

4. Information Security Audits carried out in last 12 Months :

Govt. i1
PSU i 1
Private : 19
Total Nos. of Information Security Audits done : 21

5. Number of audits in last 12 months , category-wise (Organization can add categories based on
project handled by them)



Network security audit

Web-application security audit

Wireless security audit

: 19
: 16

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.): O
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.): 2
ICS/OT Audits: 0
Cloud security Audits: 1

6. Technical manpower deployed for information security audits:

7. Details of technical manpower deployed for information security audits in Government and Critical

CISSPs

BS7799 / 1SO27001 LAs
CISAs

DISAs / ISAs

Any other information security qualification

Total Nos. of Technical Personnel

AR

~ O
S &

sector organizations (attach Annexure if required)

Months

Duration .
- Experienc
S N f with .
no | E an|1e o Bharti Inf emn Qualifications related to Information
o mploye Airtel nformatio | gocyrity
e Services nSecurity
Limited
1 | Arvind S Years 18 Years | CISM, 1SO 27001
Bhatt 10
Months
CISM, CEH, PRINCE2 (Practitioner), ITIL V3
Ashutosh 5 Years Expert,COBIT, Certified Lead Auditor — 1SO
2 | Makkar 10 20 Years 20000:2011, 1SO 27001:2005, I1SO 27701
Months (GDPR-PIMS),
Certification in COBIT (Foundation),
CCNA, CCNP(Routing and Switching)
ISO/IEC 27001, CEH, CVA, Impact Academy
Certified — CSM, ICS/SCADA-CVA, Tenable
Certified MSSP Practitioner, Tenable
Vulnerability Management Specialist, Tenable
Cloud Security Specialist, Tenable Operational
Rana Technology Sales Engineer, HOLM Security
3| Pratap 11 Months 10 Years Vulnerability Management Specialist, HCL
Singh AppScan Dynamic Application Security Testing
(DAST) Certification, HCL AppScan Static
Application Security Testing (SAST)
Certification,HCL AppScan on Cloud DAST,
SAST, and SCA Certification, Purple Teaming
with Breach and
Attack Simulation
Harshneel C|CISO, DCDPO, CISSP, CISA, CRISC, CISM,
41 Nanche 6 Months 11Years | hepLa, cPISI, Certified Lead Auditor in PIMS,
ISMS, BCMS, ITSM
5] Shiv Ram 1 Years 9 5 Years 6 ISO/IEC 27001 Information Security Associate
Months Months
6 | Yogesh 4 Years 15 Years | cisa
Kumar 3




Anil Yadav

3 Years 5
Months

16 Years

CISA, ISO/IEC 27001 Implementation, ITIL,
CCSA
R81, Microsoft Azure Architect

Gaurav
Singh

1 Years 8
Months

17 Years

CISA, Qradar, Seceon

Priya
Vashisth

1 Years 4
Months

3 Years 1
Months

CEH

10

Ravi
Sharma

2 Year 8
Months

12 Year

CEH

11

Ronak
Pandita

2 Year
10
Months

2 Year
10
Months

ISO/IEC 27001, CEH, Tenable Certified MSSP
Practitioner, Tenable Vulnerability Management
Specialist, Tenable Cloud Security Specialist,
HCLAppScan Dynamic Application Security
Testing (DAST) Certification, HCL AppScan
Static Application Security Testing (SAST)
Certification,HCL AppScan on Cloud DAST,
SAST, and SCA Certification, Purple Teaming
with Breach and Attack Simulation, NSE 1 &
NSE 2, SECEON

certified Professional

12

Divya
Gautam

1 Year
10
Months

2 Year
10
Months

CEH, Tenable Certified MSSP Practitioner,
Tenable Vulnerability Management Specialist,
Tenable Cloud Security Specialist, HCL
AppScanDynamic Application Security Testing
(DAST) Certification, HCL AppScan Static
Application Security Testing (SAST)
Certification, HCL AppScan on Cloud DAST,
SAST, and SCA Certification, Purple Teaming
with Breach and

Attack Simulation

13

Devendra
Kumar

2 Years

2 Years

CEH, Tenable Certified MSSP Practitioner,
Tenable Vulnerability Management Specialist,
Tenable Cloud Security Specialist, Tenable
Operational Technology Sales Engineer, HCL
AppScan Dynamic Application Security Testing
(DAST) Certification, HCL AppScan Static
Application Security Testing (SAST)
Certification,HCL AppScan on Cloud DAST,
SAST, and SCA Certification, Purple Teaming
with Breach and

Attack Simulation, Essential Ethical
Hacker, Network Defense Essential

14

Bhavika
Chhabra

1 Year

1 Year

CEH, RHCE, CISCO CYBER RANGER, Tenable
Certified MSSP Practitioner, Tenable
Vulnerability Management Specialist, Tenable
Cloud Security Specialist, HCL AppScan
Dynamic Application Security Testing (DAST)
Certification, HCL AppScan Static Application
Security Testing (SAST) Certification, HCL
AppScan on Cloud DAST, SAST, and SCA
Certification, Purple Teaming with

Breach and Attack Simulation




Bharga
15| vReddy
Gasula

1 Year

Month

1 Year

Month

CEH, Tenable Certified MSSP Practitioner,
Tenable Vulnerability Management Specialist,
Tenable Cloud Security Specialist, HCL
AppScanDynamic Application Security Testing
(DAST) Certification, HCL AppScan Static

Application
Security Testing (SAST) Certification, HCL

AppScan on Cloud DAST, SAST, and SCA
Certification, Purple Teaming with Breach
andAttack Simulation

16

CEH, Tenable Certified MSSP Practitioner,
Tenable Vulnerability Management Specialist,
Tenable Cloud Security Specialist, HCL
AppScanDynamic Application Security Testing
(DAST) Certification, HCL AppScan Static
Application Security Testing (SAST)
Certification, HCL AppScan on Cloud DAST,
SAST, and SCA Certification, Purple Teaming
with Breach and

Attack Simulation

Rajesh K 1 Year 2 Years

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.)along with
project value.

9.

1. Public sector organization (that is a statutory body) that manages India's provident funds and
promotes retirement savings for employees.

Scope: Vulnerability Assessment & Penetration Testing of Infrastructure & Web applications, Security
Code Review (SCR), Information Security (ISMS) etc.

2. Public sector organization that provides financial assistance to state electricity boards, state power
utilities, and private sector companies. It also provides financing for equipment manufacturing, coal
mines, and more
Scope: Vulnerability Assessment & Penetration Testing of Infrastructure & Web applications, etc.

3. One of India’s leading Smart Metering and Digital Solutions Provider
Scope: Vulnerability Assessment & Penetration Testing of Infrastructure & Web applications, Mobile
application PT, Security Code Review (SCR), Information Security (ISMS) etc.

4. One of first Indian small finance bank
Scope: Vulnerability Assessment & Penetration Testing of Infrastructure & Web applications, etc.

5. One of the largest French-based utility company in India which operates largely in the water and waste

management sectors.
Scope: Vulnerability Assessment & Penetration Testing of Infrastructure & Web applications, Mobile
application PT, Security Code Review (SCR), Information Security (ISMS) etc.

List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

1)
2)
3)
4)
5)
6)
7)
8)
9)

Tenable.SC

Nessus Expert
Acunetix

Burp SuiteEnterprise
HCL AppScan
Metasploit

Postman

FuzzAPI

Soap Ul

10) Nmap

11) wireshark
12) Aircrack-ng



13) tcpdump

14) Netcat

15) Kismet

16) OWASP ZAP

17) SQLmap

18) wpscan

19) Nikto

20) w3af

21) John The Ripper

22) Dirbuster
23) Exploit DB
24) APK Tool
25) MobSF
26) Kali Linux
27) dex2jar
28) Drozer

29) Dagda

30) Docker Bench
31) Kube-hunter
32) Customized Script

10. Outsourcing of Project to External Information Security Auditors / Experts : No
( If yes, kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details : No

12. Whether organization is a subsidiary of any foreign based organization? : No

If yes, give details

13. Locations of Overseas Headquarters/Offices, if any : Not Applicable

*Information as provided by Bharti Airtel Services Limited on 18" November, 2024.
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Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Codec Networks Pvt. Ltd.

1. Name & location of the empanelled Information Security Auditing Organization:
Codec Networks Pvt Ltd
507, New Delhi House, Barakhamba Road, New Delhi 110001
+91 9971676124, 9911738718, 011-43752299
amittal@codecnetworks.com; piyush@codecnetworks.com

2. Carrying out Information Security Audits since : 2011

3. Capability to audit, category wise (add more if required)

e Vulnerability Assessment & Penetration Testing : Yes
e Web Application Security Audit : Yes
e Mobile Application Security Audit > Yes
e APl and Web Services Security Audit : Yes
e ICT Infrastructure (Network) Security Audit : Yes
e IT, OT and Industrial Control Systems (SCADA, DDCMIS, DCS) Security Audit : Yes
e Cloud Security Assessments : Yes
e SAST and DAST Testings : Yes
e Source Code Review : Yes
e ERP Application Security Audit > Yes
e Thick & Thin Client Application Security Audit > Yes
e Network Security Architecture and Solutions Review : Yes
e Configuration, Hardening Reviews & Local Patch Audits : Yes
e Regulatory Guidelines Compliance Audits (RBI, IRDAI, SEBI, CEA, NCIIPC, DoT, UIDAI

ASP E-Sign, , ABDM ABHA, CICRA and CIC Rules, TRAI, Cert-In Guidelines, IT Act 2000) : Yes
e Maturity Assessments as per Industry Specific Compliances & Standards (NIST

Cyber Security Framework, ISO 27001 ISMS, I1SO 27701 PIMS, I1SO 22301 BCMS,

ISO 27018, 1SO 27019, I1SO 20000 ITSMS, GDPR, SOC 2, SOC 1, HIPAA, PCI-DSS,

PCI-CPP) > Yes
e Red Teaming Assessment : Yes
e Blue / Purple Teaming Assessment > Yes
e Malware Root Cause Analysis : Yes
e Data Localization Audits > Yes
e Formation and Review of IT, IT Security and CCMP Policies : Yes
e Business Impact Analysis (BIA) > Yes
e Business Continuity Management (BCM) & Disaster Recovery (DR) Audit > Yes
e Mock Drills and Tabletop Activities : Yes
e Social Engineering Phishing Awareness Campaigns > Yes
¢ Information Security User Awareness Trainings > Yes
e Third Party IT and Security Risk Assessments > Yes
e IT Security Due Diligence Audits > Yes
e IT General Controls Review (ITGC) > Yes
e Cyber Forensic Services — Windows & Mobile Forensic > Yes
e Digital Forensic Incidence Response (DFIR) > Yes

4. Information Security Audits carried out in last 12 Months:

Govt. : 189
PSU : 43

Private : 114
Total Nos. of Information Security Audits done : 346

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project handled by
them)

Network security audit : 68
Application security audit : 382
Mobile Application security audit : 63

Compliance audits (ISO 27001, ISO 27701, I1SO 27018, 1SO 22301) : 18


mailto:amittal@codecnetworks.com;
mailto:piyush@codecnetworks.com

Regulatory Guidelines Compliance Audits (RBI, IRDAI, SEBI, CEA, NCIIPC

ASP E-Sign, UIDAI, CICRA Sections and CIC Rules, Cert-In Guidelines) : 41
ICS/OT Audits : 04
Cloud security Audits 07
Red Teaming Assessment 02
Malware Root Cause Analysis 02

6. Technical manpower deployed for information security audits:

CISSPs 00
BS7799 / 1SO27001 LAs 06
CISAs 03
DISAs / ISAs 00

7. Details of technical manpower deployed for information security audits in Government and Critical sector organizations (att

Any other information security qualification: OSCP: 02, CEH: 11; CND: 02; CHFI 02
Total Nos. of Technical Personnel

Annexure if required)

21

Duration with Experience in
S. Codec y N Qualifications related to
Name of Employee Information . .
No. Networks Pvt . Information security
Security
Ltd
CISA, ISO 27001 LA (ISMS), ISO
. . 27001 LI (ISMS), ISO 27701 (PIMS),
1. Mr. Arvind Mittal 01+ Year 20+ Year ISO 31000 RA, CEH, CND, PMP, ITIL
Foundation
2. Mr. Piyush Mittal 14.5+ Year 11+ Year BCA, MBA (IT), Project Management
CISA, ISO 27001 LA, BS 25999 LA, ISO
3. Mr. Rajesh Sandheer | 10+ Year 20+ Year 31000 RM, I1SO 50001 LA, CDCP,
Project Management
CISA, 1SO 27001 LA/LI, TISAX,
4. Mr. Ashish Ranjan 02+ Year 10+ Year Diploma in Cyber Security, B.Tech
(Cs), OoCP
BCA, CEH, Certified AppSec
Professional, EC Council Network
Défense Essential, EC Council
5. Mr. Gaurav Pant 7.5+ Year 7.5+ Year Introduction to Darkweb Anonymity &
Cryptocurrency, AWS Fundamentals,
ICSI CNSS, ISO 27001 Fundamentals
6. Mr. Saurabh 8.5+ Year 8.5+ Year OSCP, CEH, MCA
Bhardwaj
7. Mr. Himanshu 04+ Year 5.5+ Year B.Tech (CS), 1SO 27001 Auditor, CEH
Chauhan
8. Mr. Ayush Gupta 1+ Year 12+ Year MCA, PGDM (IT), I1SO 27001
. Diploma CS, Offensive Bug Bounty
9 Mr. Anoop Singh 3.5+ Year 5.5+ Year Hunter 2.0, ICSI CNSS, Ethical Hacking
10. | Mr. Gulshan 3.5+ Year 3.5+ Year BCA, CEH
Chauhan
OSCP, EC Council Web Application
11. Mr. Gaurav Kr Yadav | 1.5+ Year 2+ Year Penetration Testing, Mastering
Penetration Testing with Kali Linux
12. Mr. Varun Sharma 03+ Year 5+ Year B.Tech (CS), Diploma CS, CEH
13. Mr. Yashasvi Sharma | 02+ Year 3.5+ Year BBA, MBA, I1SO 27001
14, | Mr. AnkitKr 2.5+ Year 4+ Year B.Tech (CS)
Srivastava
15, | Mr. Prince 02+ Year 3.5+ Year BSc (CS), MCP
Chaurasiya
16. Mr. Nishant Yadav 1.5+ Year 2+ Year CEH




17. Mr. Mohit Malik 01+ Year 01+ Year CEH
Mr. Harshit MSc (Digital Forensic & Information
18- | Bhardwaj 06+ Month 01+ Year Security), BCA, CHFI, 1SC2 CC
19. Mr. Kartik Gulati 01+ Year 3.5+ Year MBA (IT), BCA
20. Mr. Vivek Karaula 06+ Month 01+ Year MSc (P'g'tal Forensic & Information
Security), BCA
21. Mr. Mohit Malik 01+ Year 01+ Year CEH

8. Specify Largest Project handled in terms of scope (in terms of volume,

complexity, locations etc.) along with project value

. . . . Assets
Project Client / Project Summary Project Scope Details
The client is a leading global
Technology MSSP to Aviation
industry.
Projects under taken :
1. Cybgr Security Assessment. 1. I$O 27001 Internal 5. Cloud Security
Services across 45 Pan India Audit Assessment
Airports for their Passenger 2. 1SO 27018 Internal . .
. - - 6. Configuration
Project Processing Systems, Self Audit - Approx.
- : . Reviews
1 Service Kiosks and Baggage 3. Security Governance . - 1200
S . 7. Mock Dirills Activities
Reconciliation Systems and framework Review
. 8. User awareness and
2. Cyber Security Assessment 4. ICT Infrastructure Trainin
Services across 12 Pan India Security Assessment 9
Airports for their Biometric
Passenger Validation System
and PII Data Processing
System
The client is in Power Industry 1. Security Architecture
with joint venture with and Solutions Review
Government of Delhi for their 2. ICS / SCADA Security 6. ".30 27001 Internal
L . - Audit
Power Distribution in Delhi. Audit
. . . 7. User Awareness
. Projects undertaken: 3. Web and Mobile .
Project . - . Training Programs Approx.
1. Cyber Security Assessment Applications Security .
2 o - . - 8. Mock Drills and 400
and Auditing Services for their | Audit s
Tabletop Activities
IT/OT Infrastructure , 4. ICT Infrastructure o . .
s . 9. Phishing Simulation
Networks, Applications, Security Assessment Campaians
Database, IS Process and 5. Security Governance paig
Procedures and framework Review
1. Security Governance
The client is a "Navaratnam"” and framework Revie . 5. Local Patch Audits
- 2. 1SO 27001/27002 Risk . .
. Central PSU and a leading ICT 6. Configuration and
Project . . Assessment . . Approx.
provider in Telecom Infrastructure Hardening Reviews
3 - - - 3. ICT Infrastructure 2200
Services to Railway Industry in . 7. User awareness and
the country Security Assessment Training
’ 4. Web Applications
Security Audit
1. Compliance Audit as 5. Configuration
per Regulatory .
. . . . Guidelines / Master Reviews
The client is India’s premier Directions 6. Malware Root Cause
_ investment services group in > 1SO 27001 Internal Analys_ls _ _
Project | Insurance industry engaged inter- Audit 7. Social Engineering / Approx.
4 alia in the distribution of mutual Phishing Campaigns 1200
. . - 3. ICT Infrastructure -
funds, insurance, fixed deposits, . 8. Mock Drills and
Security Assessment s
bonds, loans et al. . Tabletop Activities
4. Web and Mobile
o . 9. User awareness and
Applications Security Trainin
Audit 9
The client is an Indian 1. ISO 27001 Internal
multinational conglomerate with a | Audit 4. Source Code Reviews
Project | diverse portfolio spanning financial | 2. ISO 27701 Internal 5. User awareness and Approx.
5 services, IT, media, healthcare, Audit Training 270
education, power generation, 3. Web and Mobile 6. Mock Drills Activities
infrastructure, plantations, Applications Security




precious metals, restaurants, and
hospitality.

Audit

The client is an autonomous
institution under the Government
of Gujarat, established to promote

PI’OéeCt the use of space technology and 1. Web and Mobile Applications Security Audit Aplplrgx.
geo-informatics for various
developmental and scientific
purposes.
The client is Aviation Industry, a 1. W_eb gnd MOb'Ie.
- : Applications Security . .
Government of India enterprise - 4. Configuration
. g Audit .
Project | that operates under the Ministry of . Reviews Approx.
. S . 2. APl and Web Services
7 Civil Aviation and one of India's - - 5. User Awareness 490
leading helicopter services Security Audit Training Programs
roviders 3. ICT Infrastructure
P ) Security Assessment
The client is one of the entities
formed under the corporatization 1. ICT Infrastructure 3. Process Audit as per
Project | of the Ordnance Factory Board Security Assessment ISO 27001 Standard Approx.
8 (OFB) focuses on the production 2. Web Applications 4. User Awareness 380
of sophisticated weapons and Security Audit Training Programs
equipment,
The client is one of the
manufacturing units under India's | 1. ICT Infrastructure 3. Process Audit as per
Project | state-owned Ordnance Factory Security Assessment ISO 27001 Standard Approx.
9 Board (OFB), producing state-of- 2. Web Applications 4. User Awareness 300
the-art small arms, rifles and Security Audit Training Programs
carbines.
The client is a leading
Project mar)ufacturer of eng.lneered 1. ICT Infrastructure VAPT Security Assessments Approx.
equipment for chemicals,
10 . 2. Red Team Assessments 760
pharmaceuticals and
biotechnology industries.
1;3'?221%':2?;? Audit as 3. ICT Infrastructure
. The client is the Indian entity of a ber ~eg Y Security Assessment
Project . . . Guidelines / Master . Approx.
prominent South Korean financial . - 4. Web Applications
11 L . Directions . . 125
institution in Banking Industry.. N Security Audit
2. SAR Data Localization .
. 5. Source Code Reviews
Audit
1. Compliance Audit as
per Regulatory 6. Configuration and
. . . . . Guidelines / Master Hardening Reviews
The client is a leading Financial . -
and Stock Broking compan Directions 7. APl and Web
- . 9 pany 2. 1SO 27001 Internal Services Security
based in India, engaged in - .
Project | providing investment and financial Audit 8. Source Code Review Approx
. s . 3. 1SO 22301 Internal 8. Mock Drills and )
12 services such as securities trading, . oo 450
wealth management, portfolio Audit Tabletop Activities
. : - 4. ICT Infrastructure 9. Phishing Simulation
management, financial advisory, . .
and corporate finance Security Assessment Campaigns
’ 5. Web and Mobile 10. User Awareness
Applications Security Training Programs
Audit
1. Compliance Audit as
per Regulatory 6. Cloud Security
Guidelines / Master Assessment-
Directions 7. Business Impact
_ The client is in Payment 2. S_AR Data Localization Analysis (BIA)
Project Adareqation & Pavment Gatewa Audit 8. User Awareness Approx.
13 Sg?vicges Provideryin India 4 3. Web and Mobile Training Programs 180
Applications Security 9. Mock Drills and
Audit Tabletop Activities
4. Source Code Reviews 10. Phishing Simulation
5. ICT Infrastructure Campaigns
Security Assessment
Project | The client is an Indian PSU under 1. Web and Mobile Applications Security Audit Approx.




14 the Ministry of Communications 2. ICT Infrastructure Security Assessment 225
provides services in the field of 3. Configuration Reviews
telecommunications, information
technology, and network
infrastructure.
1. Compliance Audit as
per Regulatory .
The client is World Health Guidelines / Master 4. Web {;md MOb”e.
. - . - Applications Security
. Organisation a specialized agency | Directions .
Project . ; - . Audit Approx.
of the United Nations responsible 2. Process Audit on .
15 - - - - 5. Source Code Review 75
for international public health to Security Controls . -
6. Configuration and
promote and protect global health. | Implemented . -
Hardening Reviews
3. ICT Infrastructure
Security Assessment
Proiect The client is the Indian entity of 1. Third Party Vendor Risk Assessments
1J6 one of Japan's largest financial 2. SAR Data Localization Audit -
institutions in Banking Industry. 3. ITGC Internal Audit
1. Compliance Audit as
per Regulatory 5. Web and Mobile
The client is in Insurance industry, | Guidelines / Master Applications Security
a India's leading insurance Directions Audit
Project | brokerage firm, specializing in 2. 1SO 27001 Internal 6. APl and Web Approx.
17 providing a wide range of Audit Services Security 365
insurance and risk management 3. ISO 27701 Internal 7. Source Code Review
solutions. Audit 8. Mock Drills and
4. ICT Infrastructure Tabletop Activities
Security Assessment
The client IS Cred@ C.ard . 1. SAR Data Localization
Manufacturing/ Printing Services .
Audit 3. ICT Infrastructure
. to BFSI sector, also a global . .
Project L ] - 2. Process Audit on Security Assessment Approx.
leader in identity and security .
18 - . Security Controls 4. User awareness and 325
solutions provides technology .
. : - Implemented Training
solutions related to biometrics,
digital identity, and secure access.
1. Compliance Audit as
The client is a prominent per Regulatory
Stockbroking and Financial Guidelines / Master 4. Business Web and
. Services company in India, Directions Mobile Applications
Project - . f - . . Approx.
19 specializes in equity trading, 2. ICT Infrastructure Security Audit 190
commodity trading, derivatives, Security Assessment 5. APl and Web
and portfolio management 3. Configuration and Services Security
services (PMS) Hardening Reviews
The client is a premium Healthcare
Proiect technology company providing 1. ISO 27001 Internal Audit ADDIrox
210 innovative digital health solutions 2. ICT Infrastructure Security Assessment p1p40 )
in the field of telemedicine, health | 3. Web and Mobile Applications Security Audit
diagnostics, and wellness services.
The client is a PSU under the
MeitY, GOI, providing technology
Project | solutions and services to . I . - Approx.
21 government departments and 1. Web and Mobile Applications Security Audit 40
organizations at the national,
state, and district levels.
The client is a R&D organization
established under the DOT, GOI
Project | tasked with designing and N . . Approx.
2o developing indigenous 1. Web Applications Security Audit 15
technologies to enhance India's
telecom infrastructure.
Proiect The client is a specialized ADDIox
213 paramilitary force in India 1. Web Applications Security Audit pZS ’
established under MHA, GOI.
Project | The client is a government 1. Web Applications Security Audit Approx.
24 authority responsible for ) PP Y 27




9.

10.

11.

12.

13.

managing the operations related
to treasury functions and pension
schemes within the state of
Chhattisgarh.

The client is the central
administrative body responsible
for overseeing law enforcement
activities within the state of

Project
25

Punjab, India.

1. Web Applications Security Audit

35

Approx.

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Tenable Nessus Professional BurpSuite Acunetix
Metasploit-framework Ghauri MobSF
Adb GOBUSTER 403 bypasser
Frida-Objection Hashcat Netcat
COMMIX Hydra Netsparker
CVE Hunter JADX-Gui Nikto
Dirsearch John Nmap
Drozer KATANA Nuclei
Evil-winrm Magisk Owasp zap
FFUF Medusa quark-engine
Wireshark Tcpdump Reflutter
Wpscan UNISCAN SPYHUNT
xss Strike Wfuzz and Ffuf Sqglmap
Outsourcing of Project to External Information Security Auditors / Experts: No
( If yes, kindly provide oversight arrangement (MoU, contract etc.))
Whether organization has any Foreign Tie-Ups? If yes, give details: No
Whether organization is a subsidiary of any foreign based organization? No
If yes, give details
Locations of Overseas Headquarters/Offices, if any: No

*Information as provided by Codec Networks Pvt Ltd on 14" November 2024

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s ITORIZIN TECHNOLOGY SOLUTIONS PVT. LTD.

1. Name & location of the empanelled Information Security Auditing Organization :

ITORIZIN TECHNOLOGY SOLUTIONS PVT. LTD.
8/14, SHAHID NAGAR, GROUND FLOOR, KOLKATA - 700078.
WEST BENGAL, INDIA

2. Carrying out Information Security Audits since : 2017

3. Capability to audit , category wise (add more if required)

e Network security audit (Y/N) : YES
e Web-application security audit (Y/N) : YES
e Wireless security audit (Y/N) : YES
e Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N) : YES
e Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N) : YES
e ICS/OT Audits (Y/N) : YES
e Cloud security Audits (Y/N) : YES

4. Information Security Audits carried out in last 12 Months :

Govt. 1 23
PSU : 01
Private : 37
Total Nos. of Information Security Audits done : 61

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit 11+
Web-application security audit 170+
Mobile Application security audit 15+
Wireless security audit D4+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) : 05+
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 20+
ICS/OT Audits : NIL
Cloud security Audits 02+

6. Technical manpower deployed for information security audits :

CISSPs : 0
BS7799 / 1SO27001 LAs : 07
CISAs : 01
DISAs / ISAs : 01
Any other information security qualification 121
Total Nos. of Technical Personnel : 25

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations

Duration with
ITORIZIN Experience in Tt
v | demeef | recmoiosy | mormawon | Cjelficetons elted o
: pioy SOLUTIONS PVT Security y
LTD
1. Basudev
Gangopadhyay 7+Years 21+ Years - ISMS LA




- CEH

2. | Debjyoti " ISMS LA
Chowdhur 7+ Years 10+ Years - CEH
y - CHFI
3. Sirsendu - CEH
Bharati 6+ Years 9+ Years - CHEI
4.
Susanta Saha 7+ Years 16+ Years - CEH
5. i
Anindya 1.7 Years 14+ Years |- ISMS LA
Ghosh
Rajashi 1.8 Years 7+ Years - CISA
6. Shome - ISMS LA
- 1SO 27701 LIP

- 1SO 1000:2018
- ITIL-Foundation 2011

7. | Biswajyoti - ISMS LA
Sengupta 2.5 Years 2.5 Years - CEH
8. i
Subhasish 4+ Years 6+ Years |- ISMS LA
Munshi
9. .
Prity Santra 3+ Years 3+ Years - CEH
10.
Anubrata 2.5 Years 2.5Years |- CEH
Mazumdar
11. | Subhadarsini - ISMS LA
panda 2.5 Years 2.5 Years ~ CEH
12. | Susmita 3.5+Years 3.5+Years
Sarkar - CEH
13. | Saurav 3.5+Years 3.5+Years
Ganguly - CEH
14. geepabali 2 Years 3+ Years - CEH
engupta - Postgraduate in Cyber Security
- CEH
15.
ﬁ;r;ﬁ;kKumar 3+ Years 3+ Years - OSCP
- OSWP
16. .
Priyanka Das 2+ Years 2+ Years - CEH
17. | sneha
Roychowdhury 1 Year 1 Year - CEH

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.

About the Project Scope & Other details
Client
A Leading Insurance Managing GRC services for the organization including Policy
company & Process Management , Security Compliance Management
,Vulnerability Assessment & Penetration Testing.
Project Value : 20 Lacs

9. List of Information Security Audit Tools used ( commercial/ freeware/proprietary):

- Burp Suite Application Security Testing
- Nessus Professional Vulnerability Assessment,
Configuration Review

Commercial Tools

Freeware - NMAP Network Discovery, Network
port and service identification




- Wireshark Network Sniffing

- OWASP ZAP Application Security Testing

- Selenium Functionality Testing

- Apache JMeter Performance Testing

- John the Ripper Password cracking

- IKE-Scan Remote access testing

- Nessus Vulnerability Assessment

- Essential

- Openvas Vulnerability Assessment

- Metasploit Penetration testing

- Hashdig File Integrity Checking

- Nmap Network port and service
identification

- Netcat Network port and service
identification

- Paros proxy Vulnerability scanning

- Airsnort Wireless scanning

- Nipper Configuration Review

- Santoku OS Android Application Dynamic
penetration testing

- Genymotion Android Application Dynamic
penetration testing

- MobSF Android Application Static
penetration testing

- Visual Code Grepper Secure Code review

- Sonarqube Community | Secure Code review

Edition
- Postman Community API Security Testing
Edition
10. Outsourcing of Project to External Information Security Auditors / Experts: No

kindly provide oversight arrangement (MoU, contract etc.))

11. Whether organization has any Foreign Tie-Ups? If yes, give details: Yes

We have One partner in Middle East - Redington Gulf FZE for whom we provide
Cyber security services.

12. Whether organization is a subsidiary of any foreign based organization? : No
yes, give details

13. Locations of Overseas Headquarters/Offices, if any : None

*Information as provided by ITOrizin Technology Solutions Pvt Ltd on 15-11-2024

( If yes,

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s QRC Assurance and Solutions Private Limited
1. Name & location of the empanelled Information Security Auditing Organization :
QRC Assurance And Solutions Private Limited

2. Carrying out Information Security Audits since : 2016
3. Capability to audit , category wise (add more if required)

Network security audit (Y/N)

Web-application security audit (Y/N)

Wireless security audit (Y/N)

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)
ICS/OT Audits (Y/N)

Cloud security Audits (Y/N)

<< <<<=<=<

4. Information Security Audits carried out in last 12 Months:

Govt. : 28
PSU 12

Private 1412
Total Nos. of Information Security Audits done : 452

5. Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Network security audit : 149
Web-application security audit : 208
Wireless security audit : Same as Web Application Security
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) 177
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) : 18
ICS/OT Audits : NA
Cloud security Audits -1

6. Technical manpower deployed for information security audits:

CISSPs 2
BS7799 / 1SO27001 LAs : 19
CISAs 1 13

DISAs / ISAs : <number of>
Any other information security qualification: CSA Star: 2, CISM: 4, CEH :18, OSCP : 3, CPPT: 2,
Total Nos. of Technical Personnel : 52

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations. — Attached Annexure.

S. Name of Employee | Duration with Experience in Qualifications related to
No. <organization> | Information Security Information security




8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with
project value.
Name of the Largest Project: Razor Pay, Scope: Internal VA, ASV, External PT, Internal PT, Source Code
Review, APl Testing, Cloud Security Assessment, CDD Scan, ISO/IEC 27001:2022, Mobile Application
Testing, Web Application PT, PCI DSS Assessment. Location: Bangalore ,Project Value: 50 L
9. List of Information Security Audit Tools used (commercial/ freeware/proprietary):
Sr. . .
No Testing Type Commercial Tools
Open Text - Fortify Weblnspect, Portswigger — Burp
1 Application Security Testing (DAST Professional, Fiddler, Frida, MobSf, Objection, Android
and MAST) SDK, APK editor, echoMirag, Ghidra, Jadx, APK tool,
reFlutter
Application Security Testing .
2 (SAST) Open Text - Fortify SCA
3 Network Vulnerability Assessment Tenable — Nessus, Qualys - Vulnerability Management
4 Network Penetration Testing Meta§pI0|t Commurjlt)_/, Wireshark, Nmap, NetCat,
exploit db, and Kali Distro
5 Secure Configuration Review Tenable — Nessus, CIS - CAT Pro
10. Outsourcing of Project to External Information Security Auditors / Experts :NO
11. Whether organization has any Foreign Tie-Ups? If yes, give details :NO
12. Whether organization is a subsidiary of any foreign based organization? :NO

13. Locations of Overseas Headquarters/Offices, if any: Only 1 Office in USA

*Information provided by QRC Assurance And Solutions on 12/12/2024

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s RNR Consulting Private Limited

1. Name & location of the empanelled Information Security Auditing Organization :

RNR Consulting Private Limited.
E-16/169, Sector-8, Rohini,
Delhi 110085

2. Carrying out Information Security Audits since

3. Capability to audit , category wise (add more if required)

Network security audit

Web-application security audit

Wireless security audit

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.)
Finance Sector Audits (Swift,ATMs, API, Payment Gateway etc.)
ICS/OT Audits

Cloud security Audits

Device Security Audits

RBI Audits

4. Information Security Audits carried out in last 12 Months:

Govt.

PSU

Private

Total Nos. of Information Security Audits done

2014

<< <<<<=<=<<

14+
5+
40+
100+

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit 15+
Web-application security audit 100+
Wireless security audit 10+
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) 20+
Finance Sector Audits (Swift,ATMs, API, Payment Gateway etc.) 30+
ICS/OT Audits 4+
Cloud security Audits 20+
Device Security Audits 50+
RBI Audits 10+
6. Technical manpower deployed for informationsecurity audits:
CISSPs 3
BS7799 / 1SO27001 LAs 14
CISAs : 2
DISAs / ISAs : 2
Any other information security qualification :15(CEH etc..)
Total Nos. of Technical Personnel : 24

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S.

No.

Name of Employee | Duration with Experience in
<organization> | Information Security

Qualifications related to
Information security

Nitish Goyal 6+ years 8+ years

CISSP, CISA, CEH,
1ISO27001 LA, PCI-DSS




CEH, CHFI, 1S027001

2 Jagbir Singh 6+ years 12+ years LA, SANS certified,
Cyber Law
M.S (State Univ. New
York) MBA, Lead

3 Arup Roy 6+ years 30+ years Auditor for 1ISO 27001,
ISO 20000, I1SO 22301,
1ISO 9001, BS 10012
CISA, 1S027001, CEH,

. . MCSE, CCNA,

4 Vinay Singh 6+ years 14+ years Penetration Tester,
Network +

5 Shyam Thakur 6+ years 9+ years 1ISO27001, CEH

6 Rakesh Kumar 1+ year 4 years CEH, CCNA, MCSE

7 Vibha Gupta 1+ year 2+ years CEH

8 Narendra 1+ year 2+ years CEH

9 Arun Goyal 6+ years 6+ years CISA, CCNA, CCNP

10 I';";tﬁ:gk 1+ years 2+ years ISO 27001

11 Abhay Mathur 1+ years 23+ years 1ISO 27001

8. Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.

9. List of Information Security Audit Tools used(commercial/ freeware/proprietary):

Nessus, BurpSuite, Metasploit, OpenVAS, NIPPER etc.

10. Outsourcing of Project to External Information Security Auditors / Experts:
(If yes, kindly provide oversight arrangement (MoU, contract etc.))
11. Whether organization has any Foreign Tie-Ups? If yes, give details:

12. Whether organization is a subsidiary of any foreign based organization?:

details

13. Locations of Overseas Headquarters/Offices, if any:

No

Yes, Contact, NDA and MoUs

No If yes, give

No

*Information as provided by RNR Consulting Private Limited on 22"° Feb 2022

Back



Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Tata Advanced Systems Ltd.

1. Name & location of the empanelled Information Security Auditing Organization:

Name: M/s TATA Advanced Systems Limited
Address: C-27, Sector 58, Noida 201301, Uttar Pradesh, India

2. Carrying out Information Security Audits since : 2017
3. Capability to audit, category wise (add more if required)

Network security audit (Y/N)

Web-application security audit (Y/N)

Wireless security audit (Y/N)

Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) (Y/N)
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) (Y/N)
ICS/OT Audits (Y/N)

Cloud security Audits (Y/N)

<< <<=<=<=<

4. Information Security Audits carried out in last 12 Months:

Govt. 132
PSU 14
Private : 10
Total Nos. of Information Security Audits done :0

5. Number of audits in last 12 months, category-wise (Organization can add categories based on project
handled by them)

Network security audit 16
Web-application security audit 140
Wireless security audit :0
Compliance audits (ISO 27001, IEC 62443, IEC 27019, PCI, etc.) :0
Finance Sector Audits (Swift, ATMs, API, Payment Gateway etc.) :0
ICS/OT Audits :0
Cloud security Audits :0

6. Technical manpower deployed for information security audits:
CISSPs 1 2
BS7799 / 1SO27001 Las : 10+
CISAs 1 2
DISAs / ISAs : None
CEH 10+
Any other information security qualification: <number of>
Total Nos. of Technical Personnel : 40+

7. Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S Duration with Experience in |Qualifications
N.o Name of Employee TATA Advanced Information related to
i Systems Limited [Security Information security
1 Pradeep Saluja 54 30 NA
2 Yogesh Kumar 5.5 20
3 Rajiv Khandelwal 1.4 21.1 MCA-Comp
4 Ahsan Khan 3.9 15




5 Vikas Sharma 2.5 16 MBA -IT

6 Ashish Ranjan 2.9 4.1 NA

7 Moha Gupta 2.6 2.5 MTECH COMP
8 Eshan Srivastava 0.4 21 NA

9 Abhinav Gupta 1.4 1.3 BTECH-IT
10 Dimitrita Mohanty 2.6 6.0 NA

11 Aruj Govind 0.4 0.3 BTECH-CS
12 Shalini 54 5.3 NA

13 Vikash Kumar 2.6 2.5 NA

14 Love Kaushik 2.6 2.5 NA

15 Nitesh Chandel 2.8 2.7 NA

16 Jitendra Kumar 3.7 3.6 NA

17 Sajal Luthra 2.0 11.4 NA

18 Aakash Verma 4.2 9.3 MBA -IT

19 Rajesh Sinha 1.9 12.8 NA

20 Alok Katiyar 5.5 6.8 MBA -IT

21 Abhishek Kumar 2.9 16.7 BSc (Comp)
22 Amrish Kumar 3.7 3.6 NA

23 Shaurya Rajput 0.7 0.8 NA

24 Prayas Tyagi 0.5 5.3 BTECH-CS

Audit performed for a large BFSI customers incorporating 70 servers, 2 mobile applications & 7 web
applications. Audit was conducted remotely.

a. Commercial Tools: Nexpose, Burp suite, Netalytics

List of Information Security Audit Tools used (commercial/ freeware/proprietary):

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

b. Freeware Tools: Kali Linux, MobSF, Wireshark, Nipper, Powershell Empire, Virus Total, Drozer, Frida &
Objection, Inspeckage, APKtools, Shodan, Nmap, Metasploit, Nikto, ZAP, Searchsploit, SQLMAP and etc.

8.

project value.

Value: Rs 3,51,000.00
9.
10.

11. Whether organization has any Foreign Tie-Ups? If yes, give details

12. Whether organization is a subsidiary of any foreign based organization?

If yes, give details

13. Locations of Overseas Headquarters/Offices, if any:

*Information as provided by <organization> on <date>

Outsourcing of Project to External Information Security Auditors / Experts
(If yes, kindly provide oversight arrangement (MoU, contract etc.))

No

No

No

No

Back






Snapshot of skills and competence of CERT-In empanelled
Information Security Auditing Organisation

M/s Dr CBS Cyber Security Services LLP

1. Name & location of the empanelled Information Security Auditing Organization :
Dr CBS Cyber Security Services LLP
Regd.Office: 113, Suraj Nagar East, Civil Lines, Jaipur, Rajasthan-302006

Coordinating Office:

1. G5, CYB-1, Software Technology Parks of India (STPI), Cyber Park, Heavy Industrial Area,
Jodhpur, Rajasthan- 342003

2. C-204, 2nd Floor, Software Technology Parks of India (STPI), Plot no. 30, Electronic City, Sector
18, Gurugram,Haryana-122015

3. Sabanam House, Plot No. A-15/16, Central Cross Road-B, MIDC, Andheri (East),
Mumbai, Maharashtra -400093

2. Carrying out Information Security Audits since : 2017

3. Capability to audit , category wise (add more if required)

Network Security Audit : Yes
Web-application Security Audit : Yes
Wireless Security Audit : Yes
Compliance Audits (ISO 27001, PCIJ, etc.) : Yes
End Point/ Workstation Security Audit: Yes
Information Security Policies Formulation & Review as per Legal Yes
Mandates & International Standards(ISO/IEC 27001:2013/2022, ISO

27002, Rule 4 & 8 of IT Reasonable Security Practice & Procedure &

Sensitive Personal Data Rules 2011 :

Communications Security Testing : Yes
Vulnerability Assessment & Penetration Testing : Yes
Exploitation of Vulnerabilities : Yes
Network Mapping : Yes
Application Security Assessment : Yes
Malware Backdoor Detection : Yes
Risk Assessment : Yes
Physical Security Review : Yes
Information Security Trainings (User awareness & counseling, Yes
cybercrime investigation, technical training, etc.) :

Enterprise Security Architecture Review : Yes
Data Leak Prevention (DLP) consulting : Yes
Mobile Application Security Audit : Yes
Compliance Audit (GDPR, RBI, SEBI, SEBI, NPCI, NABARD, IDRBT, IRDA Yes
etc.)

API Security Audit : Yes
Network Performance Testing : Yes
Cloud Security Audit : Yes
Source Code Review/Audit : Yes
Incident Response : Yes
IoT Security Assessment : Yes
Data Centre Audit/ Security Operation Centre (SOC) Audit : Yes
Authentication User Agency (AUA ) / KYC User Agency (KUA) - Audit : Yes
System Audit Report (SAR) for Data Localization Audit : Yes
Controller of Certifying Authorities (CCA) / Public Key Infrastructure Yes
(PKI) Compliance Audit:

Operational Technology (OT) Audit : Yes
Electronic Signature (e-Sign) Compliance audit : Yes
Red Team Assessment : Yes
AEPS & Aadhaar Pay Micro ATM Audit : Yes
Supervisory Control & Data Acquisition (SCADA) Security Audit : Yes
Cyber Forensics : Yes

4. Information Security Audits carried out in last 12 Months (1 April 2022- 31 March 2023) :



Government 238

PSU 10
Private 40
Total Nos. of Information Security Audits done : 288

Number of audits in last 12 months , category-wise (Organization can add categories based on project
handled by them)

Comprehensive IT Security Audit 41
Network Security Audit 32
Web-application & Mobile Application Security Audit 219
Source Code Review 05
Regulatory Compliance Audit (RBI, SEBI, NPCI, NABARD, IDRBT, IRDA, 12
AUA/ KUA, SWIFT, CCA, GDPR etc.)

Wireless Security Audit 31
Formulation of IT Security Policies 02
Operational Technology (OT) Audit 02
Functional Audit 01
Cloud Security Audit 01

Technical manpower deployed for information security audits :

ISO/IEC27001:2013/2022 Lead Auditor 10
CISA from ISACA 02
Certified Ethical Hacker (CEH) from EC Council 09
Certified Internal Information Security Auditor (STQC-CIISA) 03
Certified Internal Information Security Auditor (STQC-CISP) 01
DISA/ ISA 01
Any other Information Security Qualification:

Diploma in Cyber Law 06
Certificate in International Law on E-Commerce 01
Masters in Cyber Security (M.Tech) 01
PhD 02
Masters in Computer Science (M.Tech) 01
MSc (IT) 01
MSc (Cyber Security) 01
MSc (Digital Forensics & Information Security) 01
Masters in Computer Applications (MCA) 02
MSc (Micro Electronics) 01
Bachelor of Technology (B.Tech-CSE/ ECE/CE) 10
Bachelor in Law 01
Bachelor in Computer Applications 04
Total Nos. of Technical Personnel 20

Details of technical manpower deployed for information security audits in Government and Critical sector
organizations (attach Annexure if required)

S. Name of Employee Duration Experience | Qualifications related to
No with in Information security

organizati | Informatio
on n Security




Dr. C B Sharma IPS (R)

06 Years

10+ Years

o Certified Lead Auditor
ISMS (1SO/ IEC
27001:2013) from Indian
Institute of Quality
Management (11QM)

o Certified Internal
Information Security
Auditor (STQC-CIISA)

e Diploma in Cyber Law

e MSc Physics (Microwave
Electronics)

e LL.B

e MA Philosophy

e PhD

Dr. Swati Vashisth

06 Years

06+ Years

e B.Tech (CSE)

¢ Certified information
Systems Auditor (CISA)
from ISACA

¢ Certified Lead Auditor ISMS
(ISO/IEC 27001:2013) from
Indian Institute of Quality
Management (11QM)

¢ Certified Lead Auditor ISMS
(ISO/IEC 27001:2022) from
Indian Institute of Quality
Management (11QM)

e Certified Information
Security Professional
(STQC-CISP)

e Certified Internal
Information Security
Auditor (STQC-CIISA)

¢ Diploma in Information
System Audit (DISA) from
11BF

o Certified Ethical Hacker
(CEH) from EC Council

e Diploma in Cyber Law

e Various Cyber Security
Certificates from Code Red-
EC Council

e MBA(PGDRM) from IRMA

e PhD

Er. Sachin Kumar
Sharma

06 Years

10+ Years

e B.Tech (CSE)

e M.Tech(CSE)

e Certified Lead Auditor ISMS
(ISO/IEC 27001:2013) from
Indian Institute of Quality
Management (11QM)

¢ Certified Internal
Information Security
Auditor (STQC-CIISA)

¢ Certified Ethical Hacker
(CEH) from EC Council

¢ Diploma in Cyber Law

¢ Certificate in International
Law on E-Commerce

e Various Cyber Security
Certificates from Code Red-
EC Council




Mr. Satyendra Singh

06 years

10+ Years

e M.Sc (IT)

e Certified information
Systems Auditor (CISA)
from ISACA

e Certified Lead Auditor
ISMS (ISO/IEC
27001:2013)
from Indian Institute of
Quality Management
(nom)

e Diploma in Cyber Law

e Certified Ethical Hacker
(CEH) from EC Council

e Various Cyber Security
Certificates from Code
Red- EC Council

Er. Vishrant Ojha

04 Years

04+ Years

e B.Tech (ECE)

e M.Tech (Cyber Security)
from Sardar Patel Police
University, Jodhpur

¢ Diploma in Cyber Law

e Certified Ethical Hacker

(CEH) from EC Council

e Various Cyber Security

Certificates from Code
Red- EC Council

Mr. Niladri Dalal

02 Years

02+ Years

e Certified Lead Auditor

ISMS (ISO/IEC
27001:2022)

from Indian Institute of
Quality Management
(1nQm

e Certified Ethical Hacker
(CEH) from EC Council

e Various Cyber Security
Certificates from Code

Red- EC Council

e MSc (Cyber Security)
e BSc (Hardware &

Networking)

Mr. Prashant Sharma

01 Year

01+ Year

e Certified Lead Auditor
ISMS (ISO/IEC
27001:2022)
from Indian Institute of
Quality Management

(1nQm)

e Bachelor in Computer

Application (BCA)
e Master in Computer
Application (MCA)

Mr. Govind Pareek

08 Months

08 Months

¢ Certified Lead Auditor ISMS
(ISO/IEC27001:2022) from
Standardization Testing and
Quality Certification (STQC)

e BCA

¢ M.Sc. (Digital Forensic &
Information Security)

e Various Cyber Security
Certificates from Code Red-
EC Council

Er. Rohit Malviya

06 Months

06 Months

e B.Tech (ECE)

o Certified Lead Auditor ISMS
(ISO/IEC27001:2022) from
Standardisation Testing and
Quality Certification




(STQC)™

e Various Cyber Security
Certificates from Code Red-
EC Council

10. | Mr. Sanjay Kumawat

06 Months

06 Months

¢ Certified Ethical Hacker
(CEH) from EC Council

e Certified Lead Auditor ISMS
(ISO/IEC27001:2022) from
Standardisation Testing and
Quality Certification (STQC)

e Various Cyber Security
Certificates from Code Red-
EC Council

e B. Com

e M.Com

11. | Er. Pratyaksh Upadhay

06 Months

06 Months

¢ B. Tech (CSE)*

e Certified Lead Auditor ISMS
(ISO/IEC27001:2022) from
Standardisation Testing and
Quality Certification
(STQC)*

e Various Cyber Security
Certificates from Code Red-
EC Council

12. | Er. Shubham Sharma

e B. Tech (CSE)*

¢ Certified Ethical Hacker
(CEH) from EC Council

¢ Microsoft Technology
Associate : Security
Fundamentals & Python

e Various Cyber Security
Certificates from Code Red-
EC Council

13. | Er. Hemant Jangid

e B. Tech (CSE)

e Various Cyber Security
Certificates from Code Red-
EC Council

14. | Er. Vivek Dadhich

e B. Tech (CSE)

e Various Cyber Security
Certificates from Code Red-
EC Council

15. | Er. Aman Mishra

e Diploma in Cyber Security
e Certified Ethical Hacker
(CEH)
e Various Cyber Security
Certificates from Code
Red- EC Council
° BSc

16. | Er. Harsh Sharma

e B. Tech (CSE)

e Certified Ethical Hacker
(CEH)

e Various Cyber Security
Certificates from Code Red-
EC Council

17. | Mrs. Manju Sharma

05 years

05+ Years

Diploma in Cyber Law
BSc

MA

Diploma in Textile
Designing

* Result awaited

Specify Largest Project handled in terms of scope (in terms of volume, complexity, locations etc.) along with

project value.




S.No. Organization Scope Details of IT Location
Infrastructure
1. Leading textile & 1.Gap Analysis and Review of Documented Audit [Total 17
garment Existing Policies Report as per Scope |[locations at
manufacturer 2. Risk Assessment and of work of : Mumbai,
company of India Vulnerability Assessment Computers:1103, Tarapur,
(End Point, Server, Network, Servers:12, Daman,
Firewall, Routers, Switches, E- Firewall:16, Silvassa,
mail, Website, Web Application, Switches:110, Amravati,
Mobile Application, Software, Wi-Fi: 22, Hyderabad
Back-up, CCTV etc.) DVR:28 &
3. Penetration Testing Cameras:295 Bhiwandi
4. Exploitation of Vulnerabilities
( In the System and Networks).
5. Detailed Documented IT Security
Audit Report and Actionable
Items etc.
6. Web Application Software
Security
7. Physical Control and Security
8.Conceptual Guidance
9. Operational Technology (OT)
Audit
9. Information Security Training
and Awareness.
2 Embassy and Web Application Security Audit IAudit of web

High Commission
of India, Ministry
of External
Affairs, India

applications of
103 Embassy
and High
Commission of
India, Ministry of
External Affairs,
India as per
guidelines of
Open Web
IApplication
Security Project
(OWASP) Top 10
Web Risks, SANS
Top 25 Software
Errors, Common
Weakness
Enumeration(CW
E), Common
Vulnerabilities
and Exposures
(CVE) etc. The
Web Application
Security
Consortium
(W3C) and Web
Content
IAccessibility
Guidelines

(WCAG)




3. Indo-US 1.Gap Analysis and Review of Documented Total 03
Organization in Existing Policies Audit Report as locations at
field of 2. Risk Assessment and per Scope of work Mumbai,
Geosynthetic Vulnerability Assessment (End of : Daheli,
material Point, Server, Network, Firewall, Computers:121, Daman

Routers, Switches, E-mail, Servers:3,
Website, Web Application, Mobile Firewall:01,
Application, Software, Back-up, S/w application:
CCTV etc.) 01
3. Penetration Testing \Wi-Fi:07
4. Exploitation of Vulnerabilities DVR: 1,
( In the System and Networks). Cameras: 8
5. Detailed Documented IT Security
Audit Report and Actionable
Items etc.
6. Web Application Security
7. Physical Security
8. Conceptual Guidance
9. Information Security Training
and Awareness
4. Growing tyre firm [1.Formulation of IT Security Documented Total 2
in India Policies Audit Report as Locations at
2. Vulnerability Assessment per Scope of work Mumbai &
Penetration Testing of : Panoli
3. Exploitation of Vulnerabilities Computers:128,
In the System and Networks). Servers:4,
4. Web Application Security Firewall:02,
5. Information Security Training application: 01
and Awareness
5. Nationalized IT General security Control / Documented Total 5
Bank in India Process audit of: IAudit Report as Locations at
1. Data Center / Near Disaster per Scope of work Chennai,
Recovery Site / Disaster of : Mumbai,
Recovery Site 3 Data Centers, 1 Delhi,
2. Information Technology corporate office, 1  Jaipur, Sikar
Department / Network Head office, 28
Operations /in-house CBS Branches &
Development \various
3. Digital Banking Department and departments
all e-banking channels (web
based and mobile based)
4. Payment Gateway
5. CTS grids
6. ATM Switch /ATM Service
Centre / Card Issue
7. Credit Card Department
8. Call Center
9. NEFT / RTGS Caell
10. International Division / SWIFT
11. Treasury Branch
12. Registration authority (RA)
13. CPPC/CDPC/FI/MIS/AML/eAudit/
HRM Department
6. Nationalized Scalability and Resiliency audit of Scalability and Chennai

Bank in India

UPI Infrastructure as Per NPCI
Requirements

Resiliency of IT
infrastructure of
the UPI (Data
Centers,
Redundancies of
the IT
infrastructure,
Incident
Management,
Drills, Root cause

analysis)




Nationalized
Bank in India

ATM Functionalities & E-Surveillance
Audit

Audit of E-
Surveillance
system of various
IATMs of Bank at 4
Locations

Jaipur
Jodhpur
New Delhi
Bharatpur
Sikar

Indian Ordnance
Factories

Comprehensive IT Security Audit

Network
Architecture
Review, VAPT of
IT Infrastructure
Penetration
Testing of servers,
Review of Cyber
Security Policy
and SOP, Mock
drill analysis as
per cyber security

policy

Located at
Jabalpur,
Nagpur,
Dehradun,
Itarasi,
Chennai,
Kanpur,
Chandigarh
IAmbarnath
& Mumbai

Aeronautics firm
in India

Vulnerability Assessment &
Penetration Testing of firewall
devices located at different 25
locations, End Point Computers,
Servers, Web & Mail Applications

Firewall Rule Audit
and Log Analysis,
External &
Internal
Vulnerability
Assessment for
Web Server and
Mail Server in
Internet domain,
VAPT of Endpoint
computers &
Network Devices

Bengaluru

10.

Thermal Power
Station

Comprehensive IT Security Audit

IT Security Audit
of End Point
Computers,
Servers, WI-FI &
Network Devices

Rajasthan

11

Urban
Cooperative
Bank

Vulnerabilty Assessment
and Penetration Testing

Quarterly
Vulnerabilty
Assessment

and Penetration
Testing of End
Point Computers ,
Servers &
Firewalls

Uttarakhand

12,

State Co-
operative
banks

Information Security Audit

Information
Security Audit as
per NABARD
guidelines and
ISO/IEC ISMS
27001:2022
standard
requirements

Rajasthan,
Uttar
Pradesh

13.

Rapid Transport
Organization in
Jaipur

under Govt. of
Rajasthan

Formulation of IT Security Policies

Formulation of
following IT
Security Policies:
1. Identification
, Asset
Management
& Disposal
,/Acceptable
Use
(including
Software)
Policy
2. E-Mail,

Jaipur




Information
Transfer &
Social Media
Policy

3. HR Policy

4. Business
Continuity
and Backup
Policy

5. Clear Screen
& Clear Desk
Policy

6. Network,
Internet, Wi-
Fi, LAN,
Access
Control,
Server Room
&

Log Policy

7. Data
Security and
Cryptograph
y Policy
(including
Data
Centers)

8. Privacy
Policy (Non
Disclosure
with third
parties)

9. CCTV Policy

10. Password
Policy

11. Mobile
device and
Teleworking

14. Indian govt. Comprehensive IT Security Audit IT Security Audit Jaipur
owned oil and of End Point
gas explorer and Computers,
producer under Servers, WI-FI &
the ownership of Network Devices
Ministry of
Petroleum and
Natural Gas,
Government of
India
15. AUA/KUA Audit UIDAI’s Compliance Audit of KYC Compliance Audit |Gujarat
as per User Agency (KUA) and Aadhaar as per guidelines  [Chhatisgarh
requirement of Authentication Services (AUA). issued by UIDAI Maharashtra
Unique and mentioned in  [Tamilnadu

Identification
Authority of
India (UIDAI)
for various Govt.
Organizations &
Banks

Aadhaar
(Authentication)
Regulations, 2016




16. Metropolitan Comprehensive IT Security Audit IT Security Audit  [Telangana
Development of End Point
Authority in Computers,
Telangana Servers, WI-FI &
Network Devices
17. National Comprehensive IT Security Audit IT Security Audit  [Chennai
Institute of of End Point
Wind Energy Computers,
(NIWE) Servers, WI-FI &
Network Devices
18. A Public Web Application Security Audit Web Application Chandigarh
transport Security Audit as
undertaking per Web
organization Application
Security
guidelines &
Standards
19. Dept of Web Application Security Audit Web Application Jodhpur
Archaeology IIT Security Audit as
Jodhpur per Web
Application
Security
guidelines &
Standards
20. State GST Comprehensive IT Security Audit Comprehensive IT
Department Security Audit IT Maharashtr
Security Audit of a
IT Infrastructure
located across the
State
21. Department of Cyber Forensics & Comprehnsive Cyber Forensics
Revenue Audit and
Comprehensive
Audit of IT
Infrastructure
after compromise
of computers with
malware, Imaging
and collection of
evidences as per
CERT-In
Guidelines
22, All India Cyber Forensics & Comprehnsive Cyber Forensics
Medical Audit and
Institute under Comprehensive
Ministry of Audit of IT
Health & Family Infrastructure
Welfare, after compromise
Government of of computers with
India malware, Imaging
and collection of
evidences as per
CERT-In
Guidelines
23. Central Web Application Security Audit Web Application Punjab
University Security Audit as

per Web
Application
Security
guidelines &
Standards




24, An apex national Web Application Security & Web Application Delhi
sports body of Functional Audit Security Audit as
India per guidelines of
Open Web
Application
Security Project
(OWASP) Top 10
Web Risks, SANS
Top 25 Software
Errors.
25. Online Citizen Web Application Security Audit Web Application Andaman
Services Portal Security Audit as & Nikobar
Union per web
territory of India application
security guidelines
26. State Information Security Audit Information Jaipur
Cooperative Security Audit as Sikar
Banks per guidelines Jalore
issues by Barmer
NABARD, RBI and Sirohi
ISMS Standards Meerut
1ISO 27001:2013 Mujaffarnag
ar
27. An Autonomous Web Application Security Audit Web Application Delhi
Scientific Society Security Audit as
under the per guidelines of
administrative Open Web
control of Application
Ministry of Security Project
Electronics & (OWASP) Top 10
Infor